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E34%  primary object
T S LA R X B AR X 0 X WA A S 2435 X B T B R o B T 5
[k . ISO/IEC 11889-1:2015,3.50]]
3.21
FMF primary seed
A5 7 IR A AR EXF SR TCM A g K RfALE .
[k . ISO/IEC 11889-1:2015,3.52]]
3.22
A{EHR  root of trust
WAL AU T s 1T 00 . J& R G0 AT 5E A5 2 S0 22 4 4 o 1 3 a5
. SR A E AR B B — L R/ RIS RE L LU AR RS AR S 0 - 5 1) (E R T 5 R
[ . ISO/IEC 11889-1:2015.3.59. 4 &k ]
3.23
FE2$H  storage key
TR AEEAE TCM SRR 00 %48 .
[ U8 . ISO/IEC 11889-1:2015,3.72, 4 158k ]

4 EEEIE

T A0 4w S T A SO

AK I HH % 4 (Attestation Key)

BIOS: sl A% B 2 48 (Basic Input Output System)

CCTC: 7 H % 5 PN IF (Commercial Cryptography Testing Certification)
CFB. %%t 2 ik T/EAE R (Cipher FeedBack Operation Mode)

CPU . de b 38 £% (Central Processing Unit)

CRTM. Al HE M #% (Core Root of Trust for Measurement)

CV . AEHE{E (Credential Value)

DA : F LI #; (Dictionary Attack)

DRTM.; s &5 7°] {5 )& i /8 (Dynamic Root of Trust Measurement)

ECC . ## [5 fil £ in 2 5. v (Ellipse Curve Cryptography)

ECDH . f# & i1 2 DH 287t 75 0 i (Elliptic Curve Diffie-Hellman Key Agreement)
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EK: % 4% 4 (Endorsement Key)

EPS.: ¥ B % 4] F 7 (Endorsement Primary Seed)
GPIO . 15 F % A% H (General Purpose 1/0)

HMAC 7 % 8 i) 24 3 B 1 (Keyed-Hash Message Authentication Code)
HSM . fifi {442 4= #i He (Hardware Security Modules)

IMC . 5 # M4 B i 4E 2% (Integrity Measurement Collectors)
IMV . 5g # 4 5 £ 365 F £2 )% (Integrity Measurement Verifiers)
IPL . ¥ th AL A2 2 I 2% #8 (Initial Program Loader)

1V . 9115 4k 17) & (Initialization Vector)

KDF . %45 ! i % (Key Derivation Function)

MBR . £ 5] 84 X (Master Boot Record)

NV 4E 5 kM (Non-Volatility)

OS: #1E £ 4t (Operating System)

PCR: ¥ & il B - 17 %% (Platform Configuration Register)

PP . ¥ 17 7F (Physical Presence)

PPS.: ¥ & %4 F T (Platform Primary Seed)

RNG: : ML K& & #% (Random Numeral Generator)

RTM: A {5 & 4R (Root of Trust for Measurement)

RTR: AJ {5 & M (Root of Trust for Reporting)

RTS: A {Z 77 fi# R (Root of Trust for Storage)

SPS: 71 F # T (Storage Primary Seed)

SRTM . # & 7] {5 B = M2 (Static Root of Trust Measurement)
TBB: r] {Z#3 1 ( Trusted Building Block)

TCB: v {1t 3 (Trusted Computing Base)

TCM: A] {5 B i #i He (Trusted Cryptography Module)

TM: A]fE e (Trusted Module)

TSM.: TCM R % (TCM Service Module)
UEFI. % —n] ¥ & & {482 10 (Unified Extensible Firmware Interface)
VMM & #IHLE FE (Virtual Machine Manager)

5 WA EEREET AR

5.1 WEitE#R

AR TR — P B TR SR T L R SR A PRI R S AR B R

WAEHARTE T LR G S — A n AR AT (S R 46 BB R F & BIRE R S B . —
P BVIE— G — PG AL — AL E AR SR BV T LR G IF R 47 150G 0 DR S BT IR
SEREVERNTFSEAT Do ) n] UYL T3 S AL AR STl {5

5.2 W%
— AR R Hh A B 2 AT 58 AT A AR S A B A
5.3 HWEFEIHEE

TCB 2 5t 4E 15 R G0 2% AWM 0 R G HAECF ST IR, TCB B — A5 2@ PR 2 & BB 1k A B AT
g T TCB #REF s 41 BT iR .
4
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5.4 TAIEAR

TBB ] {5 AR AL T ol A5 2 5 A8 P A 45 7 0 X 3 S8 HL A e N BCE HE AT 57 B M R LA A R
WAIESR, EEE MRS B, R T BT CRTM, X HoAtb A4 5 3 47 77 {5 i &, JF H. ¢ PCR id 3¢
JE B SR R AR R B AR AR

5.5 WEfkiE

A A 18 2 B T RIS R B A AR SRR A T A BT R A AT B R T
A fE AL 1k N i TCM SR AT A 5 1 2 — RS2 B

a) R MR AWM IAT I — A L LU R S R AR N AR AT TCB i F A
by X TS SRR R B S M ST R R R

5.6 WIS

4 RTM IR AT CRTM I iy Al 5 44 1 19 28 7= 3 R RAE I IR Al 4
% FR GEARAT AT A LR ARAZ Z A B AR I 1215 AT B Tl ok e 322 A QR 47 mT A 4 9 7 Ok i 47
degr . N SRAUHS A AT B T8 A AT A B AR A SRAT SR BCR AT IR PR A5 AN 2

PATF 2 PRl SR VEIEAG F & B AR B A R 7% .

a) AU AT B R R IR B EIC AR RTS . WRACHS 12 17 I 25 J8 B2 B
W AR AL 0K A RTR $2 AL 2246 .

by XA S 4 Ll IR A FIWZ A R B R E . R K S M PaE RTE RTS B4
ASPEAG AT BB .

6 AETEZEBXIETLAIIE

6.1 FERERLH
6.1.1 FENRSEBEENXR

WX I RERY S RN 1 R .

a) Ve R AR P G X R G B A e R R R RICR G T B SRR RO
[ S A8 S AR T A5 A A oF 3 58 B

by G B aE A EHE LS AR IR RSB B0 LR 6 B 04 BIIRE L I 1 A R Sk
RMERGF 5 S ik .

o CFEBIEZ e A E AL R R G G SO . PR R 2R AT e A S
BRI B OR3P R P SRR B PR3P . D3 S RT D P Bl DR A R A e 55 4 1

6 SeRE FESMRE FERIRE R SR
- T A3
SM3 SM2 SM4
BN A%

B 1 ZEBXTalENXEXRE
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6.1.2 FHEMEN

T%ﬁ%%ﬂi#%“%ﬁ*iﬁm@Zﬁﬁ

: 2 o TCM i 55 58 e ST B0 LUBE (0 [ 22 L R R AR A SO I

PR
o2t
af
f-‘ﬁ—
i TCM ARSI ER
L
w
5 TR R RS A RS WEER S
2
o
;IZ
IS
AR RR
CRTM
i FRIE R AR AR
ol
#
B
SM2 SM3 SM4
T 5] %
BEHLE R A 2

B2 AEZEAXETAERREH

AR TR B SCHCF B DL AR BRIy nl {5 AR Ll AR 2L S 5 BB S e B RE L S
K5 2% 2T fE

a)

b)

c)

PL] {5 BE m AR R 5 RGO B R R R I AL R GO B 5 AT A B R ST
EIEEE

ALE SRR & B0 Rl {5 ol {5 5 AR 3 T 45 AR B IR IR A i AR AT E H oA E— 1,
PIAT A5 i 45 4R A FE Atk L S80S & B 000 B RN 58 HE 1
%TTET%*&%%&%%@Q’ﬁ?ﬂ%ﬁéﬁﬁjmﬁmﬁﬁ*ﬁ 1) 2 5 A 55

6.1.3 F{EHMLER

A B E ST — D B AR DR AT IR P 0 7 R L % T R G NI B S T (A AR
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L I L ST 50 758 BT DE0RE £ 7™ RS B B I e R AP PLIRD . TCM O — A RGEALIF B RPRE M S T
ARG ) oAl . TCM RIZR Gt 2 (] B4 ME — 52 L 38 G A SO 5 SCHY 8 1 HEA T Y

6.1.4 TCM fR&#EHh

G REE LT — B AP BT R 0T RE . % T R b & 857 (5 AR
S5 IF B0 ST 0 TS B PR N AR RS 0 R AP L . T R T R HUT R I TI 6 S R
TR DI RE X 23 F 8 TC T PAT ORI 1 T g th o H 5 & AL FEZF AT, 1T X 28 S RE D REFY L T TCM
MR 55 #5 8e , fajic h TSM,

S R SCHE RUWT TSM B D fig 5B R 85 B ELPR B B

TSM FEZ 2 H Pl TCM HEfilt 9 U6 45 41 S 15 o ol 224380 40 20 180 B4 38 4 ) 4 42 10 38 SO B A
HARAEYE . TSM 4 ARG A0 iy ek B4 11

TSM it HbrinF -

a) AN AR P TCM %2 a9 D REHE kA 1T 455

b HAEXT TCM 1 8 2515 17 5

o) [ N AR P B TCM Ty R iy 4 1 2 44

d) EE TCM %,

3

PR

6.2 THEFEOINAE
6.2.1 TSR

AT AR AT AR T B T 5 2 s 2 S 2 A i 1 i . P AR AR A TR T 5 BT B AR
i BT 75 18 f /N T BE
AE B A PR E A ER :RTMRTS fl RTR,
a) RTM EXHFE &SRR M3 A, RTM ¥ 52 MM 6 5 B &% RTS, M—&HmfE
ARBE ST I L 45— B PAT O 48 2 & CRTM, 4 &4 & i), CPU JF A $4f7 CRTM, 4k
J& »CRTM [i] RTS &% R G0 1) B Rl . XFEta sy TR A,
b)  RTS J&X} Al {5 B (P17 % & fE B 3 05 . TCM P 3476 AS BE w41 350 S Uk Al B2 A )
TCM HJfE2H RTS, TCM #] BH 1k X 808 A5 B 09 JE B2 A5 ], TCM b, 7] A7 fiff — 26 A8 SRR Y
EPS
o) RTR -5 ) vi [ B AR AT & m] 5 MRS 1 L 05 . RTR X RTS P28 #1744
RTR it 15 J& TCM WL EENEE A 5 MRS .
TCM & T RTR AT B UE I B AR . X AR R S BEA DS Bk e R0 7 %4
A RS BN A 4R L F S TCM R B M S BEH .
G T & 2D SR AEHT I F A A = AP EAR L X = AN AR R AR AN UE B R A R TE 4
FE TR & 5 R 52 F6 1 25 1 RTECHE X G AL 32 ORI B AE At . TR TR 5 AT B AL o R vk A AR
BB fE .

6.2.2 ERAFAIANIE
6.2.2.1 iERAAR

AT B 4L R Ry
@) L M IR ST IR TOM BEFFHIE 1. TOM R 46 A SC . BCAE BT 4 TCM o 45 45
A
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b) 8 T2 AR SRS B AT IAE AR R 5428 RTM L E 52 TCM,

o B =EELINIE CAYXE TCM g AR X R 0 BEATUE B . LR O 2% 1 2 8] TCM [ £t 4, OF B
BAFER A S B, XFEPER AIE B8 20 0 a5 S P15 A P17 W5 B AR AHH IR

) P, Al E TR P G X AR X AR SR HEAT IR W] L DUGRIE S B X 2 B TCM f4, JF H B AT F
SE I E B RN ZAIE ) SOR TR £ 1 TCM X il 2% 510 15 8.2 4 B XL i TCM
PRAP B AGE S B » LA KO 12 IE 5 4 4 1 4H 07 A 28 RUDE

e) RIS AIAE TP G X B AT IR L DLOR IR & R A TR E AR/ AR . XM IE B
75 RAEH TCM L4 fAGIE S FH X PCR bR/ [ 100 1 |28 44 i) I OAE .

£ BRI MRS X AR /AR AT X AR SR AR AIE A TR S O e R RIR 2SR
NRISEEPSE i A

o = SR DU S YR ZER i F A0 TCM B il 7 B 1) N A BT 284

&) AEWIEYIAKO RISF & By 8 4] . AK R —FhRe 5k 28 B A 25 44 5081, FL AT 52 21 R LB 1k
Dhits (ONER B B9 %8 44 HoAT 5 HSCUIERUE A R 9% 30 . 2 TCM 22811 — > 5 248 44 1Y 11
SR TCM ARG T — SRR (AR T Bk o S AR X il 229047 26 44 i 3 3 fie A1t
SR DU TCM R & T 6 8 1 28 BT B A AT RE 2 Dhi 9 TCM JGIESUE . o AK 2841
{E A ARIE R e TCM RS (H )2 AK r] T — B4 B,

b) IEMEPFHIER . TCM H P A 3§ TCM B £ 32 RS FH 9 % 24 % 87, 0F BLn 2R 58 =0
CA J HAR B B 015 . 1% CA W ZORIA AT & #2406 — SeUE 408 . Uk B oA IE 19 % 812 TCM
FREN . A B TRESHIES.

6.2.2.2 FHEHMIRIA

ALE TR ST B R B A (EXO AR UL B 4 18 EK AT 78 TCM A 3B Az i — A F
XERRE ISR AKX TCM IR S AT 807 48 44 5 SE P 65 B 00 AR A 65 5 8 R 05
NN A ST e S R P € L U N o d

EXK N A7 AE TCM A AR AR BOH 13 %5 1 52 SR A B HIE 7 65 B 0 AR A3 I 6 AR 905
H#] TCM AhEE .

P& PR B AR 5 A — A E 4 & TS EK 5] {5 5 55 R e S ] /Y — — X

— AR SR R A 24 AKL RS AK 35 EK 9808 XHMURT- 6 S .

6.2.3 ZFRIPWMAE
6.2.3.1 #fik

SZARAPLE (9 RPN G 9 2 A BT AR L X SR T AT SRR 20T TCM., Hpz — 2 1
TICEY] . e R T RO I S i TCM I i Rl o LAl in 28— 2 AN R] ) T A
Xtge . HAbR A BT TCM B UBE S F2 A5 1 L8R 12 Of 37 TR 7 £ B IO 0 R A7 )= TR 45 4
BORR . ERR T T O HAt X e A AR 3 5 BT A BEMIL &R . X Se X n] e R A & IR s P Ar b .
ol AT BE 2 B O Y B AT O B ATTIR AR B X S AN PR

6.2.3.2 ZHAEEI#E

WP B RE AR IR A
a) YR B AR U AR b TR BB B AR R B B AR T A AT
8



b)

c)

d

e)

6.2.3.3
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BB B P BR8] OF R 264 TCM 2R 8 E % 48] . 78 TCM I, f A 37 3/ 2% 4]

T i A SR 5 A FAEH TR 43, AR 5 N A Y 5 B R 4 A R 1 45 i R R, X T TCM Y

B REH A RO IE A

D EK ) RERL AR PR B 5

2) VB FTA B A i 32 B B N A O] A AR AR A

3) FE B EY AR AR B NAE TCM N &8 A 5. 75 0] A A5 77 HiE AH BT 6 B 0 1E 43 f:
O Z % 5

Ay FH P AT AE A S A e o AR B AR T AE R A AR AR BUS § A P A
AL RS2 R FR 2% Bl Al X FR % B

BTN A USRI 2 % B AT B A R P AR R e i SR T A R X

WA RLE L 5 ZE A HIEE N3 TCM 3 AR 3P B/ % 1 % e A re i . an 2R fdi

ZE B WIAE B 2 8 B . T {5 B i A B N 25 2 B I 4 i A4

D i TCM B AR E ST A & AT ERIERAL S P a A& Z 5. R
UEJIE A 35 A B 3 vk e B FR N 7E TCM S #EA T 5

2)  fdHIAE A R B N IR A A R R A B S s B BN AE TCM N R34 7 5

3) G S MBS AK N IET & 50 % BB AL A6 £ % AL T 6 B0 % 51 10 FA B
N IR E] TCM A HE AT 25 05 5 108 580 S B 1 3 g vk is B R A TCM SRR 4T 5

4)  AEFIOF & s s B N B UE T 5 0 B AR AL A it 32 B AR AL O B I % BH 1 FABH I B
AR B W] A7 % AR e P AR HEAT B A A8 B A I 2 1 s AL RR A B R AR AT

5) g I P A S G P B A T B AL B N B N 4R 3 TCM Py &R i AT % 1Y
BH,

WA B A U N 2 R T A B AR E . X T TCM N & K%L 1 RO i

mr:

D 8% EK 2 o o vl e 00 EK IEB 58 iy . XA 19 EK R Re 4 8

2) B AE A R B IR AR A B IR AUS 7E TCM N AT 5

3)  HECE-E By B N BT & B 0 B AL A R AUR L A T E B RN
AT

4)  BEE-B E BH N S I T I 8 R A A A A B RS L A T E S RN
AT

5) YN B B AR AR R B R AUS AE TCM I 55 B N HhUFT

G AR B T R S A 20X TCM AR A 8 /Yl X Bk 4 B g i AT A s

WA G R MBI B AR R R D, WS ATy ik AN 75 i BRAE 2k 2 % 4

Ja& 1 I R4 e 1 DR AP AR 5 0B A B R i

BTN SRR R AE VI R P AR B 22 ] g Ny — A SR % B A AR A i Ay G

8 — A LR A B (E R 7 A 5P B Z MG S s iy 22 4

HIERZERPAR

SCHE A < RS TN figp % T R FH X B B 0 N X B A SRR S B Al X B gk R B i
W TCM N ERIET . 75 TCM PN SR EEAT Nl 5 B A I 7 22 5 I 48 91 .
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SEREME R i DL CRTM ARy B e 450, X7 5 78 48 1 B 4, IR #E TCM i3 g 1] PCR,

SEREME B R S5 SRR —ME L BRI G E RS TR kA 0 A8 . 9 R 0 4 0E R

a)  BHEAE;

by AR B Y A4 2

o) B SR m TC A L B AR BB 1Y 25 44 AR R

RTMGH # 221778 CPU L0 iF 1700 86 B it Jf Y B aw &4 RTS fhid REAT. % #
FeiF TCM FE AT E /NI PUAE R A AS B 2 B0 1 e 2 R . 1 ml LA B i 45 S PCR A A H ok
W B T EIRE

ST R PR A 2 X PCR i 5% 9 58 28 PR B i EAT 30 UE A 2 A% L AR 07 5 19 s MR A

7

6.242 ZEMEESHFMH

SRR E B 5 AR AR TH S AR B BE R S R B R H R R R R R B AT A
B AR I 101 & BC 8 A A7 (PCRO T [ 3 SRR B B A 2L R A FR B T

L 2
AR it R S e
s s
AR, . .
PCR, >
. %ﬁtl\ 2
:
T~ gme [T ke

— Fhese S
BB 6 U

v

B RS A N R R K,

a)  THEE AN RN ERATARE SRR

b)  FRiR IS SR A B N A R S A ) R R AE B R R O B

©) BB O MR B (R N AR B ) AR R

& EEE N REY B AEE R PCR b, PRI PCR H=%WRERE (R
PCR 1A | | EE & 1{ED .

e) @?Efﬁiﬁ_ﬁ{ BidskBPEaFEHED . 200 id5% : PCR R E R HFE HERHHE

BB RES .
) lll]% AL 91 R ) 25 2HAF 56 B 1 T R (B AR AE [R] — > PCR rb USR] —F 1] B 46 77

10
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il 5 3 REEE — N TR UG R Z A S8 v B B (5 A A PCR W 2 A AF AR (B PR 4 L 0647 2%
BB B IR JEORE T A A R A A T % PCR A AR  doe i — A AL 1) S8 B 2 B E A7 il 5
VESE UG » AR A R R i L0 e 5 A4 21 PCRHp % 58 B 1R B2 B A

6.2.4.3 STEMERE

SRR 224 T 2 1650 UE A UET 23 08 20 P 5 B P R (RSB 5 M AR 20 A2
FEK.

W A B B S POR {1, JEi (57 B

b) £ B UE B A 5 PCR (I KXt PCR (1054 . 24 17 2 5 861

O P R F B E PCR @I B f

d) B A 3T 5 M O 365 B AT PR (AL 75 3 1 0 0 JE o

O Wl T A 5 Y BB PCR (% 4  A78 T 6 S bR 25 41

6.2.4.4 (51X

fRAESE T T IR BReF- 5 52 B 1k

-5 A5 AT B 1 A S DRI AR R R

T ext BIOS (A 20 5 47 58 B B2 A O 67 5 i (B il fR S A BB g PCR A, 32 i %
{14 T AL 4 W7 BIOS B4 58 8 1 207 58 B MR BERIR . iz 47 BIOS; If: B2 14 4R AL 72 e I 8 (IPLD / &
51573 X (MBRO F 58 B 1+ 8 a7 2 7 40 I AL i 40 1 TPL/MBR 5¢ % . 4% IPL/MBR 5¢ % 1 350 9
Wiz 7 MBR; S8R i IPL/MBR 4 OS W52 54 ; OS W% R 3ha 2& T FAEPLE R OS ik 55
SERENE . R SC R AL T HR AR PR S R SR TR

A IR R LR — LR S8 A S BRI L W4 4 1) A 3% RS R SRS AT A DG B A

7 FEBBE&ERED

7.1 BEAEX

ARERE T AME B O AR 4

AR SO T RE S AT A R T R 11 Nl A R AT B e

ARSCAR I B A 2 10 B il 4 T L% [T A A0 A 80 45 K L AF 5 B S AR ZOR
MR A CPRUE TAS BT ORI BAR R 454

7.2 BHad
7.2.1 TCMZ2_Startup

ZaA T TCM oI ta ik, iz a2 ATl Z )5 s AN H R VF DI AT iz 4 . i 4 3 0 A
F  BAR S HCEOR LR 1 RISk 2,

M TCM 75 BT TCM2_Startup i 4 i 8] T HoAlhdy 4, 308 2 A T5 2 44T TCM2_Startup iy
AR T iz 4, TCM #43& [1] TCM2_RC_INITIALIZE,

PUF &M /R shif g . 2 X T TCM i #] TCM2_Startup Oy 4 J&5 H3RAE 77k .

a) TCM ##-% % TCM2_Shutdown(CLEAR) 8% # %4 % 1% TCM2_Shutdown O iy 4> 5 41, J3

B} & 3% Startup(CLEAR), X4 TCM & B, i A7 9248 1k & 2101 i R385 30 .
b) TCM #Ji-%i% TCM_Shutdown(STATE) 4 I . Ji shif & 3% Startup(CLEAR) . DL RIR
11
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BESWE DWIRES )R 3 : PCR 5 65 38k 10 45 i 7 R A H Ay TCMUIR S A K 2 B A7 .
¢)  TCM M fiE-% % TCM2 _ Shutdown (STATE) 4y 4 )¢ M, J5 3 Bt & 3% TCM2 _ Startup

(STATE), PAFARAAA 25 LLIR AR PR A7 R A (B WK 520 8

1) SRTM;

2) PCR;

3) B phEnable.phEnableNV #fy3F & #2417 22 .

£ 1 TCM2_StartupO O NS

xA 2 EiiiBoN
TCMI_ST_COMMAND_TAG Tag TCM2_ST_NO_SESSIONS
UINT32 commandSize K E
TCM2_CC commandCode TCM2_CC_Startup {NV}
TCM2_SU startupType TCM2_SU_CLEAR 8{ TCM2_SU_STATE

£ 2 TCM2_StartupO#EOHHSH

e & B ik
TCM2_ST Tag TCM2_ST_NO_SESSIONS
UINT32 responseSize IR [ B R
TCM2_RC responseCode iR ] h

7.2.2 TCMZ2_Shutdown

idn 4 FIF 0 F B 1 9 4 TCM, shutdownType 2 500 4 01 F — % TCM2_
StartupO4b BB . ¥ fir 40 11 i AHIER th LIRS B8R 2 3 Ak 4,

% 3 TCM2_ShutdownO¥EOE NS

ey 2R fili i
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize KB
TCM2_CC commandCode TCM2_CC_Shutdown {NV}
TCM2_SU shutdownType TCM2_SU_CLEAR 8{ TCM2_SU_STATE

12
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%*& 4 TCM2_ShutdownO) ¥ OH H 5%

B HFR fili &
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize P IR €/ NN
TCM2_RC responseCode iR ] i

7.3 Kldag$

7.3.1 TCM2_SelfTest

Zan 4 fili . TCM AT ARG I RE . 22 He 10 5y A R Hh BAR S BCEOR LR 5 sk 6.

i[ fullTest= YES, TCM ¥ #1474

THAK.

WMRTHFEAK, TCM ¥ .

TIRE AR5 24 full Test=NO, TCM R HX R AT A 462 1 2 fiE

a) 3R TCM2_RC_TESTING, $TFEEHITHIIEE B K ;

b) S E AT SR A K SRR IR B AR S

&5 TCM2_SelfTestOEOMNSE
B3] EA TR
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize K
TCM2_CC commandCode TCM2_CC_SelfTest {NV}

TCMIL_YES_NO

fullTest

YES: #1474 ZhfE A K
NO: X R AT A KD REIAT B K

% 6 TCM2_SelfTestO) 3 O % H 5%
B Es i A
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize IR [R5 HE RI
TCM2_RC responseCode iR A5

7.3.2 TCM2_IncrementalSelfTest

A A X B T R R AT B . %A 4 T R A I BAR S AR LR 7 MR 8,

R toTest 25 U5
AT AR R

— M Eg AR

BB ZFE R A SR B K. toDoList 254
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% 7 TCM2_IncrementalSelfTest()#Z % N\ S %
e £ R i i
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize i A K BE
TCM2_CC commandCode TCM2_CC_IncrementalSel{Test {NV}
TCML_ALG toTest P9 B R RS R

% 8 TCM2_IncrementalSelfTest()$z % H S %
HA 2 ik
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize P IR €N
TCM2_RC responseCode iR [a] fi
TCML_ALG toDoList e LRI R ) 3R

7.3.3 TCMZ2_GetTestResult

AR TCM [ K45
L9 FEE 10,

soutData FJZSHI T BT A E o i%dn 2 # 1 f AR LR 2 8020K

R 9 TCM2_GetTestResult OEOMI NS

B <%l EA fili ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize wmAKE
TCM2_CC commandCode TCM2_CC_GetTestRusult
% 10 TCM2_GetTestResult O 3 0% H 5 %
E3ii] 2R 5 A
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize PR E/ NN
TCM2_RC responseCode ppt
TCM2B_MAX_BUFFER OutData TR AATE X
TCM2_RC testResult T JER SAK-RER T S

14
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7.4 SDiEGE
7.4.1 TCM2_StartAuthSession

WA A T sh— A2 AE 6 L IR 1) 255 404 B TCM 4] 46 i nonce {8 . 2% fin 2 42 4L T W F 5 X
AT 231 % Y] (sessionKey) » 23 T % H B T B AR TN 25 S 80, %m0 i S AR i iy BAK 2
%@iﬂw 11 R 12,

2 i A SR B R B A BRI 9 77 AR TCM i AR5 {5 B . temKey B2 R g 52 fa fin
o encryptedSalt FHY{E . M encryptedSalt Hrfif 25 W Sk (B T T3 5B 435 % 4H (sessionKey) ,

iE: Y temKey 4 F TCM2_RH_NULL, encryptedSalt 25 {8 ,

24 temKey il bind #B4 TCM2_ALG_NULL, & 5% 8% & N5 E .24 temKey A TCM2_ALG_
NULL,encryptedSalt Z5H T8 &im% 8. 4 bind A2 TCM2_ALG_NULL, bind &% 2 AUH
Z 5 mE AN

F 11 TCM2_StartAuthSession() ¥ O N\ S %]

B3] A iR
TSR Y R N % /R L W o TCM2_ST_
TCMI_ST_COMMAND_TAG tag SESSIONS, %& | 25 TCM2 _ ST _ NO _ SES-
SIONS
UINT32 commandSize K
TCM2_CC commandCode TCM2_CC_StartAuthSession
BN 21 17 2% 2% 1 ) A sale B TR 2% 1 AT
i ) i
TCMI_DH_OBJECTH TCMKey
Al L& TCM2_RH_NULL
A ZE 51 : None
SRR A4 AL(E
TCMI_DH_ENTITY+ bind L2 TCM2_RH_NULL
A 5] : None
IR 09 B8 L 18 253 nonce B R/
TCM2B_NONCE nonceCaller
T 16 F7
fifi F TCMKey Jin %% J& ({4
TCM2B_ENCRYPTED_SECRET encryptedSalt R TCMKey & TCM2_RH_NULL, Z{H %
) . B IH S 2T, ) B ) HMAC gi3R g (L 5
TCM2_SE sessionType
R A
. SHUI B AR KB K E, 1 TCM2_
TCMT_SYM_DEF-+ symmetric
ALG_NULL
S SM3 Ze B kL R B TCM2_
TCMI_ALG_HASH authHash
ALG_NULL
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% 12 TCM2_StartAuthSession() 3= 0% H S %

s 24 B ik

AN R 2 ST BT L i AR I B 5 AR AR
TCM2_ST tag [el 40 2R i 4> BRAT 2% I U0 % i) tag B 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize PR €/ NN
TCM2_RC responseCode iR (1] f
TCMI_SH_AUTH_SESSION sessionHandle B A ) 23 A AR

kB TCM HYH1 46 nonce K, A T35 & 1% %

TCM2B_NONCE nonceTCM
4 sessionKey

7.4.2 TCM2_PolicyRestart

VA4 (BB AL 215 R M B W R S . 24 TCM 3R il TCM2_RC_PCR_CHANGED i 5 2 %
AﬁﬁmoAmyfﬁiﬁpmwm&ﬁ%ﬁ%MH@o Z A A T 5 AR g B S BB R L 3R
13 f13 14,

% 13 TCM2_PolicyRestartO) 3 i N\ S5

A 2 B ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize K
TCM2_CC commandCode TCM2_CC_PolicyRestart
TCMI_SH_POLICY sessionHandle M 23 /) A

% 14 TCM2_PolicyRestartO) 3 [ H 5 %

By A ik
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize IR BB KN
TCM2_RC responseCode iR 0] f
75 IM&HEHL

7.5.1 TCMZ2_Create

Zan 2 T AlE— AT TCM2_Load fis 4 # A TCM P %F 5, 40 2R 4 2 AT 18y TCM 8%

B % 2, IF & B X £ 1 A1) 2 B HE (creationData) . 2 JT & 43 CoutPublic) HI fin %5 4% &% X 35k
16
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(outPrivate) , iR [7] /) 5 4 H1 U8 FH & 0 58 IR A7
ZXT MM A Z B HZER T TCM2_Load 454 3 A TCM,
A A HE U i A R AR SRR L3R 15 Ak 16,

% 15 TCM2_CreateOEOM NS

Ay £ R B
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize A K E
TCM2_CC commandCode TCM2_CC_Create
XTG4 AL AR, A A) AR L A ) — A B BA
i TCM 1 it % % 41
TCMI_DH_OBJECT (@parentHandle _
BRG] 1
FALSA & USER
TCM2B_SENSITIVE_CREATE inSensitive R FL B B
TCM2B_PUBLIC inPublic N FEEHE
A5 TE DL X 52 0 O B B TP i B T R it
TCM2B_DATA outsideInfo R 5N G A F B Z 8] K AT AR 1
&
F5 52 FE )] B B3R (creationData) H1 i i i) PCR
TCML_PCR_SELECTION creationPCR -
ay Af

*& 16 TCM2_Create OO H 5%

i % F Rk
WA A AT BT, i A e N 5 R ACBR I A
TCM2_ST tag [i) G0 SR A A AT 2R T, W) i 1 tag 7 & TCM2_
ST_NO_SESSIONS
UINT32 responseSize AL €/ NN
TCM2_RC responseCode iR [\ 55
TCM2B_PRIVATE outPrivate X G2 1) B R B A 8 4y
TCM2B_PUBLIC outPublic XoF G 1 2 FFERAE R 43
Bl F 4, A& — 4> TCMS_ CREATION _
TCM2B_CREATION_DATA creationData
DATA #5 4y
] . 18 28 T B8R TP Y 4228 55 (nameAlg) X cre-
TCM2B_DIGEST creationHash
ationData 1154 k) i B2 {H
TCM2_CertifyCreation () iy 2 i i i) 22 4% , H
TCMT_TK_CREATION creationTicket
KB EH TCM 7= 4 i 1) £ 3 (creationData)

17




GB/T 29829—2022

7.5.2 TCM2_Load

Zan 2 TH— DX L8 A TCM hy B Y% 40 A FF 3 43 (TCM2B_PUBLIC) #l g FA# 43
(TCM2B_PRIVATE) # 75 Z 4 #k A TCM B iZ x4 A 8 A ] .

W A AT A TCM, TCM2_LoadExternal iy 444 9% {# 7 .

1A 1 A R LD B S ROCEOR L AR 17 Ik 18,

A A B R 1Bk 2 A X SR AR 44 L 44 R B TCM 3131 inPublic 454 TCMT_PUBLIC
BB AR . AR A B AL S FE 43 inPrivate.size S 0, R 2R K,

% 17 TCM2 Load OEOHNSH

Fol

EA

fiik

TCMI_ST_COMMAND_TAG

tag

TCM2_ST_SESSIONS

UINT32 commandSize A A K
TCM2_CC commandCode TCM2_CC_Load

TCMI_DH_OBJECT

(@ parentHandle

AL BB R AN R S — A B A AT
BRG] 1
AU (4. USER

TCM2B_PRIVATE

inPrivate

X 42 1 R AL B 5 23

TCM2B_PUBLIC

inPublic

X GEIR 28 T R T o3

% 18 TCM2_Load OEMNO®HH S

Byl A iR
WA A A BUAT BB S S A GE N 5 A BR e A
TCM2_ST tag [] 40 SR A A AT SR 8, W) i 1 tag 7 & TCM2_
ST_NO_SESSIONS
UINT32 responseSize R [ELECHE RN
TCM2_RC responseCode & 7] B
TCM2_HANDLE objectHandle IRAKT BN A AR
TCM2B_NAME name AN LI 2 5

7.5.3 TCMZ2_LoadExternal

iz 4 T — AR R R X 2 3 TCM,
S BE BT R0 AR5 SR A BRARATE 43 T TN 454 . 12w 20 3R 18X R0 AR R4 L 44
TR B nameAlg X522 TF AN 5 704 A 1 R

A 1 i AR S BAR S BCER LR 19 R 20,

B A AT G0 2T 53 B Fev/F il — A% G OIS 4l B Al O

18
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EICIES

& 19 TCM2_LoadExternal OO NS
HAR 2 BB
TCMI_ST_COMMAND_TAG tag A2 s i 5 PR ag Oy TCM2_ST_SES-
SIONS, % Il %y TCM2_ST_NO_SESSIONS
UINT32 commandSize A
TCM2_CC commandCode TCM2_CC_LoadExternal
TCM2B_SENSITIVE inPrivate X 4 1 B FA B 8 43 (T )
TCM2B_PUBLIC+ inPublic XoF G 1 2 FF A 43
TCMI_RH_HIERARCHY + hierarchy KESIIII=E
% 20 TCM2_ LoadExternal OO HE S
# % fifi ik
0 SRy A AT T i AR A0 R A B 1 A
TCM2_ST tag [l o 40 2R A A BOAT 2R, T 4t tag J& TCM2_
ST_NO_SESSIONS
UINT32 responseSize IR [F1 R R /)N
TCM2_RC responseCode IR [ul fi
TCM2_HANDLE objectHandle BB X 4 () /) A7
TCM2B_NAME name BB G 4 7

7.5.4 TCMZ2_ReadPublic

A AR [T — > B AR B 2 T B B ) 17XT§%/71‘WE’J@FHTWET*$ZF B iR ob-

jectHandle 5| I # X4, ] TCM 57 iR Al TCM2_RC_sequence,

RULF 21 Fk 22,

= 21

2 A A T A I LR S B

TCM2_ReadPublic) ¥ O N\ S 21

FH

K

ik

TCMI_ST_COMMAND_TAG

tag

SR 2 % £ if, tag 3 TCM2 _ ST _
SESSIONS, 7 Mj 2§ TCM2 _ ST _ NO _ SES-
SIONS

UINT32

commandSize

>

KRN

W

)

1
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% 21 TCM2_ReadPublicO3E O NS H (4D
2 “f fiit
TCM2_CC commandCode TCM2_CC_ReadPublic
. . ) Xt 4 1 A AR
TCMI_DH_OBJECT objectHandle -~
BAZE 5] None
% 22 TCM2_ReadPublicO# O H 5%
By B BB
AR A A BT B i AR e B A bR e A
TCM2_ST tag [ o G0 2R A 2 BUOAT 2 T, ) A i tag 2 TCM2_
ST_NO_SESSIONS
UINT32 responseSize IR [0 E5 4 K/
TCM2_RC responseCode iR [\
TCM2B_PUBLIC outPublic A5 X G0 TTROHE 1 46 i 1k
TCM2B_NAME name XG0 4 5
TCM2B_NAME qualifiedName X 5 1Y B 52 4% R

7.5.5 TCMZ2_ActivateCredential

A

A

a)
b)
c)
d)
e)

D

g)

20

A L5 T8 FE IR R OCHE — A FEUE L B R TCM 2 290 IE T LS4

A3 T AR R BAR S BCEOR ISR 23 IR 24,

R % activateHandle 1 KeyHandle B2 T &840 F1 B FA R 43 #F B A w9 m #%, ) TCM 1% [A]
TCM2_RC_AUTH_UNAVAILABLE,

KeyHandle i J& — M EE %57 . ) TCM i& [f] TCM2_RC_TYPE,

Xt ActivateHandle B2 A E R B B &y .

4 keyHandle SCHR #9291 TN secret KA Fh5- . RN 7 5~

5 activateHandle JCHR iy X 52 1 44 FR AR 2 00 P —F FH TR 52 X0 Pk 8 B R 52 1 b CITTAS J2: 44
RO TWE hmac %],

HMAC #% FH 3\ IE & A =21 credentialBlob 5 activateHandle #H ¢ B¢ , H credentialBlob H [
B A s,

W credentialBlob %G #E ¥ 58 2% 46 25 s 3, credentialBlob #% fi# %5 , /E J #ii 8 2 %4 certlnfo
IR [,
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& 23 TCM2_ActivateCredential ) ¥ O N\ S £
B3] EA TR
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize K EE
TCM2_CC commandCode TCM2_CC_ActivateCredential

TCMI_DH_OBJECT

@activateHandle

5 credentialBlob H {4 3iF 45 AH 5 1€ (1) X 4 ) 4k
BAEG]: 1
R & . ADMIN

TCMI_DH_OBJECT

@keyHandle

ik 19 %% 4, FH Ok f# % 7E credentialBlob H 1
TCMS_SENSITIVE

BRG] 2

B H 0. USER

TCM2B_ID_OBJECT

credentialBlob

X G EAE

TCM2B_ENCRYPTED_SECRET

secret

BT B A, AR AR P SRR (R L

&R 24 TCM2_ActivateCredential ) ¥ 0% H S #
E<3i7) £ i A

TSR A A FRAT R T B BRI Y S A BR IR A

TCM2_ST tag [R) o SR iy A P AT 2 U, WU o tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize PR E NN

TCM2_RC responseCode iR [a] i

2% 5 B IE B AR B
TCM2B_DIGEST certInfo FEE K AR B R T keyHandle % 45 56 15 1

nameAlg $8§ & M4 23k 7= A i 2K

7.5.6 TCM2_MakeCredential

3
i (B

A

A TCM $UATIE R A0 & HLF (CCAD 78 81 2 40 35 3006 S 95 19 TCM2B_ID_OBJECT B fF 5 i
A S handle ()73 FF DX 385 BE R 2 A7 it 25 8 S AY L 45 WA UEAS BE 4% E 80 A9 40 22
A3 1 i A R ELR S BB R L3R 25 FEkR 26,

21
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* 25

TCM2_MakeCredential ) 3 O # N\ S £

B

ik

TCMI_ST_COMMAND_TAG

tag

TR T/ fik 2 23 0 s tag ) TCM2_ST_SES-
SIONS, 753l 5 TCM2_ST_NO_SESSIONS

UINT32 commandSize i KB
TCM2_CC commandCode TCM2_CC_MakeCredential

handle $& ] 59 % 52 B9 A 2 T DX I0, Hk n 25

TCMI_DH_OBJECT handle A3 T IR 2% 4 1) BURE i
IEZE 5] : None
TCM2B_DIGEST credential EE(E 8,
TCM2B_NAME objectName I FETIE S R Y X 4 44

% 26 TCM2_MakeCredential ()3 O % H & %
FAl 2 R fifi b

0 SRy A PAT BB i AR 0 R A A A

TCM2_ST tag ), G5 iy 2 PUAT 26 G, DU 1y tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize PR €/ NN
TCM2_RC responseCode i [A] i
TCM2B_ID_OBJECT credentialBlob EIEE A
TCM2B_ENCRYPTED_SECRET secret A3, FH R Jon 28 AR AIE AR S, 0% 85 4 1) B 5 A4

7.5.7 TCMZ2_Unseal

ZAr A IR I — Ak A TCM EU%T%@%EXT%%E’J?FHB@NE XA BB X LT e JE TCM A 2
PR A TE A AT B SR AN A A Gl ik TCM2_Import 5t A TCM (., %4 B3R [BH{E A G838 i 52 A0 25
W .

A T i AR LR S B0ER WL 27 Fnk 28,

T S df 2 B A X 2 )@ MR T Y restricted  decrypt B sign {7 g% E S 1, W TCM & [il TCM2_RC_
ATTIBUTES,

I itemHandle BYZE BRI AR TCM2_ALG_KEYEDHASH, ] TCM iR [v] TCM2_RC_TYPE,

3+ 27 TCM2_Unseal O#EOBWM NS

KR # B i ik
TCMI_ST_COMMAND_TAG Tag TCM2_ST_SESSIONS

22
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% 27 TCM2_Unseal O¥EOM NS (40

B3] EA TR
UINT32 commandSize oK EE
TCM2_CC commandCode TCM2_CC_Unseal

O 28 Y b 2 A X R ) A A
TCMI_DH_OBJECT @itemHandle BT

BBy . USER

% 28 TCM2_Unseal O¥EOHH S

el % Bk fi ik

G 2R i 4 AT R i 8 AR AT DS A AR A
TCM2_ST tag [F] o AR Ay 4 PHOAT 2R U U o tag i TCM2_
ST_NO_SESSIONS

UINT32 responseSize P IR &/ NN
TCM2_RC responseCode BN
i 53 B A5 20 1% £ 4
TCM2B_SENSITIVE_DATA outData

it BEECHE 0 RN BE R IS 128 215

7.5.8 TCM2_ObjectChangeAuth

24 AR BT HA TCM X R IZAUE B . a0 2R am 2 A7 2 5 3R 132006 408 19 AU . 1%
fil 773& S REAE R AL E A TCM BIX R AU . %A A RESUE — > NV R 51X R #%
FUE

2R NV RG] A 0B AL Wl ] TCM2_NV_ChangeAuthO 58 i
0 2R BEUAE — > B R A B AUE T ] TCM2_CreatePrimary iy 4 537 Q10 42 .
it A 1 1 AR R AR S JOEOR LR 29 R 30,

£ 29 TCM2_ObjectChangeAuth()#E O N S

TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize wmAKE
TCM2_CC commandCode TCM2_CC_ObjectChangeAuth
XF R AR
TCMI_DH_OBJECT (@ objectHandle ARG 1
B G ADMIN

23
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% 29 TCM2_ObjectChangeAuthO) ¥ OB NS ¥ (L)

5

el K fif

A H R A

TCMI_DH_OBJECT parentHandle _
FALER 5] None

TCM2B_AUTH newAuth B AU E B

% 30 TCM2_ObjectChangeAuthO) ¥ % H 5

A EA ik
0 AR i A PAT BT L Bl R AR A0 B 5 AR I AR
TCM2_ST tag [l 4 i AT 26 L T i Y tag 2 TCM2_

ST_NO_SESSIONS

UINT32 responseSize P IR € /NN
TCM2_RC responseCode PSR E]
TCM2B_PRIVATE outPrivate £ BB AU B ST G R B 8 43

7.6 EHl&d
7.6.1 TCM2_Duplicate

A A B — A T2 Xk G 0 A 206 G2 0Tl H E S TR 2 R 1. B A2 B BA R R AE AR TR 1Y
TCM .t AT REZE A R TCM H AT A2 TCM2_RH_NULL, %454 H 355k 55 19 42 B8 47 19 25 TF 3B
Sy

AR DRI U AL . IR TCM2_PolicyCpHash fF 2 5 W& 1) — &4 © £ g A7,
WS L% Y cpHash (B 54654 19 cpHash fHAH%, 50 TCM & [7] TCM2_RC_POLICY_FAIL,

1Z A 1 A I D B SRR L SR 31 IR 32,

%* 31 TCM2_Duplicate O3 O NS

ER Z R ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize fir A KB
TCM2_CC commandCode TCM2_CC_Duplicate
RIS E=S0E 3
TCMI_DH_OBJECT (@objectHandle AES] . 1
AL . DUP
ALY 8 I X I
TCMI_DH_OBJECT+ newParentHandle _
BRL#E 5] . None

24
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TCM2_Duplicate O OB NS (£0)

S

=

ey

fili ik

TCM2B_DATA

encryptionKeyln

T 3 B4 R T 2
WARAZE ST TCM A . PR PR E N 0
%SO RE R O % 1Y

TCMT_SYM_DEF_OBJECT+

symmetricAlg

DAY TS o 5 e P 180 6 A 48
WSRO A AR R & L W% 2 B & TCM2
ALG_NULL

% 32 TCM2_DuplicateO) ¥ O H S #

Fer 47 ik
TS A 4 AT T AR T N 5 i ACBR 1 A
TCMz_ST tag [F] 0 SR i 2 R AT 2R W, ) i Y tag J& TCM2_
ST_NO_SESSIONS
UINT32 responseSize SRS E/ T NN
TCM2_RC responseCode iR [A] it

TCM2B_DATA

encryptionKeyOut

TR R A — A T % 4R S0 N B ik
& TCM2_ALG_NULL, i% % $06 i& [8] Empty
Buffer, 7 U i& [l —A~ TCM 4 i #9 HI T° P38
2 1 0 B % B

TCM2B_PRIVATE

duplicate

7] 3 37 encryptionKeyIn il % ) FAF X 35 ; 7] fig
2 WU N 1Y

TCM2B_ENCRYPTED_SECRET

outSymSeed

B AL B BT b B S0 T AR

7.6.2 TCM2_Rewrap

ZAn A fFLiF TCM JBAT— AN B B AU A (. n SR A2 2 490 A 32 LA S8 A 43, Dl ] A 28K in-
SymKey H13RAF— X FREBH L TR UEAT 5 58 1 K A R i 2 AR RS 6 L I RL BRI o . AR BT IR AL H B
T — AT AR T A L S B 6T G 0 RA T 0 Bk B N L O A — AR S A R N
J B AL BB 43 R0 T 04 6 FR % 1 AE 288 outDuplicate Hil outSymKey H1ig [1]

A A 2 T i A Ry BAR S BB R W3R 33 Ak 34,

% 33 TCM2_RewrapOEOMINS

K r3: Hi ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS

UINT32

commandSize

5

i
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& 33 TCM2_RewrapO#EOMIANSE (5D
Byl A ik
TCM2_CC commandCode TCM2_CC_Rewrap
Xt 5 1 AL % B /) AR
TCMI_DH_OBJECT+ @oldParent BRG] 1
B Gy User
X G2 B4 AL % B ) A
TCMI_DH_OBJECT+ newParent B
BRLE 5] : None
TCM2B_PRIVATE inDuplicate inSymSeed Az 5 F) XT Fk 25 5 01 %5 I 1Y) B FL 3K 43
TCM2B_NAME name BT R X 5 45
) POk R I i | = a2 R U i 2 O /3
TCM2B_ENCRYPTED_SECRET inSymSeed

Sl LA™ A X B 4

£ 34 TCM2_RewrapO#EOHH S
B A iR
TSR A A BRAT R i AR IR S AR TR A
TCM2_ST tag [] 20 SR A RAT 2R UL, T i 1 tag J& TCM2_
ST_NO_SESSIONS
UINT32 responseSize P IR E /NN
TCM2_RC responseCode IR [B] b

TCM2B_PRIVATE

outDuplicate

T LR R X B BT S B0 1T A8 B
FATR >

TCM2B_ENCRYPTED_SECRET

outSymSeed

H BT A % B S B R 4 B b

7.6.3 TCM2_Import

Vil 4 SV R Gl R A B LI V25 O e o BRI

BT AN RS> IR 73 =

a) AR SNZEXE RN A7 AE W BEAT MR i 1T A HMAC 5 43R0 25 %5 81 (9 71 11 A0 3 91
A AL BT IR A2 1o 6 5 ] 22 I P R P 7 i S A B9 B RL R

by WR R R AL AE W AEAT NERR R . ] encryptionKey #l symmetricAlg 4 & (19 i % 5
fifk 65 B AN KA O B AL B 2

o) UNR BB 1 5 B PR A AT A L I R A7 58 BEMEAG £ . 58 B PR (E ] 5 AR 9 28 O35 o 1) 44 5 ik

Tk .
26

M2 AT . B AR R G nl RER — el Z % ] BBV A N a . %A A 1 1 i A R o EL A
SROE SR L% 35 1 36,
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il 25 B AP R 5 R ARG £ 58 L2 i TCML K B A — A58 9 0l 5 %88 1 1100 8% 8% 91 0 48 5 1) B A DX

% 35 TCM2_ImportO#EOE NS

FAH B ik
TCMIL_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize > KB
TCM2_CC commandCode TCM2_CC_Import
XF B9 A 5 B AN
TCMI_DH_OBJECT (@parentHandle BRZES 1

AL Gy . USER

TCM2B_DATA

encryptionKey

AL 4 T PN 2 (1 X RO 2 2 4
BRI S8 8 TCM2_ALG_NULL, 5
2% B A Empty Buffer

TCM2B_PUBLIC

objectPublic

DG WOOE FFASIRES
T K4 duplicate Fl object J& P 1Y 58 2 1

TCM2B_PRIVATE

duplicate

PRI Y duplicate %F 42, Al B8 AL 2 P98 %) FR
ER

TCM2B_ENCRYPTED_SECRET

inSymSeed

FF % duplicate f) %] 75 2 91
0 A% B W vk n % / o 1

TCMT_SYM_DEF_OBJECT+

symmetricAlg

2 TR HEAT N 2 0 2% 1 i 2% B ik

WIS By TCM2_ALG_NULL, 3% W R #¢
£ W JZ %, H encryptionKey I & Empty
Buffer

% 36 TCM2_Import(O)# O % H 5%
ZHY K itk
AR A A BT ) i A OE B A bR e A
TCM2_ST tag ) o an SR oy A P AT 2 I, W o tag S22 TCM2_
ST_NO_SESSIONS
UINT32 responseSize IR BB /N
TCM2_RC responseCode & [B] it}

TCM2B_PRIVATE

outPrivate

H parentHandle (1) %] Fx % 95 fin 25 (1) 508 X 35

27
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7.7 EMNHEZEGS

7.7.1 TCMZ2_ZGen_2Phase

A T SM2 %5 S S BB . 1w A 4% T i AR By o BLR S BB SR LR 37 A 38,
SM2 AW NI B iZm A FE S TCM2_EC_Ephemal Oy Al & . SM2 254 22 #e
PG GB/T 32918.3,ff FH#LyE 24 GB/T 35276,

TCM2_EC_Ephemeral O iy 4 F T A= w8 85 A i J8 39 1) 4% B (0 85 %% 81D 3 a9

HH A e—

SERCYE E T T SE IR (. TCM n] 88 A 02 2% B 06 B i FABH 78 45
A2 E’J%J/\?"%é?&jvﬂé F B J7 B #2849 GnQsUD . 4 % 4 (inQeUD . LI & TCM2 _EC_

Ephemeral O 44 ik

1R 1] () 2 commitCounter. TCM i FTHECEHE BB TH B R (de, V) DL S X g

BN (Qes V) wkey A SR A2 02 (ds. V) FI(Qs. V) . TCM ¥ Zs Fl Ze W .

%k 37 TCM2_ZGen_2Phase O 1ZEO# NS
2%l R Eiiipu
TCMIL_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize wmAKE
TCM2_CC commandCode TCM2_CC_ZGen_2Phase
BRI ECC i 25 5 81 4] W
AR FA A dS, A
TCMI_DH_OBJECT @keyA -
BRG] 1
BAUh . USER
TCM2B_ECC_POINT inQsB BB BH A (Qs,B = (Xs.B, Ys,B)
TCM2B_ECC_POINT inQeB =R BN (Qe,B = (Xe,B, Ye,B))
TCMI_ECC_KEY_EXCHANGE inScheme 5 BH 38 M S I
UINT16 counter TCM2_EC_Ephemeral )& [7] f{) {5
% 38 TCM2_ZGen_2PhaseO¥OHH S #
Bt # ik
SR A A BT R B SRR C N S AR IE A
TCM2_ST tag [E] 20 SR A A AT 2 UL, T i i tag S TCM2_
ST_NO_SESSIONS
UINT32 responseSize & [ B s K
TCM2_RC responseCode & [B] it
TCM2B_ECC_POINT outZl EAER X ALY Ak bR
TCM2B_ECC_POINT outZ2 UG EAEAS X ORY Gl AR AR
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7.7.2 TCMZ2_ECC_Encrypt

%A T 52 i SM2 8541 B9 3E X FR N 85 846 . keyHandle S803% 18] F T 3B X #7025 #8246 10 554 .
R 17 5% R 24 BT CCD B 500 (C2) R g ((C3) . HOrh . SM2 #5924 GB/ T
32918.4 . ffi F ML 75 244 GB/T 35276,

i B T AT LS O R T3k 39 Rk 40,

% 39 TCM2_ECC_EncryptO O NS

Byt H K ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize K
TCM2_CC commandCode TCM2_CC_ECC_Encrypt
. . HF AT %= % 0 N8R R
TCMI_DH_OBJECT keyHandle
%[ : None
TCM2B_MAX_BUFFER plainText 5 238 B
) MH 5 keyHandle ¢ BE 1) scheme 2 TCM2 _
TCMT_KDF_SCHEME+- inScheme

ALG_NULL, Il % {#i f] KDF

% 40 TCM2_ECC_EncryptO ¥ O H S

=

KA ey filig

AR A A BT R s s AR E B S A B e AR
TCM2_ST tag [R) s n SR iy A AT 2 e, D) 4 i tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize 3B [ B4 R/
TCM2_RC responseCode IR [7] it
TCM2B_ECC_POINT Cl1 I iF 13 7 2> 4
TCM2B_MAX_BUFFER C2 T £l @i XOR b2
TCM2B_DIGEST C3 A fH

7.7.3 TCMZ2_ECC_Decrypt

ZA A T 58 B SM2 %5 57 1 3F X R fiff 25 45 4F . keyHandle S804 il H 1 X BR i 25 /R 19 %5 9
WAl T R AR LA S BRI AR 41 Ak 42,
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% 41 TCM2_ECC_DecryptO OB NS
Al H K ik
TCMIL_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize i KB
TCM2_CC commandCode TCM2_CC_ECC_Decrypt
. . FH T POAT A7 2 2 1 1 N AR 43
TCMI_DH_OBJECT (@keyHandle B
BRI 1
MH 5 keyHandle ¢ B 1) scheme 2 TCM2 _
TCMT_KDP_SCHEME+ inScheme )
ALG_NULL, W% § KDF
TCM2B_ECC_POINT Cl I B $0 7 A
TCM2B_MAX_BUFFER C2 % B L 8 33 XOR 43
TCM2B_DIGEST C3 ZRIEE
% 42 TCM2_ECC_DecryptO O &% H S
2 W i
TSR A A BT R i AR E B S A AR iR AR
TCM2_ST tag [, a5 A A AT Ok G, T o tag M2
TCM2_ST_NO_SESSIONS
UINT32 responseSize PR E/T NN
TCM2_RC responseCode iR B4
TCM2B_MAX_BUFFER plainTest T 1 25 B4 5000 a1

7.7.4 TCM2_ECDH_ZGen

A A TCM M —A 231 5 (Qu) A B/ FIFAS (d O SR IK I Z Wi . R AT R ALY in-
Point(Qu) HFAHI(d O Wik IR 7] point (Z = (27 y2) *=[hd JQus HHf h R LM AR ) A

NS

keyHandle 25 € M # 152 fR @ ¥ CLEAR F i % J& 1 48 (TCM_RC_ATTRIBUTES) iy ECC % 4/

(TCM_RC_KEY),

M@ M Sy TCM_RC_ATTRIBUTE At , TCM_RC_KEY J& 0 8252 14,
inPoint i/ {; T keyHandle 5| B #9281 #Y il £k I (TCM_RC_ECC_POINT)
#% keyHandle 5 1% 1 S 800 T AT ST

W4 T R AR RS BRIk 43 Ak 44,
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% 43 TCM2_ECDH_ZGenO¥EOHMNSH

B P B
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize i > KB
TCM2_CC commandCode TCM2_CC_ECDH_ZGen

In# Ky ECC 4% 41 4
TCMI_DH_OBJECT @keyHandle ERES 1
EAUA 6 USER

TCM2B_ECC_POINT inPoint N

% 44 TCM2_ECDH_ZGenOEOHHSH

el B fiid

2R i A AT RS - H R A L A AR G A
TCM2_ST tag [F] o A2 iy 4 PAAT 2 U ) o tag i TCM2
ST_NO_SESSIONS

UINT32 responseSize FEY IR €/ NN
TCM2_RC responseCode iR [ 55
_ X5Y #FERM, Z = (x4, y,) ¢+ =
TCM2B_ECC_POINT outPoint
Lhd.]Qs

7.7.5 TCMZ2_ECDH_KeyGen

XA A fH ] TCM Az ill— s B 23 8% (d s Q. where Q. :=[d JG) , B AH JHFA i i) % 47 Ffin
HAHQORITAILZHAMP :=[hd. ]Qs).
A4 T i AR ) B S BEOR L 45 ISR 46,
KeyHandle &z 1 ECC %4 (TCM 254) . keyHandle /55 FE il #k 1 85 40 (10 SURER 4 . F
) ECC % 81 04 ith 26 2 8504 1l B 25 91
SE R BORT Y TR RO I B 55— A R A B Bl T (. KDF op T 2k B0t B o 415 % 9% 811 T I 25 5
B — Bl B0 I L X R 0 g, U L SRR 3 B 6 G A e X LR AT
zPoint [ [E AT Ad FH 2800 % 47 0% .

% 45 TCM2_ECDH_KeyGenOiZEOH NS %

Eid 2K il ik
U 2R i
TCMI_ST_COMMAND_TAG tag tag= TCM2_ST_SESSIONS,
M) tag= TCM2_ST_NO_SESSIONS
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% 45 TCM2_ECDH_KeyGenO#: O NS (40
2 A iR
UINT32 commandSize wmAKE
TCM2_CC commandCode TCM2_CC_ECDH_KeyGen
O n#km ECC 243 1 AR
TCMI_DH_OBJECT (@keyHandle B
FAE 5] : None
% 46 TCM2_ECDH_KeyGenO)#E O % H &%
B H R ik
R A A BT BT S B A e B A bR e A
TCM2_ST tag W, 0 SRy A AT 5% I8, 0 i i tag & TCM2_
ST_NO_SESSIONS
UINT32 responseSize PR IR €y AN
TCM2_RC responseCode I [B] B

TCM2B_ECC_POINT

zPoint

P:=nld, ]Q &R

TCM2B_ECC_POINT

pubPoint

7= A I B 2 35 point(Q,)

7.8 XMWEEGHS

TCM2_EncryptDecrypt 4 H T AT X FR 0 fife 25 #5245
A T A ARt BAR S ECE R UL AR 47 Rk 48,
keyHandle Z %48 ) Xt #7240 X 42 (TCM2_RC_KEY)

SM4 X} #2341k 24§ GB/T 32907,

XF T % B4 41, mode S 50T 5 % Y110

B L 8O TCM2_ALG_NULL ; X F3F 32 BR % 9 . mode Z¥UAT 5 %5 4 19 A58 30AR ) 202 A [l {H

ARelE Sy TCM2_ALG_NULL(TCM2_RC_VALUE),

% 47 TCM2_EncryptDecrypt OO NS #

Byl H K i R
TCMIL_ST_COMMAND_TAG tag TCM_ST_SESSIONS
UINT32 commandSize fir KB
TCM2_CC commandCode TCM2_CC_EncryptDecrypt
T 4R B X FR 2% 4
TCMI_DH_OBJECT @keyHandle BAERS 1
AU . USER
TCM2B_MAX_BUFFER inData FE I /i 5 1 A
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% 47 TCM2_EncryptDecrypt OO NS # (50

F Al L2 ETiBu
N i AR YES. 2 5l A fif o 4
TCMI_YES_NO decrypt . .
WA 2 NO, Y1 R Bk
X} R A 2
TCMI_ALG_CIPHER_MODE+ mode 1% BV 5 240 1) BB X DR i 5k TCM2_
ALG_NULL
TCM2B_1V ivin B E R VIR 1
% 48 TCM2_EncryptDecryptO ¥ O H S #
B3] EA ik
U3 A BT BT L B AR 0 B 5 A BR 10 A
TCM2_ST tag ], 4 5y 4 AT O MG, T AR IE Y 2
TCM2_ST_NO_SESSIONS
UINT32 responseSize P IR &/ NN
TCM2_RC responseCode iR [\ 55
TCM2B_MAX_BUFFER outData o w3 fire o
TCM2B_IV ivOut T—ESR T MR IV A

7.9 BENMBRERSDS

7.9.1 TCM2_GetRandom

Zan Ak B RNG & A& B —4 bytesRequested F5 K E R BENLEL . 24 bytesRequested
KR T TCM2B_DIGEST Z5#4 v i 47 K B2 TCM A 23 & A i o 3 0] (9 B LA RY 1< B 5 TCM2B_
DIGEST i 4 fiE — 2, Ay BENLEGEDS GB/T 32915,

1Z 4 e T A Rt B S BCEOR ISR 49 Fk 50,

& 49 TCM2_GetRandomO)EOEI NS

ER B i
) G0 AR 25 45 4%, 2 TCM2_ST_SESSIONS,
TCML ST_COMMAND_TAG tag

&Ny TCM2_ST_NO_SESSIONS

UINT32 commandSize A K
TCM2_CC commandCode TCM2_CC_GetRandom
UINT16 bytesRequested s B AR B B AL K
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% 50 TCM2_GetRandomO) ¥ % H 5%

x 1 fiid

R A BT LT i R AR B A B I A
TCM2_ST tag [F] 5 0 53 iy 4 BT 2 W, U A ¢ A Ay TCM2
ST_NO_SESSIONS

UINT32 responseSize PR €/ NN
TCM2_RC responseCode I [B] B
TCM2B_DIGEST randomBytes 8 HL$

7.9.2 TCMZ2_StirRandom

A A W T A BEALECR: A 2% R O n - BRI 87 . 1w A 3 T A R B S LR S B R L3R 51
i3k 52,
. inData 2H K BEARRER T 128 9.

% 51 TCM2_StirRandomO) 3 N\ S %]

Pl A ik
i 0 R 25 4515, & TCM2_ST_SESSIONS,
TCMI_ST_COMMAND_TAG tag
752 TCM2_ST_NO_SESSIONS
UINT32 commandSize fir A K
TCM2_CC commandCode TCM2_CC_StirRandom {NV}
TCM2B_SENSITIVE_DATA inData [EpIIEEPSS

% 52 TCM2_StirRandomO) ¥ O%H H S %

e % F i i

SR A A BT R i AR E B S A AR E AR
TCM2_ST tag [, an 3y A POAT O W, T g bR O R 2
TCM2_ST_NO_SESSIONS

UINT32 responseSize PR E/T NN

TCM2_RC responseCode & [0] it

7.10 ZZE/HMAC @84
7.10.1 TCM2_Hash

A FE TR AT IR AT R B B SMB Ik [MlIs SR 45 R . SM3 B Bk B GB/T 32905,
FE WSRBOE A X TR K JE KT TCM W BUR I A A7 X, T Bl B R 5 a4 .
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Mk R I 25 BT B 32 PR A 44 B B AT 4 A VR L i 40 Y SRR AE B R Wiz AR
(ERERr NI R T T

MR ] Y 2 R 25 SRR 2 4B, TCM ¥R [l TCMT_TK_HASHCHECK , hierarchy i% & 5 TCM2_
RH_NULL,digest &% & N=s,

24 hierarchy 25 F TCM2_RH_NULL, 2§z if (% 2 digest K& HE,

A A 1 T i A R S ELAR S BCER LR 53 TR 54,

% 53 TCM2_HashO#EOMANSE

Byt £ R i

SR 2N s /g a8 £ 4%, W & TCM2_ST_SES-

TCMI_ST_COMMAND_TAG tag
SIONS, 7l % TCM2_ST_NO_SESSIONS

UINT32 commandSize wmAKE
TCM2_CC commandCode TCM2_CC_Hash
TCM2B_MAX_BUFFER data 5 A4 08 B e
ZeiB i B b H B WA AN RE S TCM2
TCMI_ALG_HASH hashAlg

ALG_NULL

TCMI_RH_HIERARCHY + hierarchy 3 E A P (e if 8 TCM2_RH_NULL)

% 54 TCM2_HashOEOHH S

i

K fili ik

TSR iy A PRAT R T B R BRI Y S A BR IE A
TCM2_ST tag [R5 4 5 A 4 P47 28 e, W B AR e R
TCM2_ST_NO_SESSIONS

UINT32 responseSize PR E /T NN
TCM2_RC responseCode iR 1] i
TCM2B_DIGEST outHash FIeSTRER AT S

HF B H T 115 outDigest # 804 I¥ 51 A
L) TCM2_GENERATED_VALUE J3k. i
WZMEARATEMHZREANATEL LM
CINSES

TCMT_TK_HASHCHECK validation

7.10.2 TCM2_HMAC

Al AR AL B £ TR A 19 SM3 49 Bk PfT HMAC 88, % a4 4 1 g A Find B4R
ST R W 55 FIE 56,
AT F ] handle B 75 B HEAHA S 1 B AUS B .

4 handle % 4 AY handle 8 M W HEH W E L B HE R A K &, TCM ¥ & [F TCM2 _RC _
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ATTRIBUTES. i &8  py 26 MR 2 TCM2_ALG_KEYEDHASH TCM ¥3& [f] TCM2_RC_TYPE,

% 55 TCM2_HMACOEOMHmANSE

ey pAs fifi i
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize A K
TCM2_CC commandCode TCM2_CC_HMAC

HAMC 154 /4 %5 Bk 4% 4 A0 4%
TCMI_DH_OBJECT @handle BRG] 1
WA . USER

TCM2B_MAX_BUFFER buffer HMAC % ¥

TCMI_ALG_HASH+ hashAlg HMAC {i FH ) 2% 1% 55 1

%56 TCM2_HMACOEOHH S

el K fifi ik

SR A BT U i R AR B A B I A
TCM2_ST tag [F] 5 iy 4 AT 2R I WU i d - tag JE TCM2
ST_NO_SESSIONS

UINT32 responseSize PR €/ NN
TCM2_RC responseCode & 1] B
TCM2B_DIGEST outHMAC iR ) HMAC i+ 581E

7.10.3 TCMZ2_HMAC_Start

A2 3 —A HMAC J$51] . TCM ¥4 22 01 @ 9501 16 Ak — A~ HMAC 380454 , 43 e — A 40 1 45 1%
JP 9, I 15 BT 5 G B AUE R auth,

A 4 T i AR ) LR S EOR W 57 Ik 58,

P I A handle i 5 2282 (1A Y B AL . 24 handle 3§ 8] 09 25 99 19 25 44 J& P I & I
TCM #43& 5] TCM2_RC_ATTRIBUTES, 42 %5 81 19 26 84 J& TCM2_ALG_KEYEDHASH, TCM ¥4
iR Al TCM2_RC_TYPE,

% 57 TCM2_HMAC_Start OB ANSH

e P iR
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize fir KB
TCM2_CC commandCode TCM2_CC_HMAC_Start
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% 57 TCM2_HMAC_Start O3ZEOM NS (&0

Byl % Wi Rk
HMAC % 7)1
TCMI_DH_OBJECT @handle BRG]
Bt . USER
TCM2B_AUTH auth F 3l 12 5 5 1 5 AUE
TCMI_ALG_HASH-+ hashAlg % HMAC i J] ity e e 5

% 58 TCM2_HMAC_StartO3#EO®HH S

H 3 ik
AR A A BRAT L i AR e B S A bR e A
TCMz_ST tag [F] G R i A S04 T 2 U, D 4 M tag & TCM2_
ST_NO_SESSIONS
UINT32 responseSize IR [R5 4 R/
TCM2_RC responseCode iR [a] it
TCMI_DH_OBJECT sequenceHandle 6 19 1% 9] 1 ) A

7.10.4 TCM2_HashSequenceStart

A B — A AR ECE T
2R hashAlg J& — /> ol BEPAT 9 SM3 e i 50k L 2R J3 5108 gl dhAT .

121 4 e 1 g AR Y RAR S JCEOR UL 59 Rk 60,

3 hashAlg & TCM2_

ALG_NULL.# 2533 — D FAF 78], AR hashAlg BUA 2 A $A4T 2% B2 5036 SOA & TCM2_ALG_
NULL, TCM #4231k [a] TCM2_RC_HASH,

MR hashAlg BIARTE . TCM ¥ 22 Bt M) 1k 2% 3 77 3 45 4 a8 S5 0F P 80 45k . . TCM %
ST — AN BAE LI B RS EZRUE A auth, —DFH 4 F 645808 TCM F4:4 PCR i

TR ETXEE.
#%& 59 TCM2_HashSequenceStart() 2 i N S #
- i i3

TCMI_ST_COMMAND_TAG

tag

TCM2_ST_SESSIONS

UINT32 commandSize A K
TCM2_CC commandCode TCM2_CC_HashSequenceStart
TCM2B_AUTH auth T Bl T 5 1 B AUE
TCMI_ALG_HASH+ hashAlg RBFIIHB AR IR R TCM2_ALG_

NULL, 0] 4 5 44 7 51

37



GB/T 29829—2022

% 60 TCM2_HashSequenceStart)#z O % H S %

RE #i R i3

WS A 4 PRAT IS i A A0 S i A A iC A
TCM2_ST tag [e) o G 2R i A AT G W D i Y tag 2 TCM2
ST_NO_SESSIONS

UINT32 responseSize IR A5 K
TCM2_RC responseCode & [A] fith
TCMI_DH_OBJECT sequenceHandle 18 ) 7 31 ) ) A

7.10.5 TCM2_SequenceUpdate

A A BT T 45 22 50 HMAC J7 51 58 i 48 .

Buffer H1 f) %45 0l S /NF TCM Fe (8 A ATl {5

sequenceHandle ZUH 5 Y 5 571 % 52 B4 il FH 7 Z245 24 A 240

MR 5z a4 B AT BT 5 cpHash A rpHash . 55 sequenceHandle Bk i) Name S
o has,

i A 1 AR RA S BCEOR LR 61 RIS 62,

& 61 TCM2_SequenceUpdate )= O NS

B3It H ik
TCMIL_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize iy A K
TCM2_CC commandCode TCM2_CC_SequenceUpdate
¥ 1] 9 o 52 1) A
TCMI_DH_OBJECT @ sequenceHandle BRG] 1

BAUh . USER

TCM2B_MAX_BUFFER buffer SN A% T R

& 62 TCM2_SequenceUpdate() 3 O % H S %%

e % Fr i i

2R iy AT 2 i S AR AT B 5 AR T A
TCMZ_ST tag [, G5 iy & PUAT 26 G, U 1 tag S TCM2_
ST_NO_SESSIONS

UINT32 responseSize PR €/ DU

TCM2_RC responseCode iR ] i
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7.10.6 TCM2_SequenceComplete

iZ a2 N A 22/ HMAC J3 9 5 S8 1 B 3 20 9 Wl H a5 2R . i & 4 1 i A s it
RS BB R W3R 63 FI3k 64,

XF T2 A AR A A T A R ] T A2 BRI 10 28 24 1R AR IS 4 1A 4 3R ] Y SR AR A

Bl RUNZAR B E R L 2N, T T4 81E.

W digest A IE4% 41, validation ¥ 2> TCMT_TK_HASHCHECK, % %5 #4 A7 hierarchy {8 M
TCM2_RH_NULL,digest {i_H %5,

24 sequenceHandle 3§ [7] 5 {4 £ 51 , TCM $43% 1] TCM2_RC_MODE, sequenceHandle Z$(4H 5%
FE AR G 7 246 G AL, 2R 5 1% 2 QIR 1Y R AL FT 223158 cpHash Fl rpHash {H, 5 se-
quenceHandle ¢BL Y Name 0¥ 2 M=,

4 fir 2 L AT s sequence Handle X 44 BT

% 63 TCM2_SequenceComplete() ¥z O N\ 5 %

A DA Rk
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize i > KB
TCM2_CC commandCode TCM2_CC_SequenceComplete

J7 HdE T B AL FR T

TCMI_DH_OBJECT (@ sequenceHandle
BAUh @ . USER
TCM2B_MAX_BUFFER buffer SN 2% / HMAC i3 55 09 505
TCMI_RH_HIERARCHY + hierarchy Je B ERAE B B B

% 64 TCM2_SequenceComplete() 5 O 4 H 5 %5

B3t LA ik
R A A AT BT B AR IE B 5 B A AR iC A
TCM2_ST tag () 0 SR A 4 BT 2R U, T i i tag & TCM2_

ST_NO_SESSIONS

UINT32 responseSize R (5] 4 K /)N
TCM2_RC responseCode 1R 1] ity
TCM2B_DIGEST result HMAC 3& [0l {5 8 f2& 22 77 X 1Y 4if 28

=R E IS5 outDigest 11 & 1Y 585 7 51 A &
TCMT_TK_HASHCHECK validation Pl TCM2_GENERATED_VALUE 3k, 3% %
HMAC 2335, %15 5 NULL

7.10.7 TCMZ2_EventSequenceComplete

it A A 1 e — R CHR D BRI B 1F R 5 b O AR A 2B 3R PR I 25 OR . R
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perHandle 5| H—4~ PCR 1fij A& TCM2_RH_NULL, #8 4 i& Ml % 2231 £ ¥ L)L 5 TCM2_PCR_
Extend O) 44 2251 5 A S50 [R) 19 7 U E 47 40 3, 421> bank ® ) perHandle ¥ I AH ¢ 4% ZAE 17
IR

A sequenceHandle 5| 422 5 HMAC f£41, ] TM Rk M TCM2_RC_MODE #3K ,

7 % X 5 sequenceHandle RIK Y sequence Xf R 47 é WAL, N 2R % A A 1 R BT 5
cpHash A1 rpHash, ] 5 sequenceHandle SCEE 1Y & FR¥G B a5 ZZ vl X,

ﬁﬂ%iﬁfﬁ%ﬁim%ﬁk Bl sequenceHandle %42,

2 i 4 2 11 A AR ) B S BB SR LR 65 RIER 66,

& 65 TCM2_ EventSequenceComplete() 3 i N S £

FA Z R fili i
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize
TCM_CC commandCode TCM2_CC_EventSequenceComplete {NV F)

P H PCR Ay 300 K4
TCMI_DH_PCR+ @ pcrHandle RG] .1
BAUf . USER

¥ 50 18 24X
TCMI_DH_OBJECT (@ sequenceHandle BRRY| 2

AU USER

TCM2B_MAX_BUFFER buffer i 2 = 1 0 e

% 66 TCM2_ EventSequenceComplete ) ¥z O 5 H S #]

e E filik

TS A A BT R s AR E B S A B iR AR
TCM2_ST tag [ s an S Ay A BT 2 WE, DU Y tag S22 TCM2_
ST_NO_SESSIONS

UINT32 responseSize IR BB KN
TCM2_RC responseCode iR [\
TCML_DIGEST_VALUES results S PCR 5 1) 4 231 =

7.11 iERA&S
7.11.1 TCMZ2_Certify

A A 1 B YR UE B R R SE A 44 10X R A E) TCM rh . il ik WE BB 281 X5 42 . TCM. Rk —
/l\/zbitlziﬁ‘? —MNREATR—EL B — AR X R . HIRBTA — A X2 A 4
FH A #EAT TINIER 4 T AR R I8 4B B 28 JE XA (E 2 IEF Y



GB/T 29829—2022

AR UE R U GB/T 20518,

objectHandle )42 £ 75 2 ADMIN ff & 2 B . a0 R4l A 7 5 0% 2538 . I8 A policySession—
commandCode ¥ TCM2_CC_Certify. %2 W 88 2 W UE B 1 R HI T HL A i

objectHandle 8] 25 TCM2_Load()8{ TCM2_CreatePrimary O fE & XT £ . ANHEXT H 7 2 e X )
XTG4 2 1 i R ) BLR S BB SR LR 67 FIER 68

3+ 67 TCM2_CertifyO#E O NS

2 Es EiiiBoY
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize fin K
TCM2_CC commandCode TCM2_CC_Certify
B B 6 52 1 AT AR
TCMI_DH_OBJECT (@objectHandle BRG] 1

B . ADMIN

FH T 25 44 31 B 45 46 1) 25 0 A A
TCMI_DH_OBJECT+ @ signHandle BNRS: 2
BAUh @ . USER

TCM2B_DATA qualifyingData DAL N NAY A&

iR sigHanlde B9 25 4% 5K W TCM2_ALG_
NULL . fif F % %k 48 1 b 25 2 5K &

TCMT_SIG_SCHEME+ inScheme

* 68 TCM2_CertifyO3EOH H S

=

XA MR finig

TSR Ay A BT R I B BRI Y S A BRiE A
TCM2_ST tag [E) s A SR Ay A BT 2 I, WU 4 o tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize A LR &N
TCM2_RC responseCode iR [\
TCM2B_ATTEST certifylnfo 55 4, 5 Wy 25 g
TCMT_SIGNATURE ignature i ] signHandle % 4 %} certifyInfo #f 47 dF X}

PR R 451

7.11.2 TCM2_CertifyCreation

e T g — ARG R A B SR IR ] . TCMOR B UE 5248 & th TCM A= i, 9 Hiz 5t
Fh K 38 o 28 9 28 3 DRI (I 9 creation $0408 B 2% B2 (creationHash) 2 [8] (9 G HK
it A 1 1 AR B AR S BOEOR LR 69 MR 70,
11
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TCM ¥4 FAXT £ 44 .objectHandle . creationHash 3158 — /N3 2L 4% ,
HMAC (proof, (TCM2_ST_CREATION| |objectHandle—>Name| | CreationHash))
TCM KA T A= LAY S 408 15 i A I 4 43k 1) S48 AT L8 RN W], TCM & [a] TCM2_RC_TICK-

ET,

TSR A B R A A . TCM 8 g — 4 TCMS_ATTEST %5#4 . 1 creationHash {4 {8 321 75 7¢
ZEE I creationHash 384,
AR UL e objectHandle ¥ 4 40, 5 75 Uk W B o 1 1 signHandle 228045 [ 1) %5 B % 32 1iE W B30 2

(FE-TZE (o

ObjectHandle 7] 2y TCM2_Load O 8(# TCM2_CreatePrimary O il 2% 04T & % 4,

% 69 TCM2_CertifyCreation ) i\ S £
By B AR
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize wmAKE
TCM2_CC commandCode TCM2_CC_CertifyCreation
I B B8 48 etk A7 25 44 10 25 41 ) A
TCMI_DH_OBJECT+ @signHandle BREG]: 1
AU . USER
. e . 5577 A ) B0 S 1 R 42
TCMI_DH_OBJECT objectHandle _
A& 5] : None
TCM2B_DATA qualifyingData FH P43 ) s O
TCM2_Create() 8f TCM2_CreatePrimary()fiy
TCM2B_DIGEST creationHash ‘
A N A B E
i A signHandle % 8] 19 % 44 K #& iy TCM2 _
TCMT_SIG_SCHEME+ inScheme ) ) .
ALG_NULL., {fi FHZ B 1F 0 % 2 3
TCM2_Create() 8 TCM2_CreatePrimary () 4l
TCMT_TK_CREATION creationTicket
YR
%&£ 70 TCM2_CertifyCreation () 1= % 1 S 41
By A ik
TSR A A BRAT R i AR R Y S A B e A
TCM2_ST tag [] 0 SR A A RAT 2R U, T i i tag J& TCM2_
ST_NO_SESSIONS
UINT32 responseSize R R EHE RN
TCM2_RC responseCode I [B] B
TCM2B_ATTEST certifyInfo [ A S A

TCMT_SIGNATURE

signature

T certifyInfo 254418

42



7.11.3 TCMZ2_Quote

iz S 51 PCR{E.,
AN A O i AR i BR S BB R L3R 71 Ak 72,

GB/T 29829—2022

TCM i %f PCRSelect 28 #1) PCR J-fii Jil signHandle 45 [ ) % B G B 19 2% 1 58 % SM3 b AT

TCM2_Quote ) #E O # NS

R4

K

ik

TCMI_ST_COMMAND_TAG

tag

TCM2_ST_SESSIONS

UINT32

commandSize

n|171£<r4

TCM2_CC

commandCode

TCM2_CC_Quote

TCMI_DH_OBJECT

(@signHandle

AT 26 4% B AT 1 8 41 A A
BRG]
AL A USER

TCM2B_DATA

qualifyingData

AT 25 £ AL A 4 A0

signHanle % TCM2_ALG_NULL f{# FH i %5

TCMT_SIG_SCHEME+- inScheme £ 07 2, WR signHandle | %5 44 5% S TCM2_
ALG_NULL, fifi F % {81 2 % 4 5K
TCML_PCR_SELECTION PCRselect quote FEAEfE A i) PCR

£ 72 TCM2_Quote )M H S

B 2 B i i
U 2R A A BAT B L B AR 10 R 5 A A T AR
TCM2_ST tag [, 4 5 i 2 PUAT 2R W, U i i tag S22 TCM2_
ST_NO_SESSIONS
UINT32 responseSize 3R [ A R/
TCM2_RC responseCode iR [a] i
TCM2B_ATTEST quoted BB IR BR
TCMT_SIGNATURE signature HF quoted 9% 44 1
7.11.4 TCM2_GetTime
A A e A 8] Y FiF A I R] . 324 4% O g AR S BAR S RCEOR Lk 73 FIER 74,
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% 73 TCM2_GetTimeO)EOEM NS

s 4 ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize i KB
TCM2_CC commandCode TCM2_CC_GetTime

A A F 4 (TCM2 _RH _ ENDORSE-
MENT)

BRG] 1

BARUS 0 . USER

TCMI_RH_ENDORSEMENT @privacy AdminHandle

REPNAT 2 4 BV 10 25 4H Al
TCMI_DH_OBJECT -+ @ signHandle BREG: 2
BAUA . USER

TCM2B_DATA qualifyingData PG IR

4R signHandle #1445 44 %Ki & TCM2_ALG_
NULL, ff FHiZ (B A by 25 44 SR e

TCMT_SIG_SCHEME+ inScheme

R 74 TCM2_GetTimeOEO®BH S

e HR filiig

QR A 4 PRAT IR i A A0 5 A B ie A
TCM2_ST Tag [e) o 2R i 4> AT % W D i tag R TCM2_
ST_NO_SESSIONS

UINT32 responseSize IR [ ECE RN
TCM2_RC responseCode 3R [
TCM2B_ATTEST timelnfo i TCM A1) 2 ) i B
TCMT_SIGNATURE signature 3T timelnfo W25 44

7.12  IfgRt EC BH 4
7.12.1  TCMZ2_EC_Ephemeral

TCM2_EC_Ephemeral fir 4 F T 4 8 41 U i i T2 01 BRI I 56407 1% A 24 11 A RUR H EL 1 2
TR L3 75 fik 76,

44
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% 75 TCM2_EC_Ephemeral O3E O NS

TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize A K E
TCM2_CC commandCode TCM2_CC_EC_Ephemeral
TCMI_ECC_CURVE curvelD FHF V153 8 % A 1 il 4k

% 76 TCM2_EC_Ephemeral ) 0% H S %

M

il K ik

n 2R i AT T i AR A0 R 5 AR 12 A
TCM2_ST tag [e] 4 2 i PRAT 2 e T i Y tag 2 TCM2L
ST_NO_SESSIONS

UINT32 responseSize 3B 1A H 3 R /N
TCM2_RC responseCode iR 1] i
TCM2B_ECC_POINT Q BEAH Q:=[r]G
UINT16 counter commitCount 1K 16 {i

7.12.2 TCMZ2_Commit

TCM2_CommitO)#i4T ECC EZ & XL BVEE — B4y, TCM ¥ %f H& 44t 58 5 $UAT A T 1, 33 [l
Tl % 4 {8 . signHandle 2800 51 H ECC %8 . % 44 77 i & B 44 1) (TCM_RC_scheme) ,

E ZmAANGES signtdecrypt F5H —RHH  H IZ KA AR TCM_UALG_ NULL [ 5 £,

X T A plos2 Al y2 BB, IR 2 BEEHIK.E v2 AREZWHIX LT . TCM
;iR [ TCM_RC_SIZE,

2 A T i AR BAR SRR LR 7T Mk 78,

% 77 TCM2_CommitOEOBMNSH

ey 2R L Bun
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize K
TCM2_CC commandCode TCM2_CC_Commit

FH 2 4 R AR 1) 4 B A A
TCMI_DH_OBJECT @signHandle BT
AU 6 USER
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xR 77 TCM2_CommitOEOBMNSE (40

e % F i i
TCM2B_ECC_POINT pl TE M 22 -9 signHandle T #) — 4> 52 (MD
TCM2B_SENSITIVE_DATA s2 PR R B Y E - Y N O DAN T R
TCM2B_ECC_PARAMETER y2 5 s2 XA v A tR

%x 78 TCM2_Commit()# O H 5%
*n # i
U0 2Ry A PAT LT i AR A0 R A B 1 A
TCM2_ST tag [ o 40 2 A & AT 20 0 0 g i tag o2 TCM2_
ST_NO_SESSIONS
UINT32 responseSize PR €/ NN
TCM_RC responseCode IR [ul fi
TCM2B_ECC_POINT K ECC EWfE K :=[d. (a2, y2)
TCM2B_ECC_POINT L ECC EM&E L i=[r1(a2, y2)
TCM2B_ECC_POINT E ECC Ry E :=[r]P1
UINT16 counter THECE IR 5 I 28 16 iz

7.13 ZZREZWBIEGS

7.13.1

124 — > 2 0 2 A4 5 910k B

TCMZ2_VerifySignature

—MH R ZIE B S H A — e TCM., WR%E 4

I&E T, ) TCM 3& [l TCMT_TK_VERIFIED, &l TCM 3& [5] TCM2_RC_SIGNATURE,
SM2 % 4 Je % 2 Sk %1% GB/T 32918.2, ff FI#L {4 GB/T 35276,

i A 11 AR RS BOEOR LR 79 R 80,

& 79 TCM2_VerifySignature O O NS

R # FLS
bR 5 £33% L v S TCM2_ST_SESSIONS;
TCMIL_ST_COMMAND_TAG tag

0k TCM2_ST_NO_SESSIONS

UINT32 commandSize wmAKE
TCM2_CC commandCode TCM2_CC_VerifySignature
JH R B0 E 45 24 1) 3% A 2 T 3 43
TCMI_DH_OBJECT keyHandle

A& S| None
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% 79 TCM2_VerifySignature O3 OB NS (LD

FeA AN BB
TCM2B_DIGEST digest 25 44 T8 BB il 2
TCMT_SIGNATURE signature B B U0 IE 1 2 4

% 80 TCM2_VerifySignature()# % H S %

=

R Z R ik

QR A A PRAT IS i A A0 5 A A BC A
TCM2_ST tag [F) 5 40 2R i 4> AT 2R U D) i b B g 2 TCM2
ST_NO_SESSIONS

UINT32 responseSize SRS E/ T NN
TCM2_RC responseCode R[] i
TCMT_TK_VERIFIED validation I E 45 3

7.13.2 TCM2_Sign

Z A Al TCM X — AN S B AL 1Y 2% 5 (8 e A AR X AR 28 44 B B i T 25 40 . SM2 2844 T 28 44 3
EEAE GB/T 32918.2,ff FILE & GB/T 35276, %A A4 1 i A Rl 3 B AR S 8085k WL 3 81 Fa
%82,
a)  UNARAE R B A2 IR T A 00 B0 UE T k4R o 3R BH Ry 45 44 I BOHE 22 B E i B TCM
P Ho o 4R BN &t TCM2_GENERATED_VALUE JFEA1 .

b) N B A4 0T A S TCM2_ALG_NULL, 54 inScheme S35 & (1925 44 7 ik %
5% %% 07 F MR 8E )& TCM2_ALG_NULL,

o) RS 425 4407 R R 4 inScheme [ 48 5 [ RE 025 4 B0k H AL & — 5088 f

EEALBREPEH.
) WIREAE S B validation A& Empty buffer, 38 4 B 45 & B HI A EZ R0, 80 E 5 5 W5 8%
K,
* 81 TCM2_SignOEOBMNSH
B P R
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize fir A KB
TCM2_CC commandCode TCM2_CC_Sign
55 4 % 1 ) A
TCMI_DH_OBJECT @keyHandle ARG .1
B 2. USER

47
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£ 81 TCM2_SignO#EOMNSE (5D

2 # R ik
TCM2B_DIGEST digest Tl 4% 44 B A B
TSR A Y 4 44 5 & 2 TCM2_ALG_NULL,
TCMT_SIG_SCHEME-+ inScheme
ML S 80P8 E 28 4 &
TCMT_TK_HASHCHECK validation UEPA 2B (E 2 TCM A& 1

% 82 TCM2_SignOEOHHSH

FAl K fifi ik

A0 2R i & AT IR Ty i BRI L AR I A
TCM2_ST tag [F) 5 53 iy 4 BT 2 W, U A b A A i TCM2
ST_NO_SESSIONS

UINT32 responseSize 1% [a] B K
TCM2_RC responseCode & 1] B
TCMT_SIGNATURE signature s /7 ik HL

7.14 EE&®#S

7.14.1 TCM2_PCR_Extend

Zan A T B 2 1 PCR(H ., digests ZHP A& — a2 A0 95 ID 6@ i 4 B .
AR H . ) F) perHandle 45 0] 1) PCR 1,

XEE—NA T, TCM SR perNum 2 BLH T EMHE L, WRLH T, TCM ¥ SHAT T
T B4 . PCR.digestnew [ pcrNum ][ alg]:= H,,(PCR.digestold [ pcrNum][alg] || data[alg].buff-
er))

R 48 € 1 PCR A $2& HIE4% 228 I8 4 1% PCR BY{ER A 23 B2

2 A HE T A RNt BAR S REOR ISR 83 IR 84,

% 83 TCM2_PCR_Extend )N NS#

HA 2 ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize i A K
TCM2_CC commandCode TCM2_CC_PCR_Extend {NV}
PCR 4J#fi
TCMI_DH_PCR+ @ perHandle FALAIH 1
BRSA . USER
TCML_DIGEST_VALUES digests RRy R EAH Y &

48
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% 84 TCM2_PCR_ExtendO)¥EOHH S

x 1 ik

Ry A BT LT R AR T B A B I
TCM2_ST tag [F] 5 258 iy 4 PACET 2 D, U i ¢ A i i TCM2
ST_NO_SESSIONS

UINT32 responseSize P IR &/ NN

TCM2_RC responseCode IR [B] B

7.14.2 TCM2_PCR_Read

ZAn A R Al perSelect G2 M T PCR WYMH . %4 12 0 f AR i LR S 800K L3 85 Al
7 86,

a) TCM #4427 b3 perSelectionIn 1) TCMS_PCR_SELECTION %135, TCM # 2x# #8 PCR
FEFH AL BE perSelect S04 . WRA B BEE , H 247135 2 A9 PCR #7748 , TCM ¥4 23 i PCR
M AE 3 perValue I HaR M1ZAE

b)  TCM ¥4k )5 b B 45— 137 F2 7R 19 PCR., Y4 perValues 4§ 58 (97 &b 31 58 4 5% % perValues H1 % 4
FE % 1) 25 R) 70 A o A

% 85 TCM2_PCR_Read OEOMNSH

B3 DA R
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize i > KB
TCM2_CC commandCode TCM2_CC_PCR_Read
TCML_PCR_SELECTION perSelectionln BB PATEERRAE R PCR

% 86 TCM2 PCR_ReadO)#EO#HH S

KA 4 ik
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize FEA IR &/ NN
TCM2_RC responseCode iR [\ 55
UINT32 pcrUpdateCounter PCR T3 3180 8% w19 24 B (E
TCML_PCR_SELECTION perSelectionOut & A1 51 2 h i) PCR
TCML_DIGEST perValues perSelect 148 5 PCR ) Z(H
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7.14.3 TCMZ2_PCR_Reset

WA —A4~ PCR By J@ ¥k s 7% PCR M FA Y W B AVE #1782 5 /E . I A zan 2l g T &
PCR By A% . PCR By J& Pk Al 525 FR i Pt T 5 2 #5409 4 B (locality) ,

A A R L LR S BRI 87 Rk 88,

W% perHandle 24048 7 (9 PCR A REHUTE # 4 TCM #4233 1] TCM2_RC_LOCALITY,

% 87 TCM2_PCR_ResetOEOB NS

K HFR ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize oK
TCM2_CC commandCode TCM2_CC_PCR_Reset {NV}

i E Y PCR A)4H
TCMI_DH_PCR @ pcrHandle R EG] .1
AU 7. USER

% 88 TCM2_PCR_ResetO) 3£ O HS %

HH EA ik

2R i 4 AT L) i R BRI 0 A B S M
TCM2_ST tag [F] 53 iy 4 BHAT O T, WU i b tag JE TCM2
ST_NO_SESSIONS

UINT32 responseSize PEY TR € NN
TCM2_RC responseCode & 1]

7.5 EREBENGL
7.15.1 TCMZ2_PolicySigned

AR AR TR R I AL — BB AL. %A SRl i 7E policyDigest AL & 4 44 % 9 1) 4 R
1 5 2ok S B TR SR 5 4 A BB I SR8 . i A H AR R L BA S BB R L3R 89 Rk 90,

A policySession J&—N X 231 (trial session) , TCM H4 AN 23 5 I 45 44 1B 5 40 50 31 1F 4 19 25 24
BERUE , TCM #4235 3t policySession—policyDigest HJ1{H .

WA policySession A S FH 257 » TCM ¥ 2 B E B2 AL WA R — A 8528 4 . TCM H 2 0017 58
PRAE . BERON G0 2 X a0 T S AR o 1) 4 2 (H #1745 44 s nonce TCM  expiration, cpHashA DL & poli-
cyRef, fZHHEAXWT .

aHash: =H,,ua, (nonce TCM | | expiration| | cpHashA | | policyRef)
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TCM2_PolicySigned O 3£ O 8 N S £

KA 2 B ik
SRS T B L & TCM2_ST_SES-
TCMI_ST_COMMAND_TAG tag

SIONS, 7 | % TCM2_ST_NO_SESSIONS

UINT32 commandSize A K E
TCM2_CC commandCode TCM2_CC_PolicySigned
. U0 UE 2 24 18 BH A AR
TCMI_DH_OBJECT authObject

BAEK 5| : None

TCMI_SH_POLICY

policySession

7R B HEME 23 15 A
EALZ 5] - None

TCM2B_NONCE

nonceTCM

2315 [ 5K W% nonce {i
W% nonce (AL TE R BE AR i F B
VR

TCM2B_DIGEST

cpHashA

LR T (1) i 2> S B %

BAE A A4 F M cpHash, ﬁ'ﬁ;’%%ﬁfﬂﬁﬁ\iﬂﬁ
7Y i 19 cpHash {40 2R 8 A7 IR L 1%
¥onr =

TCM2B_NONCE

policyRef

i ) T B G R HE g -]y =5
INRBERTF TCM 1) nonce AY R ~F K/

UINT32

expiration

B ACK: 3 W A9 I 8], A nonce TCM 1] & I 4R LA
A0 Ay BT AT
IR expiration &% , % A 245 1R [

TCMT_SIGNATURE

auth

26 24 W) B A CIETT 38D

TCM2_PolicySigned O 3 O 3 H S #

Byl L2 ik
SR A A BT BT B AR IC R S A BR T2 AR
TCM2_ST tag [R] 5 G 2R i A B AT 2% D, DU i A ] & TCM2_
ST_NO_SESSIONS
UINT32 responseSize SRS &/ T NN
TCM2_RC responseCode & (7] fi
. , PHAT 4 2 I [R1AA 24 524 3 30 i F 48 1 TCM
TCM2B_TIMEOUT timeout i
015 5 s B O A BRI L I Tk
A A3 AR L o B Ay 4 1) expiration {H J2 dE
TCMT_TK_AUTH policyTicket % ZERE M TCMT_ST_AUTH_SIGNED

55 K 11 b 2

51
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7.15.2 TCM2_PolicySecret

1214 A0 B TR A 1 R . % T A Rt B A S BEOR LR 91 ANk 92,

P55 authhandle JCHE ) authvalue , 3 i B4 23 35 R I W XF B 2% (HL Y 1 i . AL 35 1]
5 authHandle 6B authValue, A8 & password £31F , HMAC 2358 # &0 & TCM2_PolicyhAu-
thValueO) 8{ # TCM2_PolicyPassword () £y 2> it 38 78 5 Mg 235 55 50 R iz F oK .

ARG T M2 3%, (H )& authHandle (9 authValue N2 E 1), TCM ¥ 253k [f] TCM2_RC_
MODE,

% 91 TCM2_PolicySecret O3 OH NS
By 2R BB
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize K E
TCM2_CC commandCode TCM2_CC_PolicySecret
P& IR 1 AR
TCMI_DH_ENTITY+ @authHandle FALAIR 1
AU 7. USER
. . ) ) B e R W 2= 1% 1 A A
TCMI_SH_POLICY policySession B
AR 5] : None
231 1) 5K I nonce
TCM2B_NONCE nonceTCM . o o
2R nonce &4 00 & AERZALTEHE i Bl 52
AR AR ] 04 i 4 S 50
ZAE A A1 A2 7 2 cpHash, T2 5 W6 2 775 B
TCM2B_DIGEST cpHashA : "
I A 4 (%) cpHash B, (R %A R # . i%Z 5
Bl 7S
TCM2B_NONCE policyRef 6 1] 5 2 KR O 1) 3K -] ohy 28
FZRCK: 3 WA I TE] » A nonce TCM A1 & T 44 LA
UINT32 expiration Ry B AT T B
iR expiration J& & , 1% A 245 1R 0]
% 92 TCM2_PolicySecret() 3= O % H 5 %]
Byl H K SR
AR A AT ) s A IE B A B e A
TCM2_ST tag w0 Ry A AT 5% 80, 0 g i tag S TCM2_
ST_NO_SESSIONS
UINT32 responseSize & AR A R/
TCM2_RC responseCode & [m] B
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% 92 TCM2_PolicySecretO# O H S ¥ (£

B3] EA Hivk
e , AT R A I R é’mﬁifE B 4R ) TCM
ICM2B_TIMEOU'I timeout
055 s SR R 7S S R U
A1 VE B 3h H 4y 4 P Y expiration {H J& dF
TCMT_TK_AUTH policyTicket Z A TCMT_ST_AUTH_SIGNED

45 K8 11 b 2

7.15.3 TCMZ2_PolicyTicket

%45 TCM2_PolicySigned O )L, i T 224 B ¥ T & A A, EHWAR DA H RN &
PR B FAL . A A O AR L R SRR SR L AR 93 Rk 94,

QSRR %2y, TCM ffi ] timeout,cpHashA \policyRef A M keyName @l g — 2515 5, 5 A
RIS 1 B 47 B B, SR P fid, TCM ¥ fifi A authName L4} ffi I PolicyUpdate ( ) B 7 #9
policySession ) | F 8@ —4 TCM2B_NAME (objectName),

PolicyUpdate(commandCode,authName, policyRef)

SR 52 46 19 45 F tag & TCM2 _ ST _ AUTH _ SECRET. commandCode ¥ f& TCM2 _ CC _

PolicySecret, #NHZEHE 145 #) tag & TCM2_ST_AUTH_SIGNED, commandCode ¥ & TCM2_CC_

PolicySigned,

i cpHashA ZHOAR %5,

XAMEHKG 2 1 %) cpHash o7,

% 93 TCM2_PolicyTicket )1 O N\ S %

Pyt

B

ik

TCMI_ST_COMMAND_TAG

tag

n 2 2 iR % 4 i, W2 TCM2 _ ST _
SESSIONS, 75 | 5 TCM2 _ ST _ NO _ SES-
SIONS

UINT32 commandSize wmAKE
TCM2_CC commandCode TCM2_CC_PolicyTicket

TCMI_SH_POLICY

policySession

7 B B 23 15 A
EALZ 5] - None

TCM2B_TIMEOUT

timeout

B UK 2L 3 3 B 1 )
WA M TCM $8 22, 1 DL 55 48 7= A8 AR [0l
ISE(ED

TCM2B_DIGEST

cpHashA

LR T (1) i 4> 2 B %2

BAE A A 4% B9 cpHash, T 2 5 i 45 IE%E
IO FH 44 19 cpHash . 40 2R B A7 IR . 1%
¥onl =

53
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% 93 TCM2_PolicyTicket OO NS (£

ESL i FR i 8

A5 1) T AU 5C ) 5 -7 Ry =5

TCM2B_NONCE policyRef N
K/ARRER T TCM L F5AY nonce A R~ K /h
TCM2B_NAME authName PRI AN 42 1 4 B
TCM2_PolicySigned () 5§, TCM2_Policy Secret() i&
TCMT_TK_AUTH ticket

[a] () TCM AL 5

% 94 TCM2_PolicyTicket ) 1Z O % H 5%

e HR filiig

QR A 4 AT I i AR A0 S A B e A
TCM2_ST tag [e] G 2R i 4 AT 2% I, D i 4 tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize IR BB K
iR

TCM2_RC responseCode [B] 5

7.15.4 TCM2_PolicyOR

Pt 2 TOM AT B RFFAT 47 F 11, B 06 B L. A0SR S T B i A 4
PEAEN 2 . TCM HA PP — G 2l R ZOR & 1y B Al . 2 A 24 25 o i Hrp — Dol 209 2%
THEEG T AW . %3 10 5 A S BRSOk WAk 95 Figk 96,

PolicySession—>policyDigest 5 #{ 42 it (I {H #47 b 8. @120 2457 policySession—policyDigest 5 %]
FHREEEEAICA , TCM ¥4i M TCM2_RC_VALUE, 50, 2 S8 /5 2= EE 172 s
B T B 4% B B2 4 policySession—policyDigest [ {H Jf:3& il TCM2_RC_SUCCESS,

W policySession J& — A& 236 . TCM ¥ 2 i35 policySession—policyDigest 551 & H /T 2 —
AEVCHED , I 3138 H B A9 policyDigest,

% 95 TCM2_PolicyORO#E OB NS

Byl A £ Bo
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize KB
TCM2_CC commandCode TCM2_CC_PolicyOR
. . . FEY™ I 5K W 23 345 AU A
TCMI_SH_POLICY policySession B
BRLEG]: None
TCML_DIGEST pHashList D T AGy I 114 2% 2 3 3=
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%R 96 TCM2_PolicyORO # O HS %

e P TR
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize IR 51 HCE R /)N
TCM2_RC responseCode iR [\

7.15.5 TCM2_PolicyPCR

A A WO T il & BT PCR I 2135 m

A HE T A RNt BAR S HCEOR ISR 97 FIk 98,

2§ PCR b T — MRS I A2 — AR K. 2 PCR AL TR [RPIRZS B 5 7 10 AN [6) £ & 19 452 AL
Un 2Rt 4 Bl TR M 23345 » policySession— policyDigest R fif F iy 4 i FH 94 (6 2 A7 5 » i AN 2
TCM PCR K4t LAY .

TCM ¥ 23848 pers ZHEUME 5 AR L BLAY PCR A XTI B 7 4 975 25 . A1 2R policySession A&
R 2535, TCM K 2 i 4l O e 8 1Y pers B {H 248 PCR Xﬁ@ﬂ’\]fﬁﬂ‘ﬁ%’%?ﬁﬁﬁo it FHI 5w 2> 1l
5 1Y SM3 =1 kX e £ 1%) PCR i#F 174 27155 (digestTCMD - 41 2R perDigest MK EA B E 77 &
% digestTCM 5 perDigest B{H » WA PEREE , TCM ¥43% [8] TCM2_RC_VALUE, [a] iy A2 ZE policy-
Session—>policyDigest f{H . AR ILED . B # perDigest B & &, policySession—policyDigest 4 #
P

policyDigestnew : = H i (policyDigestold || TCM2_CC_PolicyPCR || pers || digestTCM)

% 97 TCM2_PolicyPCRO O NS

| 2 iR
. S s, ) TCM2_ST_SESSIONS, 75 |
TCMI_ST_COMMAND_TAG tag
TCM2_ST_NO_SESSIONS
UINT32 commandSize A K E
TCM2_CC commandCode TCM2_CC_PolicyPCR
] . o B T 5 W 2 1 1 ) A
TCMI_SH_POLICY policySession B
B &K 5] None
RN PCR il H 2 3 o 1 2% 3 505 15 5 &
TCM2B_DIGEST perDigest f 2% H
G ES NS
TCML_PCR_SELECTION pers i3, B A A W4 2 Hh iy PCR




GB/T 29829—2022

% 98 TCM2_PolicyPCRO ¥ O H S

e £ R i i

n 2R iy AT 2 i AR A0 S A B T A
TCMZ_ST tag [, dan 2 iy & BT 2 I8, U i i cag S22 TCM2_
ST_NO_SESSIONS

UINT32 responseSize IR [ K

TCM2_RC responseCode iR ] h

7.15.6 TCM2_PolicyCommandCode

1214 22 IR AW PR ] T 45 0 i 4o i 2 1 11 i ARt BLAR S 80E SR LR 99 Rk 100,

A policySession—>commandCode A ERIAE , IEA BB 2 4E 1% Bl code {H , U policySession—
commandCode ¥ 45 BRIME , WK P25 (A [ i, TCM 4§ 223 1] TCM2_RC_VALUE,

W code BA S . TCM ¥4 423 [1] TCM2_RC_POLICY_CC, W TCM %A ik [l 4815 . policy-
Session—>policyDigest ¥§2= % FIUn T~ {E 8% 9 57 -

policyDigest e, = Hgiyarg (policyDigest,, | | TCM2_CC_PolicyCommandCode || code)

MRS S IE T HRAAT S W R commandCode 5 policySession—>commandCode A VEEL , iZ Ay 2

PRI

& 99 TCM2_PolicyLCommandCode() = M N S £

S EA £ B
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize KB
TCM2_CC commandCode TCM2_CC_PolicyCommandCode
. . . e B R R W 23 3 B AN
TCMI_SH_POLICY policySession B

B % 5] : None

TCM2_CC code SR A AU

% 100 TCM2_PolicyLCommandCode O)#:O#iH S %

ER R iR
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize P IR €/ NN
TCM2_RC responseCode iR (1] h

7.15.7 TCMZ2_PolicyPhysicalPresence

A 4 AR WA AR AT B2 5 P I BRAT AF . % 4 4% BRI BR S ROESR L AR 101 A
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W% A 4 1) » policySession—isPPRequired K 23 # 35 B . 3 2 W% 5 W $ ] T 552 I I 4 4

M. 55 4h, policySession—policyDigest {fi FUn F{H 4T & .

policyDigest ey = Hoieyaie (policyDigesty, | | TCM2_CC_PolicyPhysicalPresence)
% 101 TCM2_PolicyPhysicalPresence ) ¥ O i A S
Eyi| £ K i B
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize iy A K
TCM2_CC commandCode TCM2_CC_PolicyPhysicalPresence

TCMI_SH_POLICY

policySession

B I SR W 2 17 ) ) A7
EAZ 5] - None

% 102 TCMZ2_PolicyPhysicalPresence () ¥z [ #i HH & #%
e P2 A
TCM2_ST Tag TCM2_ST_NO_SESSIONS
UINT32 responseSize & AR KN
TCM2_RC responseCode iR [\

7.15.8 TCM2_PolicyCpHash

%A WO T S VF R 5 R 1 i & i o S

103 1k 104,

PRE . ZAr D AR BASHCER L3R

MiZ 4 A1 cpHashA S50 A 88 & 1F policySession—PolicyDigest H1, TCM2_PolicySigned () .
TCM2_PolicySecret) J¢ TCM2_Policy Ticket $ BT I o iF AL R ATHE R A4 . TCM2_Policy-
CommandCodeO) 15 5 W 5 45 € 19 i 2 ACAS B € T L EAT e g 19 58 0 ] B AU 5 i 2 AR o

4 policySession — cpHash B &% & H 5 cpHashA A —#£, TCM ¥ & & [ TCM2 _RC_
VALUE, % cpHashA 5 policySession— policyDigest K /NA —#Ff, TCM ¥ 45 3& [f] TCM2_RC_
SIZE. UnE cpHahsA £l 5 3 , policySession—cpHash % # & cpHashA {H , H policySession— poli-
cyDigest 2R 40 {2547 56 387 -

policyDigest,., := HpolicyAlg(policyDigesty, | | TCM2_CC_PolicyCpHash| | cpHashA)

%* 103 TCM2_PloicyHashO) ¥ O N\ S %

Byl 2 FK ik

n iR R A %%, W& TCM2_ST_SESSIONS, 15 Il

TCMI_ST_COMMAND_TAG tag
4 TCM2_ST_NO_SESSIONS
UINT32 commandSize oK
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% 103 TCM2_PloicyHashO OB NS (L)

Byl A iR
TCM2_CC commandCode TCM2_CC_PolicyCpHash
. . ) ) B e R W 21 1 A AR
TCMI_SH_POLICY policySession
BAE 5] : None
TCM2B_DIGEST cpHashA JnE K m% i cpHash

% 104 TCM2_PloicyHashO #E O H S 41

%Al K EipuN

WA A PUAT BT  F i bR C B 5 A AR IE A
TCM2_ST tag [R) G 5 iy 4 PRAT 2% W, ) i 4 tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize & AR A R/
TCM2_RC responseCode I [B] B

7.15.9 TCM2_PolicyAuthValue

2 A 2 FUVERE SRS B 5 B ALNS G B AUAE . 12 iy 4 42 11 iy AR i ) LA 2 4002E5R L3R 105 Fi
% 106,
2R i 2 i 5¢ i policySession—isAuthValueNeeded $§ 2> 9 & . TR W] 4315 240 i 42
A HMAC {H ,authValue (B # £2 & 7 hmacKey H1, 5 4p, policySession—isPasswordNeeded {H ¥ g
B
A 2R AE ) L policySession—>policyDigest 23 i FII 1 T {3447 55 -
policyDigest,., = H,giyar (policyDigestyy | | TCM2_CC_PolicyAuthValue)

% 105 TCM2_PolicyAuthValue ) O\ S #

ey F R fifi i
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize i A K
TCM2_CC commandCode TCM2_CC_PolicyAuthValue

B e SR 23 Wl (9 ) A

TCMI_SH_POLICY policySession
BRLE 5] : None
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% 106 TCM2_PolicyAuthValue ) O % H S %

e P ik
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize IR 51 HCE R /)N
TCM2_RC responseCode iR [\

7.15.10 TCMZ2_PolicyPassword

ZAT A SV R IG5 O BB R BB I . w2 1 ARl HAR S4B SR L3R 107 AN
% 108,

a2 B 58 ), policySession—>isPasswordNeeded #§ % & , i T 36 B Y4 #2215 w8 o, B 8%
B 429 authvalue KE kG . I8 206 78 ALY HMAC 280 b 4t authValue, 2824807 & 14
(password) J5 LB, 6 i HMAC 5 authValue FI{H

% 107 TCM2_PloicyPassword ) O\ S £

g B fli ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize wmAKE
TCM2_CC commandCode TCM2_CC_PolicyPassword
. . . ) B 8 5 W 233 1Y AN
TCMI_SH_POLICY policySession
FAE 5] None

% 108 TCM2_PloicyPassword () #2 4 H &

FeA 2R ik
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize & AL HE KN
TCM2_RC responseCode 1R [ 1

7.15.11 TCMZ2_PolicyGetDigest

A4 IR A1 23 3 19 policyDigest [ B . 1% fir 4 H2 11 iy A F i Y BAK 2 820K W& 109 Al
% 110,
A LV TCM B TR AT N X 43158 authPoliey fH.
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£ 109 TCM2_PloicyGetDigest ) = 0 i \ S

Sy £ f ik
R s U & TCM2_ST_SESSIONS, 75 Il

TCMI_ST_COMMAND_TAG tag
4 TCM2_ST_NO_SESSIONS

UINT32 commandSize wmAKE
TCM2_CC commandCode TCM2_CC_PolicyGetDigest
] ] B SR W23 U 1 ) A
TCMI_SH_POLICY policySession

BRE 5] None

% 110 TCM2_PloicyGetDigest O O % H S #

s £ FR ik

05 A PAT R AR E S B A AR iE A
TCM2_ST tag [R) Gn S i A $AT 2% T, D 4 Y tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize AT &y NN
TCM2_RC responseCode & [B] 5
TCM2B_DIGEST policyDigest policySession—>policyDigest [{) 24 {ij {E
7.16 S E&G%

7.16.1 TCMZ2_CreatePrimary

AT WD — A R T EEX 4, 83 TCM2_RH_NULL F il i X 42 3% 6 4 168 1 4
AZ¥ TCM2B_PUBLIC 1E 54 @ % G BN . % 25 B 2 I i 2% — > FEZEXT 4 % 4 i) U s
AN pR [l

Z a4 ] DL A TCM2_Create O Su iR (84 An] 25 784 11 X G2 F1 I8 1 21 6 X8 A5 Al R 2 850100 249 o 5 BR
5 TCM2_CREATE #H[F] , U2 32 47 i 25 B R B A7 it 235 5 AS 52 240 o) DA T A3 B B 1k

A A BOR AR M BAUE B . 5 PPS M SR 1 3 % 42 ZoR 4244 platformAuth 5§ platformPolicy #
B R .5 SPS AHSCIK iy 20 REOR I & 42 it ownerAuth B¢ ownerPolicy 2 AU{F & . 5 EPS #1%
e i 35 BE % 22 3R 8 # 32t endorsement 3% endorsementPolicy ¥ AU(E &, .

12 i A e 1 i ARt BAR S BCEOR WL AR 111 Ak 112,

\\

H

% 111 TCM2_CreatePrimary O # OB NS #

B3 R EiB
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize fir A K
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% 111 TCM2_CreatePrimaryO#E O NS (40

B3] EA TR
TCM2_CC commandCode TCM2_CC_CreatePrimary
TCM2_RH_ENDORSEMENT,
TCM2_RH_OWNER,
TCM2_RH_PLATFORM+{PP}uf#
TCMI_RH_HIERARCHY+ (@ primaryHandle
TCM2_RH_NULL
BREG 1
BAUA @ . USER
TCM2B_SENSITIVE_CREATE inSensitive [ FABCHE 5 4
TCM2B_PUBLIC inPublic ONTF X AR AR
%S B WA & B i 2 8 creationData HY,
TCM2B_DATA outsidelnfo P A0 X G 5 A 2 IR A A AT S8 HIE 1Y
k&
TCML_PCR_SELECTION creationPCR 8 E W ) PCR 217 7%

% 112 TCM2_CreatePrimary ) ¥ O % H & #

HA 2 i fifi ik
0 SRy A AT BT i A I R A AR A
TCM2_ST tag [, G B & HRAT 26 0, U 1 tag g TCM2_
ST_NO_SESSIONS
UINT32 responseSize SRR &/ TN\
TCM2_RC responseCode 3R (7] fith
TCM2_HANDLE objectHandle B B 32 X R AT
TCM2B_PUBLIC outPublic B R G 1 2 FF X 45
TCM2B_CREATION_DATA creationData 3R (] 1 ) A AR A
TCM2B_DIGEST creationHash Al A B 1 8 B
TCMT_TK_CREATION creationTicket 65 0F B 4 B0 i S22t TCM 7= 26 1) SR 4% S5 1E
TCM2B_NAME name RFESoE JiEAS

7.16.2 TCM2_HierarchyControl

Ve 4 TF 5 A Ik AF A hierarchy 45 %8 9 5 JI1, % 45 3% 60 57 4 {5 £ B $ £ I, phEnable.
shEnable,ehEnable ¥ i85 28 . MiZ v 2 K25 ] — 4> hierarchy 2285t , TCM ¥ 28 A H 5%
S5 AR I 1 7K A SR RS T B T AT 5 126 A5 RORH S B A I s X6 42
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i A 1 AR RS BCEOR AR 118 FISk 114,

% 113 TCM2_HierarchyControl ) # O #i N S

FA F R fifi i
TCMIL_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize i KB
TCM2_CC commandCode TCM2_CC_HierarchyControl{ NV E}

TCM2_RH_ENDORSEMENT,
TCM2_RH_OWNER & #%
TCMI_RH_HIERARCHY @authHandle TCM2_RH_PLATFORM-+{PP}
BRG]

BALE 3 . USER

W5 9 2 2% %) hierarchy 28 4%
TCMI_RH_HIERARCHY hierarchy TCM2_RH _ENDORSEMENT, TCM2 _RH _
OWNER # TCM2_RH_PLATFORM

TCML YES_NO state 18 R UK A S 2R a4

& 114 TCM2_HierarchyControl ) 2 O #i H S £

e %% i i

TS A A BT R i s AR E B S A AR iE AR
TCM2_ST tag [R)  Gn i A PAT 2 W, DU 46 Y tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize PR E/T DN

TCM2_RC responseCode iR ] h

7.16.3 TCM2_SetPrimaryPolicy

ZA A LV E platform, storage,endorsement 55 9 1 B AUR M . 1% 2 ERK — DA %
23T AT Y T B A SO R Y R B AR I . S 8L authHandle 48 @ T K 22 2l 48 52 85058 W 1)
hierarchy %£4¢ ., 1R authHandle 5 % 1Y hierarchy BA 5 I8 2 AHCHRE (9 52 AUF BH A BT .

2 A e T A R AR SRR IR 115 Rk 116,

% 115 TCM2_SetPrimaryPolicy O #2 O N\ S %

Al B B
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize fir A K
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% 115 TCM2_SetPrimaryPolicy O O NS (40

2R Es BB
TCM2_CC commandCode TCM2_CC_SetPrimaryPolicy{ NV}
TCM2_RH_ENDORSEMENT, TCM2_RH_
OWNER 8 % TCM2_RH _PLATFORM +
TCMI_RH_HIERARCHY @authHandle {PP}
BREG 1
AL . USER
} FERUR W 0 5 SL0H W 2R hashAlg 80025, 0
TCM2B_DIGEST authPolicy
W2 %00 4 Empty Buffer
TR A hash 53, 402 241 authPolicy
TCMI_ALG_HASH-+ hashAlg
Shas Nk Z%0 S TCM2_ALG_NULL
% 116  TCM2_SetPrimaryPolicy O #: O H S
B3] EA ) iR

SR A A BT BT L i AR E Y S B AR iR M
TCM2_ST tag [F) G R iy 4 $AT 2 U, T i 4 tag & TCM2_
ST_NO_SESSIONS

UINT32 responseSize I o] g K
TCM2_RC responseCode iR [\ 55

7.16.4 TCM2_Clear

B IR S8 TA H M A TCM L F 3. iz a4 4 1 i AR i 2R S 50 Z R L
F 117THI 118,

Z A A 3R platformAuth fil lockoutAuth A E R .

Wk TCM2_ClearControl C 425 ] 1 iz A4 . W] TCM i& [a] TCM2_RC_DISABLED .

WA A lockoutAuth #ZAUF &, Wi i, HMAC #4468 F 819 lockoutAuth #2AUE (Empty Buffer)
5

% 117 TCM2_ClearOEO B NS H

FAH Bk ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize K
TCM2_CC commandCode TCM2_CC_Clear{NV E}
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F 117 TCM2_ClearO3EOEM NS H (50

Fe Al B fifi ik

TCM2_RH_LOCKOUT & # TCM2_RH_
PLATFORM+ { PP}

BRG]

FR G iy : USER

TCMI_RH_CLEAR @authHandle

£ 118 TCM2_ClearOEOH HS#

%A E fiiig

TSR A A BT s s AR AE B A AR iR A
TCM2_ST tag [A] o SR iy A PHAT 2 T, DU Y tag S22 TCM2_
ST_NO_SESSIONS

UINT32 responseSize CE¢/Er NN

R
TCM2_RC responseCode iR [\

7.16.5 TCMZ2_ClearControl

A B S T TCM2_Clear iy 4 B9H0UAT .

SR disable 8 2 MR UE 2 5 6 SR 28 ) TCM2_Clear 74>, f#i il LockoutAuth $2 A0 T4 &
disableClear, fH AN GEVE R . {6 ] PlatformAuth ¥ B nf 28 H 8 )8 i TCM2_Clear 154 .

A 4R D i AR ) BARS BEOR WL 119 & 120,

*& 119 TCM2_ClearControl O # O8NS #

RH # R i34
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize K
TCM2_CC commandCode TCM2_CC_ClearControl

TCM2 _ RH _ LOCKOUT or TCM2 _ RH _
PLATFORM+ { PP}

TCMI_RH_CLEAR @auth B
BRG] 1
BAG . USER
YES. % & disableOwnerClear 5 &
TCMI_YES_NO disable

NO: #5 disableOwnerClear #5738
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% 120 TCM2_ClearControl Oz O H 5%

KR % B fii ik

Q2R i A SRAT D il R A0 - A AR GO A
TCM2_ST tag [F] o AR Ay 4 PHOAT 2R U U 4 tag R TCM2_
ST_NO_SESSIONS

UINT32 responseSize IR [ P K
TCM2_RC responseCode iR [\ 55

7.16.6 TCM2_HierarchyChangeAuth

A A K U — A hlcrarchy S5 2 5 lockout Y #2 AURL % fEL . 75 24 i ] 24 A 69 $52 AU(EL A O i & 42
Ko R BRAUE AR LA BER T H T8 LR S8 89 SM3 QR Rk = A I 2 E K E . % %
Dﬁﬁﬁ/\%ﬂﬁﬁﬁtﬂﬁﬁiiﬁ%&%*ﬂ% 121 Fi 122,

%

% 121 TCM2_HierachyChangeAuthO) # O #i A S #{

s 5 ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize K
TCM2_CC commandCode TCM2_CC_HierarchyChange Auth{ NV}

TCM2_RH _ LOCKOUT, TCM2 _ RH _ EN-
DORSEMENT, TCM2_RH_OWNER & M_
TCMI_RH_HIERARCHY_AUTH @authHandle RH_PLATFORM+ (PP}

BRG]

FALG iy : USER

TCM2B_AUTH newAuth B 2 BUE

% 122 TCM2_HierachyChangeAuth) # O % H £ %

b

B Z R ik

n 2R i AT T i AR A0 N AR 12 A
TCM2_ST tag [l dn 2 iy & $RAT 2 W, U i tag 2 TCM2
ST_NO_SESSIONS

UINT32 responseSize IR [0 £ 4 K B

TCM2_RC responseCode iR [1] i
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7.17 FHRHEHES

7.17.1 TCM2_DictionaryAttackLockReset

M ERE N ESARIM, TCM Gk g . Zam S A TENiZai ER, WmRiZaS e IEm
B, B2 TR (lockout counter) B E . % i 2 #2115 AR Hf HAR S ECBSR WL 36 123 Fnsk 124,
1 —4 lockoutRecovery [a] B s A AL VF — IR FZ AR,

% 123 TCM2_DictionaryAttackLockReset() 2 0 #i N S £

K 4 ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize K
TCM2_CC commandCode TCM2_CC_DictionaryAttacklockReset {NV}

TCM2_RH_LOCKOUT
TCMI_RH_LOCKOUT @lockHandle B EG 1
BRA . USER

& 124 TCM2_DictionaryAttackLockReset () $Z 0% H S 5

e % F i i

TR iy A PRAT R T L B R BRI Y S A BR IR A
TCM2_ST tag [R) G i A PAT 20 T, DU 4 Y tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize PR €/ NN

TCM2_RC responseCode iR [

7.17.2 TCMZ2_DictionaryAttackParameters

wan e T HUEBUE S8 %o 3 D i ARt BAR S ORI AR 125 FiEk 126,

a) A lockoutAuth,

b) M ZE (newRecoveryTime il lockoutRecovery) 3B i £ 1 {8 55 % 5& i ] 11 AE isp 4

o) ZAn A VA AR WM E g (failed Tries) % . 7E lockoutRecovery | . % fi & H AL iF —

BRI
% 125 TCM2_DictionaryAttackParameters() 3 O \ S
B3 R EiB
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize fir A K
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% 125 TCM2_DictionaryAttackParameters O 3 O8I NS £ (£

ey E7 iR
TCM2_CC commandCode TCM2_CC_DictionaryAttackParameters { NV}

TCM2Z2_RH_LOCKOUT
TCMI_RH_LOCKOUT @lockHandle BARES 1
AU 4. USER

UINT32 newMaxTries BB A 22 I S A B A R 2R IOV
UINT32 newRecoveryTime WK A% A sh ek AT B RS A

R lockoutAuth 2Z B« lockout Auth 2% i
UINT32 lockoutRecovery 2Z )5 1) ) [a] R %

FAH R R EH T

% 126 TCM2_DictionaryAttackParameters() 12 % i S £

=

KA H R fnik

AR A A BT R T i AR E B S A bR e AR
TCM2_ST tag [E) s A SRy A BT 2 I, MU ) tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize S RGN

TCM2_RC responseCode iR [A] fith

7.18 HEBEIEGS

TCM2_PP_Commands fig 2 #% T & XAE N % platformAuth/platformPolicy B #b 75 , B &8 4y & 7
B WY PRAAAE

ﬁﬁé%%wm%T@URHPuWRRMEﬁﬁ%ETT

2 A AT ) s Y BLAE setList w4 i 2B B I 21 24 5 4] 4 DG HE 19 #2402 TCM2_RH_PLAT-

FORM b} 75 A Y FAEAE I 25 P . clearList ) R Wiy & AN B4 BHY PRAFAE .

MR — A 2 A TR E A9 R JORE A SCE . R — a4 A5 R
BT I AT

TCM2_PP_Command O fir % & 2 it B/ W) BAF A

A H i ARt BAR SHCEOR WA 127 Fisk 128,

& 127 TCM2_PP_CommandsO)#E O N\ S £

B3| £ R B
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize oK
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% 127 TCM2_PP_CommandsOEO#WM NS (20

Byl H K i R
TCM2_CC commandCode TCM2_CC_PP_Commands {NV}
TCM2_RH_PLATFORM+ PP
TCMI_RH_PLATFORM @auth BAET] 1
AU 6 . USER + Physical Presence
TCML_CC setList N 75 LWy PRAFAE T W] 4 51 R
TCML_CC clearList NPT B B AE 7 B B A A5 R
% 128 TCM2_PP_Commands() # O H 5
24 7 % F i i
TR Ay A BT R T L i R BRI Y S A BR IR A
TCM2_ST tag [ o 40 A A A BOAT 2 T, D0 4 L tag 2 TCM2_
ST_NO_SESSIONS
UINT32 responseSize IR [0 £ 3 K/
TCM2_RC responseCode iR A5
7.19 ETXEEGS
7.19.1 TCM2_ContextSave
S H T RESTE LT R4 1T .

A AN T EAT 5 EAR AL 2310 - tag NE TCM2_ST_NO_SESSIONS, TCM 4 2: i & 5¢

PR B SC,

i A 1 1 A R B S BCESR DL AR 129 RISk 130,

& 129 TCM2_ContextSave OO BN S %]

#%

K 4 ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize R
TCM2_CC commandCode TCM2_CC_ContextSave

TCMI_DH_CONTEXT

saveHandle

e BLARAF TT R 1 ) AR
BALZ 5] : None
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% 130 TCM2_ContextSave ) 3 O H S #

FeA 2R EiiiEas
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize & AR A K/
TCM2_RC responseCode iR [A] fith
TCMS_CONTEXT context T S s B

7.19.2

/(

a)

b)

TCM2_ContextLoad

4 HF EH o mzk i TCM2_ContextSave O fig 2 A7 1 L F 3C.
AT AN T EAT M BB 205, tag W /& TCM2_ST_NO_SESSIONS,
WMEH RS RS BERN, TCM %23 [H TCM2_RC_HIERARCHY.

BARSBE R LR 131 i1k 132,

& 131 TCM2_ContextLoad OE OB NS £

E Sy EA S ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize > KB
TCM2_CC commandCode TCM2_CC_Contextl.oad
TCMS_CONTEXT context R S s B

% 132 TCM2_ ContextLoad )OO H S %

B3 2 B ik
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize IR [ 540 R/
TCM2_RC responseCode iR [1] i
TCMI_DH_CONTEXT loadedHandle T2 Sy 0 2K S 4 1 BT R B ) A

7.19.3

A

a)
b)
c)

TCM2_FlushContext

A5 5 AR BB H 23 E R F R SCER TCM AR B . 2% i 2 4 100 g AR iy LA
SR 133 FIEE 134,

T A AR T TCM Hrif B fE AL X 4 .

A A N AT A 5 B AL 231, tag v j& TCM2_ST_NO_SESSIONS,

AR SR AR g ik B X G EL AT BEAT 5 N 8 X G 56 HKR . TCM 43R [s] TCM2_RC_HANDLE,
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d) AR AR A AL S U L LR A I e T Y 2 i S, TCMRE R R TCM2_
RC_HANDLE,

% 133 TCM2_FlushContext() = [ N\ S &

e P ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize fir KB
TCM2_CC commandCode TCM2_CC_FlushContext
TCMI_DH_CONTEXT flushHandle T B 1Y ) AR

% 134 TCM2_FlushContext() % H S

ey H R ik
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize P IR €N
TCM2_RC responseCode i [B] f

7.19.4 TCMZ2_EvictControl

2ty A SUVFIG I X G A8 AR AT G2 B0 — D FE AT R 9Kt TCM, % iy 4 12 1 4 A Fin g 2L
RS HBER W3 135 F1#& 136,

W2k objectHandle g il B Xf 52 2 4 F 8 X 52 458 A A7 At HL o3 B — D FE A AR . 2R objectHandle
JE— DR ARG I R BKOEE iR AR 4

% 135 TCM2_EvictControl O 3O NS #

B3] H R Eiipu
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize i KB
TCM2_CC commandCode TCM2_CC_EvictControl {NV}

TCM2_RH_OWNER or TCM2_RH_PLAT-
FORM+{PP}

BRI : 1

BAUSf f8 . USER

SIESRS AT

FALE G| None

5 objectHandle J&— /N E & X A4, I8 4
XA — A R IZ R AR E W HEA AR

W objectHandle J& 37 A X & 745 I8 4 1% 18
i objectHandle { — %X

TCMI_RH_PROVISION @auth

TCMI_DH_OBJECT objectHandle

TCMI_DH_PERSISTENT persistentHandle
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% 136 TCM2_EvictControl ) 3£ O % H S %

HR % B fii ik

0 2R i A BT I L F R AR IC B S AR IE AR

TCM2_ST tag [, p 2R iy AT 2 T80, U i i tag 2 TCM2_
ST_NO_SESSIONS
UINT32 responseSize AL €/ NN
TCM2_RC responseCode iR [\ 55

7.20 BHEHS

7.20.1 TCM2_GetCapability

A A MR TCM B H: 25 HibR 23R 11 AS ] ) 15 8

WA 4 T R AR RS BB R LR 137 FIER 138,

Capability Z80E 1R s (8L . Property 2400 9 e 1R [l A9 50 — ME. WRBEA
Y property {EAHSCHYRRPEAE  H A0 RAZAE T — > e (B UGR[0 (L

propertyCount ZHCERUITESE E 1Y 41 P /5 2 A9 T RERCEE . TCM M 23 3R [7] 75 28 88 /9 00 5K 19 (5
(propertyCount) 54 iR [0 § 75 22 R BT A 10 454

0T BT BEYE B AR M1 moreData 280 E o NOL W& & YES,

£ 137 TCM2_GetCapability O # O N S

ey H R R
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize Ty A K
TCM2_CC commandCode TCM2_CC_GetCapability
TCM2_CAP capability AR B E TR [ A A% X
UINT32 property 15 B S E X
UINT32 propertyCount g B 28 1805 [ 1) J 1 e
% 138 TCM2_GetCapability O # O % i S %
FHY AR i ik
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize AL €/ NN
TCM2_RC responseCode iR 1] fh
TCMI_YES_NO moreData RRIEM B A E LW %ALY B (E
TCMS_CAPABILITY_DATA capabilityData i 1 5O
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7.20.2 TCMZ2_TestParms

124 4 F TR R A TC A 1 B3k S 80U 9 S R .

TCM #4525 #2418 TCMT_PUBLIC_PARAMS S8 AT i #r . 40 5 S50 A o, TCM g 45
& [l TCM2_RC_SUCCESS, R WX} TCM KUtz S H0UE A W . R S 8T TCM 4 233 [IE 4
BT A 1R

2 A H AR AR SRR ISR 139 Rk 140,

* 139 TCM2_TestParmsO) O NS %]

o B4R ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_NO_SESSIONS
UINT32 commandSize i A K
TCM2_CC commandCode TCM2_CC_TestParms
TCMT_PUBLIC_PARMS parameters (L ORNAIE-RES

&R 140 TCM2_TestParmsOEOHH S

KA 44 fifi i
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize P EIR € NN
TCM2_RC responseCode I [m] B

7.21 NVEBEGS
7.21.1 TCM2_NV_DefineSpace

ZAR A NV R gt TCM 1 88 TAR R 5 NV R CE R 2 [, WX —A~ 0 &4
FE MR TIPAT E SCERAE , TCM 43R [l TCM2_RC_DEFINED,

A A 1 i AR AR S RCER LR 141 FIER 142,

a) W5 publicInfo F1 45 £ 4 —4 TCMA_NV_COUNTER,TCMA_NV_BITS ## TCMA_NV_
EXTEND # % % , TCM ¥ 233k [s]l TCM2_RC_ATTRIBUTES,

b) S TCMA_NV_COUNTER 1 TCMA_NV_BITS %% % . publicInfo—>dataSize ¥ # % & W
8,75 TCM ¥43& {1 TCM2_RC_SIZE,

c) W TCMA_NV_EXTEND #%i% & , publicInfo—>dataSize 7 VLB publicInfo.nameAlg [ 25
KN A TCM 3& [a] TCM2_RC_SIZE,

d) WHE NV % 5| 2% & 5|, publicInfo—dataSize KT TCM 519 &% K (&, TCM ¥4 1% [A]
TCM2_RC_SIZE,

e) auth MEMIRAERIE ML T, auth MREAGERT NV Z5# nameAlg(TCM2_RC_

SIZE) 7= A= i) 1 EAH .
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% 141 TCM2_NV_DefineSpace() 3 & N\ S %

s S fit
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize oK
TCM2_CC commandCode TCM2_CC_NV_DefineSpace {NV}

TCM2_RH_OWNER or TCM2_RH_PLAT-

FORM-+ { PP}
TCMI_RH_PROVISION @authHandle B
BRRG 1
FERUSA 6 . USER
TCM2B_AUTH auth BRUE
TCM2B_NV_PUBLIC publicInfo NV XA IS5

% 142 TCM2_NV_DefineSpac) ¥ O H S

el Bk fili i

R A BT LT i R AR T B A B I
TCM2_ST tag [e] o 0 2R i 4> AT 2 W DU i o tag R TCM2
ST_NO_SESSIONS

UINT32 responseSize 3B 18] B s KN
pi=3

TCM2_RC responseCode ]

7.21.2 TCMZ2_NV_UndefineSpace

ZaA W TCM R R %T .

A A T i AR BAR S BRI R 143 FIk 144,

WA nvindex A & L, TCM ¥4 2xi& il TCM2_RC_HANDLE,

WA nvindex 8 &8 TCMA_NV_PLATFORMCREATE J& 7 ¥ 1% & , 4 5 % A7 #2 it plat-
formAuth, TCM ¥f3& [1] TCM2_RC_NV_AUTHORITY,

% 143 TCM2_UndefineSpace) 3 O #i N\ 5 &1

3 2R i ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize A K
TCM2_CC commandCode TCM2_CC_NV_UndefineSpace {NV}
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% 143 TCM2_UndefineSpace O OB NS (50

B

ik

TCMI_RH_PROVISION

@authHandle

TCM2_RH_OWNER or TCM2_RH_PLAT-

FORM+{PP}
BRG] 1
B . USER

TCMI_RH_NV_INDEX

nvindex

MNV = A FE BRI NV %5
BREE

None

+ 144 TCM2_UndefieSpace) ¥ O H S £

Eayi EA ik
UNR A & BT BT L S AR E Y S B AR iE M
TCM2_ST tag [, n 2Ry PAT 2 80, U i i tag f& TCM2_
ST_NO_SESSIONS
UINT32 responseSize PR €/ NN
TCM2_RC responseCode IR [u] fi

7.21.3 TCM2_NV_ReadPublic

A TS E NV K51
I3 B S0 50 40 B AN 7 B B2

fin A 1 T AR B R S RCEGR DL AR 145 T3k 146,

NIX K NV RG24 7. RGN 6O R A UK IX L

AN

% 145 TCM2_NV_ReadPublicOEOBMANS

0

K

ik

TCMI_ST_COMMAND_TAG

tag

TCM2_ST_NO_ESSIONS

UINT32 commandSize i A K
TCM2_CC commandCode TCM2_CC_NV_ReadPublic

TCMI_RH_NV_INDEX

nvindex

NV &5
BREF

None

% 146 TCM2_NV_ReadPublicO) ¥ O H S %

2l Rk B
TCM2_ST tag TCM2_ST_NO_SESSIONS
UINT32 responseSize P TR € NN
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% 146 TCM2_NV_ReadPublicO# O H S (40
B3] EA ETiR2
TCM2_RC responseCode iR A5
TCM2B_NV_PUBLIC nvPublic o NV REIH NV A2 X
TCM2B_NAME nvName nvindex AY % FK

7.21.4 TCM2_NV_Write

a4 H AT TCM2_NV_DefineSpace O 4% X NV %5 [0] 5 A{H ., 1% w4 W 75 28
FHIE#H WA . TCMA _NV_PPWRITE., TCMA _NV_OWNERWRITE, TCMA _NV _AUTH-

WRITE,

A 1 1 i AR B AR S BOEDR L AR 147 T3k 148,

M NV £ 2|8 TCMA_NV_WRITELOCKED Jg % & . TCM ¥ £ 3% [ TCM2_RC_NV _

LOCKED,

% 147 TCM2_NV_WriteO OB NS#

R K ik
TCMI_ST_COMMAND_TAG Tag TCM2_ST_SESSIONS
UINT32 commandSize A K
TCM2_CC commandCode TCM2_CC_NV_Write

TCMI_RH_NV_AUTH

@authHandle

117 1) 42 A AEL YR ) 0 A
BRG]
A A USER

5 NV X &5

TCMI_RH_NV_INDEX nvlndex o
BAZEE] . None
TCM2B_MAX_NV_BUFFER Data 5 ANV X A8
UINT16 Offset NV X 1) 0 #% 1=
% 148 TCM2_NV_WriteOZEOH H S
B3t 2 TPy
AR A A BT LT B A e N S A R e A
TCM2_ST Tag [F) G iy 4 $UAT 2 U, T B 4 tag & TCM2_
ST_NO_SESSIONS
UINT32 responseSize & [ALECHE R/
TCM2_RC responseCode & [B] it}
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7.21.5 TCM2_NV_Increment

Zan AW T NV Z g e . iZ NV &5 il 2 TCMA_NV_COUNTER J& 4 # % & .
NV R5[3hn 1,
WRFE E W NV K518 TCMA_NV_COUNTER ¥ f % &, TCM ¥ i& [1] TCM2_RC_AT-
TRIBUTES,
tzu% TCMA_NV_WRITELOCKED #{ % # , TCM ¥§3& [f] TCM2_RC_NV_LOCKED,
Zfim 4 45 1 AR ) BLAA S SR L3R 149 IR 150,

& 149 TCM2_NV_IncrementO)#E OIS

Byl H K i R
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize KB
TCM2_CC commandCode TCM2_CC_NV_Increment
F 1] 2 A U5 19 A AR
TCMLRH_NV_AUTH @authHandle BRG] 1
BAUh @ . USER
. RHahnfg NV &5
TCMI_RH_NV_INDEX nvIndex o
A& None

% 150 TCM2_NV_IncrementO) O E S

e HR filiig

TS A A BT R s s AR E B S AR e AR
TCM2_ST tag [] o 4 SR Ay A BT 2 U, DU Y tag S22 TCM2_
ST_NO_SESSIONS

UINT32 responseSize IR BRI
iR

TCM2_RC responseCode ] i

7.21.6 TCM2_NV_Extend

A A Al TCM2_NV_DefineSpace fir 45 X B NV K IR$ BAH . %A 2 42 0 ARt 24k
SRER WA 151 FEk 152,

W TCMA_NV_EXTEND %47 #% & , TCM ¥4 22 i& [l TCM2_RC_ATTRIBUTES,

12 i 2l FH TE A B B AL L i A D 58 R NV R 51 TCMA_NV_WRITEN ¥ 9k 5 & .

W NV &3] ) TCMA_NV_WRITELOCKED J& 1 % % & . TCM ¥ £33% [a] TCM2_RC_NV _
LOCKED, data.buffer 281 KT NV K55 L1 NV 25 [H5 K/,
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% 151 TCM2_NV_Extend ) # O N\ S
B3It 2K ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize i > KB
TCM2_CC commandCode TCM2_CC_NV_Extend {NV}

TCMI_RH_NV_AUTH

@authHandle

115 1) 42 AL AEL YR 9 /50 A7
BRG]
BAAE . USER

TCMI_RH_NV_INDEX

nvindex

HYRE NV R
A& None

TCM2B_MAX_NV_BUFFER

data

R REE NV X508

% 152 TCM2_NV_ExtendOEO B HSH

=3

Z R

ik

n 2R i AT B2 i AR A0 R S AR T A
[ 2R iy & PHAT 2 I, U i i tag J2 TCM2_

TCM2_ST tag
ST_NO_SESSIONS
UINT32 responseSize IR (A1 55 4 R I
TCM2_RC responseCode iR [A] i

7.21.7 TCM2_NV_SetBits

A T BE NV R LR, EEECE M 0 B 64 B9 HURr AL AT $ B E . NV RGN 4

MR FE A Coffset) FFER 5 data #AT8 iz B . X data 1 offset W I&IE[R] TCM2_NV_Write,
R TCMA_NV_WRITTEN %A ¥ &NV K5[0 B0 A E R, data 5% ##17 5(

B

tzn% TCMA_NV_BITS %A% H . TCM ¥ 21k 7] TCM2_RC_ATTRIBUTES,
Z A S I sERNE NV &5 TCMA_NV_WRITTEN J& 6 8 3% & .

%A 4 4% F i A it BAR 2 R L3 153 RISk 154,

% 153 TCM2_NV_SetBitsOE O NS

B DA B
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize fir A KB
TCM2_CC commandCode TCM2_CC_NV_SetBits {NV}
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% 153 TCM2_NV_SetBitsOEOB NS (50

el B fili ik

F8 ] B2 AUE IR B AT
TCMI_RH_NV_AUTH @authHandle AES] . 1
BRUS f8: USER

ERE RS NV X B NV %3]
A% 5] . None

TCMI_RH_NV_INDEX nvindex

UINT64 bits 55 I PN A HEAT B A 0 Kl

% 154 TCM2_NV_SetBits()# O H 5 %

e E filiig

TSR A A BT R ) s AR E B S A R iE AR
TCM2_ST tag [] o SR Ay A P AT 28 M, DU ) tag S22 TCM2_
ST_NO_SESSIONS

UINT32 responseSize EE ¢/ TN

&
TCM2_RC responseCode iR [\

7.21.8 TCM2_NV_WriteLock

WmH NV %8| TCMA_NV_WRITEDEFINE & TCMA_NV_WRITE_STCLEAR J& ¥ ¥ 1% & ,
A T NV RIS . idr 24 1 AR 2R S 808 R ILER 155 RISk 156,

Pt A e B R IE B B S AL 2R NV R 5 TCMA_NV_WRITELOCKED J& £ & £ #{ %
B AL AL,

W NV &3 TCMA_NV_WRITEDEFINE 5 TCMA_NV_WRITE_STCLEAR #B % A % & .
TCM #4338 [fl TCM2_RC_ATTRIBUTES,

M A T IR B4R, H TCMA_NV_WRITE_STCLEAR & TCMA_NV_WRITEDEFINE
Wik E, TCM ¥ 8 NV %3] TCMA_NV_WRITELOCKED, F—¥% TCM2_Startup(TCM2_SU_
CLEAR) 4 )5 TCMA_NV_WRITELOCKED 42 9 1 4 .

% 155 TCM2_WriteLock )3 N\ S8

et ER N il i
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize s
TCM2_CC commandCode TCM2_CC_NV_WriteLock {NV}
15 18] 52 AU IR 9 4
TCMI_RH_NV_AUTH @authHandle BT 1
BRI USER
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% 155 TCM2_WriteLock O3ZEOMI NS H (&)

eyl H R ik

RBPE NV X NV &3]
BAZEE]: None

=

TCMI_RH_NV_INDEX nvindex

% 156 TCM2_WriteLock O3 H S #

HR K fi ik

05 A A ST 2 e AR T R S A BRIE A
TCM2_ST tag [ SR A 2 AT 2 U, T 3 8 tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize PR E /T NN
TCM2_RC responseCode iR [ 55

7.21.9 TCMZ2_NV_GlobalWriteLock

A4 M Pt B4 TCMA_NV_GLOBALLOCK J& #1925 % % TCMA_NV_WRITELOCKED
BRI, Wi 4B 1A AR U LU 2 B R T4 157 %% 158,

MRZG| H A TCMA_NV_WRITELOCKED 1 TCMA_NV_WRITEDEFINE J& 1, 7 TCMA_NV_
WRITTEN # % T CLEAR, iZ A ¥k A B2 1% NV R E #E. %64 % 5 platformAuth/ platform-
Policy B{# ownerAuth/ownerPolicy #Z4% .

% 157 TCM2_NV_GlobalWriteLock O #£ O\ S %

J A e ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize > KB
TCM2_CC commandCode TCM2_CC_NV_GlobalWriteLLock

TCM2_RH_OWNER or TCM2_RH_PLAT-
FORM+{ PP}

BRG] 1

BAUM 6 USER

TCMI_RH_PROVISION @authHandle

% 158 TCM2_NV_GlobalWriteLock O3 O HS %

F Al &K B
WAy A BT B 2 - Bt AR A0 1% 5 5 A bR D A
TCM2_ST tag 7] 0 SR 2 AT 2 U, U 3 8 tag S22 TCM2_
ST_NO_SESSIONS
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% 158 TCM2_NV_GlobalWriteLock OO H S8 (%)

By B B
UINT32 responseSize % [8] B K
TCM2_RC responseCode & [7] B

7.21.10 TCM2_NV_Read

A4 A H TCM2_NV_DefineSpace O 4% X AY NV 25 [a] 352 HH . %Ay 2 32 1 5 A Fi
HEAR S HE R L3R 159 13k 160,
a) A AW T A I A B2 AL I TCMA_NV_PPREAD.TCMA_NV_OWNERREAD,

TCMA_NV_AUTHREAD,

b) Wi NV &38| TCMA_NV_READLOCKE g% &, TCM ¥ 43k il TCM2_RC_NV _

LOCKED,

% 159 TCM2_NV_Read O#EOHNS

KA 2 FR ik
TCMI_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize i A K
TCM2_CC commandCode TCM2_CC_NV_Read

TCMI_RH_NV_AUTH

@authHandle

18 1] AL AEL R 4 ) A
BRG] 1
A A USER

PATEEAE D NV &R 5|

TCMI_RH_NV_INDEX nvlndex _
B &S] None
UINT16 size W £ 3 1 7=
NV X 1 # =
UINT16 offset o ‘ "
ZAE /N F 8% T nvindex %4 K/
% 160 TCM2_NV_ReadO#EO#H 5%
Al H K R
WA A ST B BT B S A AR 1T AR
TCM2_ST tag 5] . 40 2R iy A BRAT 2 L ) Ay i tag J2 TCM2_
ST_NO_SESSIONS
UINT32 responseSize A& AR R/
TCM2_RC responseCode 3R [
TCM2B_MAX_NV_BUFFER data B B A s
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WARRGI ) TCMA_NV_READ_STCLEAR J& P &, iZ & M T M6 NV R i3, #1EA

B E T —
i 162,

% TCM2_Startup(TCM2_SU_CLEAR), Zar4 42 O % A Ffy i BAR S Bk 0L 5% 161

P AT BEIEM AL, e X TCMA_NV_PPREAD, TCMA_NV_OWNERREAD, TCMA _

NV_AUTHREAD,

MW A d T IERG I FEAL, L TCMA_NV__READ_STCLEAR # %% . TCM %% & NV &5 1y
TCMA_NV_READLOCKED, W#i% NV &5|f) TCMA_NV_READ_STCLEAR # %% . TCM ¥ 1&

W TCM2_RC_NV_ATTRIBUTE, F—

READLOCKED ¥ 2835 B .

K TCM2_Startup(TCM2_SU_CLEAR) /74 5 TCMA_NV_

% 161 TCM2_NV_ReadLockO)# O # N\ 5%
E3ii] 2 ik
TCMI_ST_COMMAND_TAG tag "M2_ST_SESSIONS
UINT32 commandSize i A KB
TCM2_CC commandCode TCM2_CC_NV_ReadLock

TCMI_RH_NV_AUTH

@authHandle

1 1) 42 A AEL IR 11 /) A7
BRG] 1
AU . USER

TCMI_RH_NV_INDEX

nvindex

FREE M NV X NV &5
BRG]

None

% 162 TCM2_NV_ReadLock )3 O# H 5%

2 Al 2K ik
U SR A & BT BT L B AR E B S B AR iE M
TCM2_ST tag [l o 40 2R A A BOAT 2R U, W 4t tag J& TCM2_
ST_NO_SESSIONS
UINT32 responseSize PR TR E AN
TCM2_RC responseCode IR [A] B
7.21.12 TCM2_NV_ChangeAuth
ZA 4 FUVF NV R 5] 1 AL 2% 1 ol 48
W%&%kﬁﬂmﬂ%%m&ﬂﬂ&@mwmm TGRSR AR NI TR N

SRULFE 163 A1 164,
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% 163 TCM2_ChangAuthO#E O NS

FA H K i
TCMIL_ST_COMMAND_TAG tag TCM2_ST_SESSIONS
UINT32 commandSize i KB
TCM2_CC commandCode TCM2_CC_NV_ChangeAuth
X G A
TCMI_RH_NV_INDEX @nvIndex BRG] 1
A . ADMIN
TCM2B_AUTH newAuth B B RUE

%* 164 TCM2_ChangAuthO)#: O H S

ESL i FR i 8

TS A A BT T i AR AE B A AR e AR
TCM2_ST tag [R) > Gn i A $AT 2 W, U 4 Y tag 2 TCM2_
ST_NO_SESSIONS

UINT32 responseSize IR [ K
TCM2_RC responseCode iR [ 5
8 EXLFZE
8.1 #fik
A SCA A N 53 A I FH RS 00 ] {5 5 A A B i B B R LR AT AR T B RV S EEMN S

S R A D B G B B 22 G B T R ) B AR TE S 1 DL S B
N IRUE ST I I B A LA KR S B oAb s A A R AT N R R R U5 ik
FE T AR A AR 1A R A L A T RE UL LI R C
2. AR EAR I RE VLI 4 AR 5 ISO/IEC 11889:2015 (5 4k 45 5 X B — V5 3R WL B 5% D,
3. AR SCEATFE T BT S L M % E

8.2 HEMEIIREIER
8.2.1 TCM2_Startup

A SMWHBT AL B IIIAT . HAREE TS B 165 RIS 166,
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% 165 TCM2_StartupO3EOH NS

e S fik
TCMLST_COMMAND_TAG Tag 80 01
UINT32 commandSize 00 00 00 Oc
TCM2_CC commandCode 00 00 01 44
TCM2_SU startup Type 00 00

%* 166 TCM2_Startup OO H S

B P2 B
TCM2_ST Tag 80 01
UINT32 responseSize 00 00 00 Oa

TCM2_RC responseCode 00 00 00 00
B
80010000000c000001440000
iy 1
80010000000a00000000

8.2.2 TCM2_PCR_Extend
Aty AT TCM2_Startup fir & BRI AT . BARE TSRO0 167 Fik 168,

% 167 TCM2_PCR_ExtendO)3EOHE NS H

By Z ik
TCMI_ST_COMMAND_TAG tag 80 02
UINT32 commandSize 00 00 00 41
TCM2_CC commandCode 00 00 01 82
TCMI_DH_PCR+ (@pcrHandle 00 00 00 00
00 00 00 01
00 12
30 31 32 33 34 35 36 37
TCML_DIGEST_VALUES digests
38 39 41 42 43 44 45 46
30 31 32 33 34 35 36 37
38 39 41 42 43 44 45 46
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% 168 TCM2_PCR_ExtendO)3EOH H S8

Fol i F ik
TCM2_ST tag 80 02
UINT32 responseSize 00 00 00 13
TCM2_RC responseCode 00 00 00 00

WA
800200000041000001820000000000000009400000090000000000000000010012303132333435363738
3941424344454630313233343536373839414243444546
iy
80020000001300000000000000000000010000

8.2.3 TCMZ2_PCR_Read
BRI 25003 169 A 170,

% 169 TCM2_PCR_Read OZEOMI NS

Byl 24 ik
TCMI_ST_COMMAND_TAG tag 80 01

UINT32 commandSize 00 00 00 14

TCM2_CC commandCode 00 00 01 7e
00 00 00 01
00 12

TCML_PCR_SELECTION perSelectionln

03
01 00 00

% 170 TCM2_PCR_Read O ENHHSH

ER P iU
TCM2_ST tag 80 01
UINT32 responseSize 00 00 00 3e
TCM2_RC responseCode 00 00 00 00
UINT32 perUpdateCounter 00 00 00 15
00 00 00 01
00 12
TCML_PCR_SELECTION perSelectionOut 03
01 00 00
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% 170 TCM2_PCR_Read OEMOH®HHSE (&)

e P R
00 00 00 01
00 20
TCML_DIGEST perValues 0929 ¢l b5 6b 23 66 9

79 00 01 04 96 dc 51 98
cc 00 40 01 e2 e6 dc ca
9 bb 98 cc 7e 50 24 56

A

8001000000140000017e¢00000001001203010000

LR

80010000003e0000000000000015000000010012030100000000000100200929e1b56b2366c979000104
96dc5198¢cc004001e2e6dccafdbb98cc7e502456
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M oxE A
(MEH)
HiEEN
Al
TCM2_CC fir i 9 & FRA(E W3R AL,
KA1 @HEHE
K fir 2
Reserved 0x0000011F
TCM2_CC_EvictControl 0x00000120
TCM2_CC_HierarchyControl 0x00000121
TCM2_CC_NV_UndefineSpace 0x00000122
Reserved 0x00000124
Reserved 0x00000125
TCM2_CC_Clear 0x00000126
TCM2_CC_ClearControl 0x00000127
Reserved 0x00000128
TCM2_CC_HierarchyChangeAuth 0x00000129
TCM2_CC_NV_DefineSpace 0x0000012A
Reserved 0x0000012B
Reserved 0x0000012C
TCM2_CC_PP_Commands 0x0000012D
TCM2_CC_SetPrimaryPolicy 0x0000012E
Reserved 0x0000012F
Reserved 0x00000130
TCM2_CC_CreatePrimary 0x00000131
TCM2_CC_NV_GlobalWriteLock 0x00000132
Reserved 0x00000133
TCM2_CC_NV_Increment 0x00000134
TCM2_CC_NV_SetBits 0x00000135
TCM2_CC_NV_Extend 0x00000136
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X A1 &% (@D

K il 4
TCM2_CC_NV_Write 0x00000137
TCM2_CC_NV_WriteL.ock 0x00000138
TCM2_CC_DictionaryAttacklLockReset 0x00000139
TCM2_CC_DictionaryAttackParameters 0x0000013A
TCM2_CC_NV_ChangeAuth 0x0000013B
Reserved 0x0000013C
TCM2_CC_PCR_Reset 0x0000013D
TCM2_SequenceComplete 0x0000013E
Reserved 0x0000013F
Reserved 0x00000140
Reserved 0x00000141
TCM2_CC_IncrementalSelf Test 0x00000142
TCM2_CC_SelfTest 0x00000143

TCM2_CC_Startup

0x00000144

TCM2_CC_Shutdown 0x00000145
TCM2_CC_StirRandom 0x00000146
TCM2_CC_ActivateCredential 0x00000147
TCM2_CC_Certify 0x00000148
Reserved 0x00000149
TCM2_CC_CertifyCreation 0x0000014 A
TCM2_CC_Duplicate 0x0000014B
TCM2_CC_GetTime 0x0000014C
Reserved 0x0000014D
TCM2_CC_NV_Read 0x0000014E
TCM2_CC_NV_ReadLock 0x0000014F
TCM2_CC_ObjectChangeAuth 0x00000150
TCM2_CC_PolicySecret 0x00000151
TCM2_CC_Rewrap 0x00000152
TCM2_CC_Create 0x00000153
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RAD @Y (LD

K i 4
TCM2_CC_ECDH_ZGen 0x00000154
TCM2_CC_HMAC 0x00000155
TCM2_CC_Import 0x00000156
TCM2_CC_Load 0x00000157
TCM2_CC_Quote 0x00000158
Reserved 0x00000159
TCM2_CC_HMAC_Start 0x0000015B
TCM2_CC_SequenceUpdate 0x0000015C
TCM2_CC_Sign 0x0000015D
TCM2_CC_Unseal 0x0000015E
TCM2_CC_PolicySigned 0x00000160
TCM2_CC_ContextLoad 0x00000161
TCM2_CC_ContextSave 0x00000162
TCM2_CC_ECDH_KeyGen 0x00000163
Reserved 0x00000164
TCM2_CC_FlushContext 0x00000165
TCM2_CC_LoadExternal 0x00000167
TCM2_CC_MakeCredential 0x00000168
TCM2_CC_NV_ReadPublic 0x00000169
Reserved 0x0000016 A
TCM2_CC_PolicyAuthValue 0x0000016B
TCM2_CC_PolicyCommandCode 0x0000016C
TCM2_CC_PolicyCpHash 0x0000016E
Reserved 0x0000016F
TCM2_CC_PolicyOR 0x00000171
TCM2_CC_PolicyTicket 0x00000172
TCM2_CC_ReadPublic 0x00000173
Reserved 0x00000174
TCM2_CC_StartAuthSession 0x00000176
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X A1 &% (@D

K il 4
TCM2_CC_VerifySignature 0x00000177
Reserved 0x00000178
Reserved 0x00000179
TCM2_CC_GetCapability 0x0000017A
TCM2_CC_GetRandom 0x0000017B
TCM2_CC_GetTestResult 0x0000017C
TCM2_CC_Hash 0x0000017D
TCM2_CC_PCR_Read 0x0000017E
TCM2_CC_PolicyPCR 0x0000017F
TCM2_CC_PolicyRestart 0x00000180
Reserved 0x00000181
TCM2_CC_PCR_Extend 0x00000182
Reserved 0x00000183
Reserved 0x00000184
TCM2_CC_EventSequenceComplete 0x00000185
TCM2_CC_HashSequenceStart 0x00000186
TCM2_CC_PolicyPhysicalPresence 0x00000187
Reserved 0x00000188
TCM2_CC_PolicyGetDigest 0x00000189
TCM2_CC_TestParms 0x0000018A
TCM2_CC_Commit 0x0000018B
TCM2_CC_PolicyPassword 0x0000018C
TCM2_CC_ZGen_2Phase 0x0000018D
TCM2_CC_EC_Ephemeral 0x0000018E
Reserved 0x0000018F
Reserved 0x00000190
Reserved 0x00000191
Reserved 0x00000192
TCM2_CC_EncryptDecrypt 0x00000193
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®A1 LB (8D

K i AT
Reserved 0x00000194
Reserved 0x00000195
Reserved 0x00000196
Reserved 0x00000197
Reserved 0x00000198
TCM2_CC_ECC_Encrypt 0x00000199
TCM2_CC_ECC_Decrypt 0x0000019A
TCM2_CC_LAST 0x0000019A
CC_VEND 0x20000000
S+ 30t Reserved” §5 1 T b e 6 8 114250 08 1 0 0 7 B ol A 1
A2 IR[OHG
TCM2_RC 1& [l #5 1) 4 FRFIE UL % A2,
* A2 REB
P 1B
TCM2_RC_SUCCESS 0x000
TCM2_RC_BAD_TAG 0x01E
RC_VERI1 0x100
TCM2_RC_INITIALIZE RC_VER1 + 0x000
TCM2_RC_FAILURE RC_VERI1 + 0x001
TCM2_RC_SEQUENCE RC_VER1 + 0x003
TCM2_RC_PRIVATE RC_VERI + 0x00B
TCM2_RC_HMAC RC_VER1 + 0x019
TCM2_RC_DISABLED RC_VERI + 0x020
TCM2_RC_EXCLUSIVE RC_VERI + 0x021
TCM2_RC_AUTH_TYPE RC_VER1 + 0x024
TCM2_RC_AUTH_MISSING RC_VERI1 + 0x025
TCM2_RC_POLICY RC_VERI + 0x026
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x A2 REIR (40

K fH

TCM2_RC_PCR RC_VER1 + 0x027
TCM2_RC_PCR_CHANGED RC_VERI1 + 0x028
TCM2_RC_UPGRADE RC_VER1 + 0x02D
TCM2_RC_TOO_MANY_CONTEXTS RC_VERI1 + 0x02E
TCM2_RC_AUTH_UNAVAILABLE RC_VER1 + 0x02F
TCM2_RC_REBOOT RC_VERI1 + 0x030
TCM2_RC_UNBALANCED RC_VERI1 + 0x031
TCM2_RC_COMMAND_SIZE RC_VERI1 + 0x042
TCM2_RC_COMMAND_CODE RC_VERI1 + 0x043
TCM2_RC_AUTHSIZE RC_VERI1 + 0x044
TCM2_RC_AUTH_CONTEXT RC_VERI + 0x045
TCM2_RC_NV_RANGE RC_VERI + 0x046
TCM2_RC_NV_SIZE RC_VERI1 + 0x047
TCM2_RC_NV_LOCKED RC_VERI1 + 0x048
TCM2_RC_NV_AUTHORIZATION RC_VERI1 + 0x049
TCM2_RC_NV_UNINITIALIZED RC_VER1 + 0x04A
TCM2_RC_NV_SPACE RC_VERI1 + 0x04B
TCM2_RC_NV_DEFINED RC_VERI + 0x04C
TCM2_RC_BAD_CONTEXT RC_VERI1 + 0x050
TCM2_RC_CPHASH RC_VER1 + 0x051
TCM2_RC_PARENT RC_VERI1 + 0x052
TCM2_RC_NEEDS_TEST RC_VERI + 0x053
TCM2_RC_NO_RESULT RC_VERI1 + 0x054
TCM2_RC_SENSITIVE RC_VER1 + 0x055
RC_MAX_FMoO RC_VERI1 + 0x07F

RC_FMT1 0x080
TCM2_RC_ASYMMETRIC RC_FMT1 + 0x001
TCM2_RC_ATTRIBUTES RC_FMT1 + 0x002
TCM2_RC_HASH RC_FMT1 + 0x003
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x A2 REIR (20

2K

{8

TCM2_RC_VALUE

RC_FMT1 + 0x004

TCM2_RC_HIERARCHY

RC_FMT1 + 0x005

TCM2_RC_KEY_SIZE

RC_FMT1 + 0x007

TCM2_RC_MGF

RC_FMT1 + 0x008

TCM2_RC_MODE

RC_FMT1 + 0x009

TCM2_RC_TYPE

RC_FMT1 + 0x00A

TCM2_RC_HANDLE

RC_FMT1 + 0x00B

TCM2_RC_KDF

RC_FMT1 + 0x00C

TCM2_RC_RANGE

RC_FMT1 + 0x00D

TCM2_RC_AUTH_FAIL

RC_FMT1 + 0x00E

TCM2_RC_NONCE

RC_FMT1 + 0x00F

TCM2Z2_RC_PP

RC_FMT1 + 0x010

TCM2_RC_SCHEME

RC_FMT1 + 0x012

TCM2_RC_SIZE

RC_FMTI1 + 0x015

TCM2_RC_SYMMETRIC

RC_FMT1 + 0x016

TCM2_RC_TAG

RC_FMTI1 + 0x017

TCM2_RC_SELECTOR

RC_FMT1 + 0x018

TCM2_RC_INSUFFICIENT

RC_FMT1 + 0x01A

TCM2_RC_SIGNATURE

RC_FMTI1 + 0x01B

TCM2_RC_KEY

RC_FMT1 + 0x01C

TCM2_RC_POLICY_FAIL

RC_FMT1 + 0x01D

TCM2_RC_INTEGRITY

RC_FMTI1 + 0x01F

TCM2Z_RC_TICKET

RC_FMT1 + 0x020

TCM2_RC_RESERVED_BITS

RC_FMT1 + 0x021

TCM2_RC_BAD_AUTH

RC_FMT1 + 0x022

TCM2_RC_EXPIRED

RC_FMT1 + 0x023

TCM2_RC_POLICY_CC

RC_FMTI1 + 0x024

TCM2_RC_BINDING

RC_FMT1 + 0x025

TCM2_RC_CURVE

RC_FMT1 + 0x026
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K

{151

TCM2_RC_ECC_POINT

RC_FMT1 + 0x027

RC_WARN

0x900

TCM2_RC_CONTEXT_GAP

RC_WARN -+ 0x001

TCM2_RC_OBJECT_MEMORY

RC_WARN —+ 0x002

TCM2_RC_SESSION_MEMORY

RC_WARN -+ 0x003

TCM2_RC_MEMORY

RC_WARN -+ 0x004

TCM2_RC_SESSION_HANDLES

RC_WARN —+ 0x005

TCM2_RC_OBJECT_HANDLES

RC_WARN —+ 0x006

TCM2_RC_LOCALITY

RC_WARN + 0x007

TCM2_RC_YIELDED

RC_WARN -+ 0x008

TCM2_RC_CANCELED

RC_WARN —+ 0x009

TCM2_RC_TESTING

RC_WARN + 0x00A

TCM2_RC_REFERENCE_HO

RC_WARN + 0x010

TCM2_RC_REFERENCE_H1

RC_WARN -+ 0x011

TCM2_RC_REFERENCE_H2

RC_WARN + 0x012

TCM2_RC_REFERENCE_H3

RC_WARN + 0x013

TCM2_RC_REFERENCE_H4

RC_WARN + 0x014

TCM2_RC_REFERENCE_H5

RC_WARN —+ 0x015

TCM2_RC_REFERENCE_HG6

RC_WARN + 0x016

TCM2_RC_REFERENCE_S0

RC_WARN -+ 0x018

TCM2_RC_REFERENCE_S1

RC_WARN -+ 0x019

TCM2_RC_REFERENCE_S2

RC_WARN + 0x01A

TCM2_RC_REFERENCE_S3

RC_WARN + 0x01B

TCM2_RC_REFERENCE_S4

RC_WARN + 0x01C

TCM2_RC_REFERENCE_S5

RC_WARN + 0x01D

TCM2_RC_REFERENCE_S6

RC_WARN + 0x01E

TCM2_RC_NV_RATE

RC_WARN —+ 0x020

TCM2_RC_LOCKOUT

RC_WARN -+ 0x021

TCM2_RC_RETRY

RC_WARN -+ 0x022
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F A2 RER (5

2K

1H

TCM2_RC_NV_UNAVAILABLE

RC_WARN —+ 0x023

TCM2_RC_NOT_USED

RC_WARN + 0x7F

TCM2_RC_H 0x000
TCM2_RC_P 0x040
TCM2_RC_S 0x800
TCM2_RC_1 0x100
TCM2_RC_2 0x200
TCM2_RC_3 0x300
TCM2_RC_4 0x400
TCM2_RC_5 0x500
TCM2_RC_6 0x600
TCM2_RC_7 0x700
TCM2_RC_8 0x800
TCM2_RC_9 0x900
TCM2_RC_A 0xA00
TCM2_RC_B 0xB00
TCM2_RC_C 0xC00
TCM2_RC_D 0xD00
TCM2_RC_E 0xE00
TCM2_RC_F 0xF00
TCM2_RC_N_MASK 0xF00

A3 EEXEE

A.3.1

A %

A3 EXLTHARM,
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e s ik
uint8_t UINTS TAF5 8 Rk Al
uint8_t BYTE TR .8 Ly
int8_t INTS HFFS .8tk
int BOOL 1 bR Al
uint16_t UINT16 T 5,16 i
intl6_t INT16 B ,16 i
uint32_t UINT32 T/ .32 LR
int32_t INT32 FHE .32 s
uint64_t UINT64 TR, 64 L4 sk A
int64_t INT64 B, 64 Mk

A32 BBEYEEE

T AAELT BRI,

® AL BEBEEX

£ FK 1 ik
TRUE 1
FALSE 0
YES 1
NO 0
SET 1
CLEAR 0
A33 HMEBFEN
F A5 X AN AT T X
AL HhEREN
K £ ik
UINT32 TCM2_ALGORITHM_ID WA E— A
UINT32 TCM2_MODIFIER_INDICATOR
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®AS HMABEX (20

Fm P ik
UINT32 TCM2_AUTHORIZATION_SIZE | %4 % authorizationSize Z3{
UINT32 TCM2_PARAMETER_SIZE fir A 1 parameterSize 4
UINT16 TCM2_KEY_SIZE AR /N 10 D
UINT16 TCM2_KEY_BITS B RN (2 HEHD

A34 EE

A.3.4.1

TCM2_SPEC (kR AR A &)

% A.6 i TCM2_SPEC % & X, & XEH TCM2_GetCapability O 2 H .

T AR h A BRET T+ ROR T R AR RN R AR F S O T AV S

2. BEURS A E A S RO AR R T RE AL A — A LU VA I ETARA A5 B DR R ma R ARAD
7E 3. “Reserved”H§ I T i e 20 1 1M £ B2 400 0 9 ol 7~ Be i e £
E 4 B A RPHI AT # " Reserved” WA B S BT 1~ 3 B HNAENE.

#& A6 TCM2_SPEC EEE X

&3] 18 i i
TCM2_SPEC_FAMILY 0x322E3000 ASCII“2.0” ,NULL £
Reserved
Reserved
TCM2_SPEC_YEAR 2020 SO A

Reserved

A.3.4.2 TCMZ2_ALG_ID

2 AT~ A9 X TCM2_ALG_ID FE#] K 1D #4757 & X,

* A7 TCM2_ALG_ID 3 &4l

51 24 % fiik
R 43T 48 S5V Y Bl iE 44
fH oM 4k
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F® A7 TCM2_ALG_ID REF| (1)
G| 24 R
RFELT
A——FF NG FRAER 1 FE X FR 25 1 B vk
S XA — A FAEH 1 X Bk 2 i Bk
H—4% 4 ABCHE 5 48 B 22 19 22 2 s 5k
Byl X2 2, %5 W 3 %
N—— /B £ % 2 50k
E— I B
M———A~ 4 Mask 7= A4 T fig 1) )7
O——— /X4 28
A A TSR XA B A I 3 I A T A B T kR
%% B SUE S % SO
B Vi B
£ A.8 TCM2_ALG_ID(UINT16) E X
R E N (L1 B3] 3 Elip
TCM2_ALG_ERROR 0x0000 AWK A
reserved 0x0001
reserved 0x0004
TCM2_ALG_HMAC 0x0005 H X HMAC & ¥
reserved 0x0006,0x0007
reserved 0x0008
reserved 0x0009~
reserved 0x000A
reserved 0x000B~0X000F
TCM2_ALG_NULL 0x0010
TCM2_ALG_SM3_256 0x0012 H SM3 A= 5k
TCM2_ALG_SM4 0x0013 S SM4 *f R s
reserved 0x0014~0x0019
TCM2_ALG_ECDAA 0x001A A XN ECC
TCM2_ALG_SM2 0x001B AXE ECC SM2 HEXF FR &
Reserved 0x001C~0x001F
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% A.8 TCM2_ALG_ID(UINTI16)ENX (&%)

(X7 S {8 FA A i ik
Reserved 0x001C~0x001F
TCM2_ALG_KDF1_SP800_56A 0x0020 H M ECC
TCM2_ALG_KDEF?2 0x0021 H M
TCM2_ALG_KDF1_SP800_108 0x0022 H M
TCM2_ALG_ECC 0x0023 A O
Reserved 0X0024
TCM2_ALG_SYMCIPHER 0x0025 OS
Reserved 0x0026~0x0042
TCM2_ALG_CFB 0x0043 SE
Reserved 0x0044
reserved 0x00C1~0x00C6 T8
Reserved 0x8000~0xFFFF {5 58
& A9 TCM2_ECC_CURVE(UINT16) E X
R {H i i
Reserved 0x0000
Reserved 0x0003
Reserved 0x0004
TCM2_ECC_SM2_P256 0x0020
# TCM2_RC_CURVE

A.3.43 TCM2_CC (#547%)
— A A 32 A AR T B e, nE AL10 ISR ALLL BT

£ A0 TCM &4 32 1454

3113012928 16115

Res |V Reserved AR5l
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=z A1 TCM £ X FEH IR

FRR AL £ & X
15:0 Command Index ARGl
28:16 Reserved K 0
2 . SET(D): J i H & X A4
CLEARCO): HEJ /i A & Xy fir 2
31:30 Res i 0

A.3.4.4 TCM2_ST (£iF%E)

% A2 % TCM2_ST 7 T X,

#F A.12 TCM2_ST(UINT16)EX

# K (A itk
IR (A8 By bR IR
TCM2_ST_RSP_COMMAND 0x00C4 » i
HFRERRA TCM #LIE 1Yy 4 793R [7] 6
TCM2_ST_NULL 0X8000 e, R CEARE X
fir 4 /R 1B f BRI A (A
N Y A 4 /3R [BUE AN B W 23 TR N/
TCM2_ST_NO_SESSIONS 0x8001
mHE TCM 1y & [l 15 (responseCode) A J&
TCM2_RC_SUCCESS, #i i &% tag I &
AL
fir 4 /3R 1B BB PR (E
TCM2_ST_SESSIONS 0x8002 KA/ R EIH — A H A0, AUE/
S K /ME
reserved 0x8003 {5 58
reserved 0x8004 14 88
TCM2_ST_ATTEST_NV 0x8014 FriF T IAIE B 25 48 {R
TCM2_ST_ATTEST_COMMAND_AUDIT 0x8015 BRI T IAIE /4 45 44 1A
TCM2_ST_ATTEST_SESSION_AUDIT 0x8016 B T IAUE 5 25 4 fR
TCM2_ST_ATTEST_CERTIFY 0x8017 FRIFH TIAE 1 45 #4 1R
TCM2_ST_ATTEST_QUOTE 0x8018 FrR UL T IAIE A8 45 1 1A
TCM2_ST_ATTEST_TIME 0x8019 B FIAIE 1 25 48 1R
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& A.12 TCM2_ST(UINTI6) E X (21
A (IR i R
TCM2_ST_ATTEST_CREATION 0x801A PR FAE i 25 4 1A
reserved 0x801B [

TCM2_ST_CREATION 0x8021 IR T ticket 287
TCM2_ST_VERIFIED 0x8022 PRIR T ticket 2851
TCM2_ST_AUTH_SECRET 0x8023 PRIR T ticket 2851
TCM2_ST_HASHCHECK 0x8024 PRIR T ticket 2871
TCM2_ST_AUTH_SIGNED 0x8025 PRIH T ticket 285

A.3.4.5 TCM2_Cap (Capilities)

2 A.13 X%} TCM2_Cap #4757 T 2 X,

% A.13 TCM2_Cap &

HFR 8 @ P IR [B] e 70
TCM2_CAP_FIRST 0x00000000
TCM2_CAP_ALGS 0x00000000 TCM2_ALG_ID(1) TCML_ALG_PROPERTY
TCM2_CAP_HANDLES 0x00000001 TCM2_HANDLE TCML_HANDLE
TCM2_CAP_COMMANDS 0x00000002 TCM2_CC TCML_CC
TCM2_CAP_PP_COMMANDS 0x00000003 TCM2_CC TCML_CC
Reserved 0x00000004 TCM2_CC TCML_CC
TCM2_CAP_PCRS 0x00000005 reserved TCML_PCR_SELECTION
TCM2_CAP_TCM2_PROPERTIES | 0x00000006 TCM2_PT TCML_TAGGED_TCM2_PROPERTY
TCM2_CAP_PCR_PROPERTIES | 0x00000007 TCM2_PT_PCR TCML_TAGGED_PCR_PROPERTY
TCM2_CAP_ECC_CURVES 0x00000008 | TCM2_ECC_CURVE(1) TCML_ECC_CURVE
TCM2_CAP_LAST 0x00000008
TCM2_CAP_VENDOR_PROPERTY| 0x00000100 TR E X TR A SCRE

# TCM2_RC_VALUE

i . TCM2_ALG_ID 5#% TCM2_ECC_CURVE J}y UINT32 &%,
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A.3.4.6 TCM2_PT ( BEARID)
% A.14 % TCM2_PT ##7 T E X,

% A.14 TCM2_PT &

£ R A B
TCM2_PT_NONE 0x00000000 FW T m 2w
PT_GROUP 0x00000100 B — 20 JE A
[ E & IR Bl TCMS _ TAGGED
_PROPERTY
PT_FIXED PT_GROUP x 1 . )
A TCM & 4 5 ok i, 41 P A X AN A &
AR
TCM2_PT_FAMILY_INDICATOR PT_FIXED + 0 — G TCM R 4 7355 745 5
TCM2_PT_LEVEL PT_FIXED + 1 A SR Tevel 2 0
HLIEAEIT 1) A5 T ) 100
TCM2_PT_REVISION PT_FIXED + 2 X )
B AETT A S 7 01,01, 45 45 2 101
HLIEAY H W, 4. 11/15/2010 9 —4F 1 4
TCM2_PT_DAY_OF_YEAR PT_FIXED + 3
o5 319 K, {HH 319(00 00 01 3F)
FIEAH B A0y Bl
TCM2_PT_YEAR PT_FIXED + 4
2010 4F3k 00 00 07 DA
TCM2_PT_MANUFACTURER PT_FIXED + 5 BT HRG— ID
TCM2_PT_VENDOR_STRING_1 PT_FIXED + 6 I ID B RT UAS T
TCM2_PT_VENDOR_STRING_2 PT_FIXED + 7 IR ID [ A U E
TCM2_PT_VENDOR_STRING_3 PT_FIXED + 8 TR ID B8 =AU A
TCM2_PT_VENDOR_STRING_4 PT_FIXED + 9 T ID BYAE PUAS DU F 45
TCM2_PT_VENDOR_TCM2_TYPE PT_FIXED + 10 T A GE LA TCM #E0
TCM2_PT_FIRMWARE_VERSION_1 PT_FIXED + 11 FL 32 Hekk T8 X A A S
TCM2_PT_FIRMWARE_VERSION_2 PT_FIXED + 12 %A 32 Heds, FF & ST 7 B A 2
SRy B K (ML ) S TCM2B_MAX _
TCM2_PT_INPUT_BUFFER PT_FIXED + 13
BUFFER=1024)
TCM2_PT_HR_TRANSIENT_MIN PT_FIXED + 14 £ TCM RAM v a] 25 44 I ik %o 42 1) 552 /IME
£ TCM NV N 77 o Al 28 90 ik A 4 1) B
TCM2_PT_HR_PERSISTENT_MIN PT_FIXED + 15 M
7N
TCM2_PT_HR_LOADED_MIN PT_FIXED -+ 16 £ TCM RAM Hp 0] 28 90 32 A0 2 1 1 Fe /IMEL
TCM2_PT_ACTIVE_SESSIONS_MAX PT_FIXED + 17 — W] B A 2 A
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% A.14 TCM2_PT {& (&%)

E2S 18 &
TCM2_PT_PCR_COUNT PT_FIXED + 18 PCR 75 B (1 #k
TCM2_PT_PCR_SELECT_MIN PT_FIXED + 19 i TCMS_PCR_SELECT. sizeOfSelect (i
8 F i /ME
TCM2_PT_CONTEXT_GAP_MAX PT_FIXED + 20 W/I\%M%E WL TR D M R AR
B2k 2 —1 (65535)
PT_FIXED + 21 &
TCM2_PT_NV_COUNTERS_MAX PT_FIXED + 22 BARIFELE TCMA_NV_COUNTER X
NV R5{H
TCM2_PT_NV_INDEX_MAX PT_FIXED + 23 R NV & 515 X 5
TCM2_PT_MEMORY PT_FIXED + 24 JHT TCM %5 3075 ¥ (1 4 77
TCM2_PT_CLOCK_UPDATE PT_FIXED + 25 W, Z P (ms)
TCM2_PT_CONTEXT_HASH PT_FIXED + 26 AR B SUR A SE#E  HMAC
TCM2_PT_CONTEXT_SYM PT_FIXED + 27 FIEHFORAE LR SCRy s
TCM2_PT_CONTEXT_SYM_SIZE PT_FIXED + 28 T BR300 i g1 R/
TCM2_PT_ORDERLY_COUNT PT_FIXED + 29 NV G 70 i Kb
TCM2_PT_MAX_COMMAND_SIZE PT_FIXED + 30 A k% TCM i kK B
TCM2_PT_MAX_RESPONSE_SIZE PT_FIXED + 31 A4 TCM & 1] 55 48 f5e KK BE A
TCM2_PT_MAX_DIGEST PT_FIXED + 32 A AT B Y e KA
TCM2_PT_MAX_OBJECT_CONTEXT PT_FIXED + 33 I 'O Fpiliib Nl
TCM2_PT_MAX_SESSION_CONTEXT PT_FIXED + 34 o ' &2 S NP N [
TCM2_PT_PS_FAMILY_INDICATOR PT_FIXED + 35 e R A 5
TCM2_PT_PS_LEVEL PT_FIXED + 36 bR 2
TCM2_PT_PS_REVISION PT_FIXED + 37 b5 5
TCM2_PT_PS_DAY_OF_YEAR PT_FIXED + 38 Ul R (TRE R
TCM2_PT_PS_YEAR PT_FIXED + 39 T U 52 A AF A5
TCM2_PT_SPLIT_MAX PT_FIXED + 40 BRI YV A
TCM2_PT_TOTAL_COMMANDS PT_FIXED + 41 SRR A R A A A K
TCM2_PT_LIBRARY_COMMANDS PT_FIXED + 42 © S I 3 i A B
TCM2_PT_VENDOR_COMMANDS PT_FIXED + 43 T H € S A A4
TCM2_PT_NV_BUFFER_MAX PT_FIXED + 44 Ak T I VEAE A A& i K %5 i)
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B

{8

TCM2_PT_MODES

PT_FIXED + 45

BT

TCM2_PT_MAX_CAP_BUFFER

PT_FIXED + 46

AT 9 Ja A e RS )

A.3.4.7 TCM2_PT_PCR (PCR E1¥#riB)

# A.15 %F TCM2_PT_PCR #47 T & X,

% A.15 TCM2_PT_PCR(UINT32)EX

2K

i

ik

TCM2_PT_PCR_FIRST

0x00000000

TCM2_PT_PCR J& 1 15 FBl 1 #5¢ SIS 35

TCM2_PT_PCR_SAVE

0x00000000

TCMS_PCR_SELECT — 4~ Lt 45 v 1%
wE,HF#£H PCR # TCM2_SU_
STATE {#17F k&

TCM2_PT_PCR_EXTEND_LO

0x00000001

TCMS_PCR_SELECT —A~ b 45 v 9%
W . F W PCR M locality 0 ¥ &

TCM2_PT_PCR_RESET_LO

0x00000002

TCMS_PCR_SELECT — A~ H % {37 13
W, % B PCR J&# TCM2_PCR_
Reset() M locality O #§ 5 B

TCM2_PT_PCR_EXTEND_L1

0x00000003

TCMS_PCR_SELECT — ™ Lt 4 {37 1%
H,FK W] PCR 2 M locality 1 359" &
{24 locality 1 i B B 3X A~ J& 1 A
[IEE2

TCM2_PT_PCR_RESET_L1

0x00000004

TCMS_PCR_SELECT — ™ L 4 {7 %
B, # B PCR E# TCM2_PCR_
ResetO M locality 1 # & &

{24 locality 1 % 7 B B 3X A~ J& A
REC

TCM2_PT_PCR_EXTEND_L2

0x00000005

TCMS_PCR_SELECT —A™ kb 48 137 1%
L, # W PCR &M locality 2 # ¥ J&
124 locality 1 F1 2 % 75 B B X A~ R
A B

TCM2_PT_PCR_RESET_L2

0x00000006

TCMS_PCR_SELECT — 4~ [t 4 fi7 %
#, & W PCR 2 % TCM2 _PCR _
ResetO M locality 2 #f &

1Y locality 1 Hl 2 % 7 B i iX 4~ @
PEA
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* A.15

TCM2_PT_PCR(UINT32)ZE X (&%)

18

ik

TCM2_PT_PCR_EXTEND_L3

0x00000007

TCMS_PCR_SELECT — /™ [t ¢ 7 %
LW PCR J& M locality 3 B i
224 locality 1.2 Fl 3 # /H W i 33 4>
Ja 1 A

TCM2_PT_PCR_RESET_L3

0x00000008

TCMS_PCR_SELECT —A~ [t 4% 1 i%
W, F W PCR & #f TCM2 _PCR_
ResetO) M locality 3 #f &

224 locality 1.2 1 3 #f 7 BH i X 4
JBHEA H

TCM2_PT_PCR_EXTEND_L4

0x00000009

TCMS_PCR_SELECT —A~ [k 4% 1 i
B R PCR &M locality 4 #i ¥ @
224 locality 1.2.3 Fl 4 #f 7 B i} 3x
A @A B

TCM2_PT_PCR_RESET_L4

0x0000000A

TCMS_PCR_SELECT — /4 bt ¢ 7 %
#. % B PCR J& # TCM2 _PCR_
ResetO) M locality 4 #f & &

VY4 locality 1.2.3 Fl 4 # 7 B B 31X
A E A 1B

reserved

0x0000000B~0x00000010

(3]

TCMS_PCR_SELECT —~ kb #:u7 %

TCM2_PT_PCR_NO_INCREMENT 0x00000011 B EABY PCR(EESHHT B
A2xffi perUpdateCounter 34 Jj11
TCMS_PCR_SELECT —A4~ I 87 1%
TCM2_PT_PCR_DRTM_RESET 0x00000012 B3R W PCR & # DRTM i ff &
B
TCMS_PCR_SELECT —A™ [t 4% o7 3%
TCM2_PT_PCR_POLICY 0x00000013 . )
BRI PCR J& 4 5 w2 4l (1)
TCMS_PCR_SELECT —A~ He 547 1%
TCM2_PT_PCR_AUTH 0x00000014 o
B R PCR J&: 9 52 BUE 45 1 1
reserved 0x00000015 15 &8
reserved 0x00000016 1%
reserved 0x00000017 ~0x00000210 1384
reserved 0x00000211 =]
reserved 0x00000212 15 &3
reserved 0x00000213 43 B i) PCR %) J& P18 1% 97 4R 18
#UIH TCM2_PT_PCR Ja H: 16 [ 19
TCM2_PT_PCR_LAST 0x00000014

I PNIE]
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A.3.5.1 TCM2_HT(A#HEHE)

2 A6 XPAIRRHEAT T XL A7 X T T2 X,

KA AWENX
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i LA ik
UINT32 TCM2_HANDLE
% A.177 TCM2_HT(UINT)BEETENX
R {1 ik
PCR— &£ T N O TF iR . 9 I
e PCR #1748
TCM2_HT_PCR 0x00
— AT EHEEE -4 /MY PCR
B, Al H R &
TCM2_HT_NV_INDEX 0x01 NV Index— 4} it 45 1 Fi #
HMAC R &iE—4 80 &# T &0
TCM2_HT_HMAC_SESSION 0x02
JG4rfic 45 TCM
N S 3 —AUE TCM2_Get-
Capability b~ 3¢ {#
TCM2_HT_LOADED_SESSION 0x02 B
W N2 HMAC F1n 25 8 w8 7 4L
£k
. o W SE— Y40 T SEE
TCM2_HT_POLICY_SESSION 0x03
A4 TCM
PE B2 i ——AUE TCM2_Get-
7 Capability I~ 3¢ H {#
TCM2_HT_ACTIVE_SESSION 0x03 ) *
XA K TCM IF 75 4 1538 5 (5 B
B I DR A A2 A 25 1R 3¢
TCM2_HT_PERMANENT 0x40 PN
M6 ) X5 4+ 24 — A X 52 4 i 2% 2 i s
TCM2_HT_TRANSIENT 0x80 Xt 5 9 A7 Hh B RE S R G bk e e R
— ™I B X 2 B s A TCM 43 i
g 3t 4 —— 25 40 B 3 4 5 A
TCM2_HT_PERSISTENT 0x81
fE ki TCM 43> Bt

A.3.5.2 TCM2_RH (kX F1#&)

£ A8 XK AT T 2 X,
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*F A.18 TCM2_RH(TCM2_HANDLE)7E X

R 18 F Y iR
TCM2_RH_FIRST 0x40000000 R
TCM2_RH_SRK 0x40000000 R 1385
H T SPS.ownerAuth Fil ownerPolicy
TCM2_RH_OWNER 0x40000001 K, A, P
) handle
TCM2_RH_REVOKE 0x40000002 R 13 84
TCM2_RH_TRANSPORT 0x40000003 R 1583
TCM2_RH_OPERATOR 0x40000004 R 1%
TCM2_RH_ADMIN 0x40000005 R 158
TCM2_RH_EK 0x40000006 R 73
TCM2_RH_NULL 0x40000007 K. A, P — AR 2E B AN
TCM2_RH_UNASSIGNED 0x40000008 R 18
TCM2_RS_PW 0x40000009 S FAF 7 B 4 0 452 A 2 1 1 52 AUfH
TCM2_RH_LOCKOUT 0x4000000 A A HF 7818 A lockout B 5 E #24X
H T % 4 B 4 Fi ( Endorsement
Primary Seed, EPS) ., % 4} % #{ (en-
TCM2_RH_ENDORSEMENT 0x4000000B K, A, P
dorsementAuth) A1 & %K B Cen-
dorsementPolicy)
T 6 7 4G F 1 (Platform Primary
TCM2_RH_PLATFORM 0x4000000C K, A. P Seed, PPS) . & 2 AL (platform Auth)
13- & 3w (platformPolicy)
TCM2_RH_PLATFORM_NV 0x4000000D C H T phEnableNV
TR H E X — A BEATE FEE R
TCM2_RH_AUTH_00 0x40000010 A
LN
TR H O SR — A AT Y A
TCM2_RH_AUTH_FF 0x4000010F A .
KIE
TCM2_RH_LAST 0x4000010F R 1%

E RRE X

R— R EA{H
K— a7
A— AU ;
P— S {H 5
S——2:1if handle;
C .
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A.3.5.3 TCM2_HC (Handle E& &)
#£ A.19 %F TCM2_HC(TCM2_HANDLE) f{E 4T T E X .

% A.19 TCM2_HC(TCM2_HANDLE) &I E X

2 FR {IE1 B
HR_HANDLE_MASK 0x00FFFFFF
HR_RANGE_MASK 0xFF000000
HR_SHIFT 24
HR_PCR (TCM2_HT_PCR <<<< HR_SHIFT)
HR_HMAC_SESSION (TCM2_HT_HMAC_SESSION << HR_SHIFT)
HR_POLICY_SESSION (TCM2_HT_POLICY_SESSION << HR_SHIFT)
HR_TRANSIENT (TCM2_HT_TRANSIENT << HR_SHIFT)
HR_PERSISTENT (TCM2_HT_PERSISTENT << HR_SHIFT)
HR_NV_INDEX (TCM2_HT_NV_INDEX <<<C HR_SHIFT)
HR_PERMANENT (TCM2_HT_PERMANENT << HR_SHIFT)
PCR_FIRST (HR_PCR + O) % — PCR
PCR_LAST (PCR_FIRST + IMPLEMENTATION_PCR-1) &5 —"1 PCR
HMAC_SESSION_FIRST (HR_HMAC_SESSION + 0) % —4 HMAC session
HMAC_SESSION_LAST (HMAC_SESSION_FIRST+ MAX_ACTIVE_SESSIONS-1) |#Ji—> HMAC session
LOADED_SESSION_FIRST HMAC_SESSION_FIRST 1E GetCapability /14 Jij
LOADED_SESSION_LAST HMAC_SESSION_LAST 1 GetCapability Hpffi Fj
POLICY_SESSION_FIRST (HR_POLICY_SESSION —+ 0) % —~ policy session
POLICY_SESSION_LAST |[(POLICY_SESSION_FIRST + MAX_ACTIVE_SESSIONS-1)| #%/Ji—> policy session
TRANSIENT_FIRST (HR_TRANSIENT -+ 0) % —> transient %%
ACTIVE_SESSION_FIRST POLICY_SESSION_FIRST GetCapability H{fi F§
ACTIVE_SESSION_LAST POLICY_SESSION_LAST GetCapability H{#i i
TRANSIENT_LAST (TRANSIENT_FIRST+MAX_LOADED_OBJECTS-1) i J5 —> transient Xf %
PERSISTENT_FIRST (HR_PERSISTENT -+ 0) % —~ persistent X} 4
PERSISTENT_LAST (PERSISTENT_FIRST + 0xO00FFFFFF) ¢ J5—> persistent X} 4
PLATFORM_PERSISTENT (PERSISTENT_FIRST + 0x00800000) #— platform
persistent X} £
NV_INDEX_FIRST (HR_NV_INDEX + 0)

B RVFE NV 5
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% A.19 TCM2_HC(TCM2_HANDLE)ZERIE Y (%)

2 IR LA
NV_INDEX_LAST (NV_INDEX_FIRST + 0x00FFFFFF) i —1 NV &3]

PERMANENT_FIRST

TCM2_RH_FIRST

PERMANENT_LAST

TCM2_RH_LAST

A3.6 #EOFER

A.3.6.1 TCMI_YES_NO

TCMI_YES_NO(BYTE) 0285 X, W3 A.20,

% A.20 TCML.YES_NO(BYTE) B F W

b
e

#HR

YES

# TCM2_RC_VALUE

A.3.6.2 TCMI_DH_OBJECT

TCMI_DH_OBJECT 4411
AXT5 LR A2,

S L

EIDER/ I E= PO VRGPS e i tNRaE DE R R DA L RO IR

% A.21 TCMI_DH_OBJECT E X
J5 2K
{TRANSIENT_FIRST . TRANSIENT_LAST} Il S X 2 14 Fo 18 BB
{PERSISTENT_FIRST.PERSISTENT_LAST} Fr AT 4 0 SR VTR [

+TCM_RH_NULL

# TCM_RC_VALUE

A.3.6.3 TCMI_DH_PARENT

TCMI_DH_PARENT #% 1 287l J& —

B8 AAR AT 51 I e Xk R s AR B T B EM T R AL22,
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#& A.22 TCMI_DH_PARENT % X

Hel A
{TRANSIENT_FIRST : TRANSIENT_LAST} I I %5t 42 145 o8 3
{PERSISTENT_FIRST; PERSISTENT_LAST} A 1 A4
TCM_RH_OWNER FEA# Y 2 IR S5 4
TCM_RH_PLATFORM FH BRI
TCM_RH_ENDORSEMENT GRS R
+TCM_RH_NULL
# TCM_RC_VALUE

A.3.6.4 TCMI_DH_PERSISTENT
TCMI_DH_PERSISTENT #$ 1 28 8 5¢ L, IL#& A.23,

% A.23 TCMI_DH_PERSISTENT E X

{8 ik

{PERSISTENT_FIRST .PERSISTENT_LAST} FEEEXT 4 AV I [

= TCM2_RC_VALUE

A.3.6.5 TCMI_DH_ENTITY
TCMI_DH_ENTITY #0582 X, L5 A.24,

#& A.24 TCMI_DH_ENTITY E X

5

fH f

TCM2_RH_OWNER

TCM2_RH_ENDORSEMENT

TCM2_RH_PLATFORM

TCM2Z_RH_LOCKOUT

{TRANSIENT_FIRST : TRANSIENT_LAST} X} G2 /) 1) Y

{PERSISTENT_FIRST . PERSISTENT_LAST}

{NV_INDEX_FIRST . NV_INDEX_LAST}

{PCR_FIRST : PCR_LAST}
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% A.24 TCMI_DH_ENTITY E X (%%)

i

ik

{TCM2_RH_AUTH_00 : TCM2_RH_AUTH_FF}

P A RE SR AUE Y 5

+TCM2_RH_NULL ZAHE
# TCM2_RC_VALUE
A.3.6.6 TCMI_DH_PCR
TCMI_DH_PCR 028752 3, W A.25,
% A.25 TCMI_DH_PCR EX
i ik
{PCR_FIRST.PCR_LAST}
+TCM2_RH_NULL A
# TCM2_RC_VALUE
{PCR_FIRST :PCR_LAST}
A.3.6.7 TCMI_SH_AUTH_SESSION
TCMI_SH_AUTH_SESSION £z 025812 X, I3 A.26,
%& A.26 TCMI_SH_AUTH_SESSION 7E X
i ik
{HMAC_SESSION_FIRST : HMAC_SESSION_LAST} HMAC #8021 4] 1 5 [l
{POLICY_SESSION_FIRST: POLICY_SESSION_LAST} M P2 A 22 18 ) W T R
+TCM2_RS_PW AT

# TCM2_RC_VALUE

A A Y TR A R 3R [l

A.3.6.8 TCMI_SH_HMAC

TCMI_SH_HMAC 02885 ¥, L% A.27,

* A.27 TCMI_SH_HMAC E X

{121

ik

{HMAC_SESSION_FIRST: HMAC_SESSION_LAST}

HMAC 2 2 5 H) 4 3t

# TCM2_RC_VALUE

AV H S R A R [ (R
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A.3.6.9 TCMI_SH_POLICY
TCMI_SH_POLICY #0285/ X, L A28,

% A.28 TCMI_SH_POLICY E X

" ik
{POLICY_SESSION_FIRST: POLICY_SESSION_LAST} R WG 42 AN 2> 15 ) AR
£ TCM2_RC_VALUE ) A AR Y LG TR GR

A.3.6.10 TCMI_DH_CONTEXT
TCMI_DH_CONTEXT #2885 S, Lk A.29,

& A.29 TCMI_DH_CONTEXT E X

{8 filig
{HMAC_SESSION_FIRST . HMAC_SESSION_LAST} HMAC SESSION 3 il
{POLICY_SESSION_FIRST:POLICY_SESSION_LAST} POLICY SESSION 15 [

{TRANSIENT_FIRST: TRANSIENT_LAST} TRANSIENT i [l
= TCM2_RC_VALUE

A.3.6.11 TCMI_RH_HIERARCHY
TCMI_RH_HIERARCHY #% HZ88I%E X, L3 A.30,

#% A.30 TCMI_RH_HIERARCH E X

{H ik
TCM2_RH_OWNER TERESE R
TCM2_RH_PLATFORM B ER
TCM2_RH_ENDORSEMENT CRiE T
+TCM2_RH_NULL Zs
# TCM2_RC_VALUE AT 33K A I TR 5 s A £ AR [ )

A.3.6.12 TCMI_SH_ENABLES

TCMI_SH_ENABLES #% M 285 5 X, WLk A.31,
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& A.31 TCMI_SH_ENABLES E X
fq ik
TCM2_RH_OWNER A SE )
TCM2_RH_PLATFORM REEE 31
TCM2_RH_ENDORSEMENT AR
TCM2_RH_PLATFORM_NV Vi NV

+TCM2_RH_NULL

PN
&

# TCM2_RC_VALUE

iR BT 3o A~ 28 L A 5% I 16 1Y 3 [T

A.3.6.13 TCMI_HIERARCHY_AUTH

TCMI_HIERARCHY_AUTH #1280 X, W& A.32,

%= A.32 TCMI_HIERARCHY_AUTH E X

fH fik ik
TCM2_RH_OWNER AEHSE G
TCM2_RH_PLATFORM B A
TCM2_RH_ENDORSEMENT TP ER
TCM2_RH_LOCKOUT 158 AL

# TCM2_RC_VALUE

e A7 30K A1 28 TR R Nk 119 3R [ B

A.3.6.14 TCMI_RH_PLATFORM

TCMI_RH_PLATFORM $2 1 28817 S, W% A.33,

& A.33 TCMI_RH_PLATFORM E X
(S B
TCM2_RH_PLATFORM T EEH
# TCM2_RC_VALUE AR T 3K A~ 28 760 A8 R IR ) 3R [ A

A.3.6.15 TCM2_RH_OWNER

TCM2_RH_OWNER #2 [ 288 & ¥
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% A.34 TCM2_RH_OWNER E X

1 ik
TCM2_RH_OWNER T S5 %
+TCM2_RH_NULL Al Ay 2 1) A AR

# TCM2_RC_VALUE

RT3 A1 2 AL A 1% 5 11 3 [

A.3.6.16 TCMI_RH_ENDORSEMENT

TCMI_RH_ENDORSEMENT #0288 % ¥, L3 A.35,

% A.35 TCM2_RH_ENDORSEMENT(TCM2_HANDLE) E X

i il
TCM2_RH_ENDORSEMENT HAER
+TCM2_RH_NULL AJ Sk 2 1) A AR

# TCM2_RC_VALUE

it A i 1 28 280 ARt R I YO ]

A.3.6.177 TCMI_RH_PROVISION

TCMI_RH_PROVISION 42 0255 Y, L3 A.36,

% A.36 TCMI_RH_PROVISION(TCM2_HANDLE) 8 F X

fH it i
TCM2_RH_OWNER B A B B AR
TCM2_RH_PLATFORM 5 AL A
# TCM2_RC_VALUE it AT A 5% R (1 3R T

A.3.6.18 TCMI_RH_CLEAR

TCMI_RH_CLEAR #0268 X, L3 A.37,

% A.37 TCMI_RH_CLEAR(TCM2_HANDLE) X

=1 il
TCM2_RH_LOCKOUT B R 52 A1) ) A
TCM2_RH_PLATFORM N T 8 BN AR

= TCM2_RC_VALUE

fifp BT 32K A1 2J8 TR 5% N ok 9 3R (] i
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A.3.6.19 TCMI_RH_NV_AUTH

TCMI_RH_NV_AUTH #2685 X, L3 A.38,

% A.38 TCMI_RH_NV_AUTH(TCM2_HANDLE) E X

fH i i
TCM2_RH_PLATFORM AVFF & H#
TCM2_RH_OWNER POV A AR AL
{NV_INDEX_FIRST:NV_INDEX_LAST} NV {i & i Fl

# TCM2_RC_VALUE

fiff A 3 12 R At R I Y5 ] i)

A.3.6.20 TCMI_RH_LOCKOUT

TCMI_RH_LOCKOUT #$% H 28 3, WL A.39,

# A.39 TCMI_RH_LOCKOUT(TCM2_HANDLE) E X

{8

il i

TCM2_RH_LOCKOUT

F T BIUE B AL A AR

# TCM2_RC_VALUE

i T 33K A1 2 TR % N 1Y 3R [ A

A.3.6.21 TCMI_RH_NV_INDEX

TCMI_RH_NV_INDEX $ H 28 3¢ L, I3k A.40,

% A.40 TCMI_RH_NV_INDEX(TCM2_HANDLE) E X

i

filiig

{NV_INDEX_FIRST:NV_INDEX_LAST}

NV &3] 19

# TCM2_RC_VALUE

AT R YU R A 5% [

A.3.6.22 TCMI_ALG_HASH

TCMI_ALG_HASH # O 288 %E X, L3 A.41,

# A.41 TCMI_ALG_HASH(TCM2_ALG_ID)E X

i

ik

TCM2_ALG_! ALG.H

TR

+TCM2_ALG_NULL

# TCM2_RC_HASH
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A.3.6.23 TCMI_ALG_ASYM (JExf#RE %)
TCMI_ALG_ASYM O 2k B¢ X, L3k A.42,

& A.42 TCMI_ALG_ASYM (TCM2_ALG_ID)E X

fi fnik

TCM2_ALG_! ALG.AO B A 0 A X B % 52 2

+TCM2_ALG_NULL

# TCM2_RC_ASYMMETRIC

A.3.6.24 TCMI_ALG_SYM (X FRE %)
TCMI_ALG_SYM $: 28/ S, WL 36 A43,

*F A.43 TCMI_ALG_SYM (TCM2_ALG_ID)E X

1 fifi ik

TCM2_ALG_! ALG.S o Bk B 3 o i e

TCM2_ALG_XOR

+TCM2_ALG_NULL

# TCM2_RC_SYMMETRIC

A.3.6.25 TCMI_ALG_SYM_OBJECT
TCMI_ALG_SYM_OBJECT $ M 26 A1 S, L% A.44,

% A.44 TCMI_ALG_SYM_OBJECT(TCM2_ALG_ID)E X

a1 fifi ik

TCM2_ALG_! ALG.S AR 1k 5 A e

+TCM2_ALG_NULL

# TCM2_RC_SYMMETRIC

A.3.6.26 TCMI_ALG_SYM_MODE

TCMI_ALG_SYM_MODE $£: 12684 ¥, L 32 A.45,
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% A.45 TCMI_ALG_SYM_MODE (TCM2_ALG_ID)E X

i

ik

TCM2_ALG_! ALG.SE

o R 0 S T % e 2 A 2

+TCM2_ALG_NULL

# TCM2_RC_MODE

A.3.6.27 TCMI_ALG_SIG_SCHEME

TCMI_ALG_SIG_SCHEME #z O 2815 X, L3 A.46,

% A.46 TCMI_ALG_SIG_SCHEME(TCM2_ALG_ID)E X

fi

ik

TCM2_ALG_! ALG.ax

PrA AR XS PR A 4 T7 k. A E A Tk

TCM2_ALG_HMAC

+TCM2_ALG_NULL

A.3.6.28 TCMI_ECC_KEY_EXCHANGE

TCMI_ECC_KEY_EXCHANGE # M Z8#1 2 X, WLk A.47,

% A.47 TCMI_ECC_KEY_EXCHANGE (TCM2_ALG_ID)7E X

(i

filig

TCM2_ALG_! ALG.AM

AEAT— A~ ECC 4% i 22 e 07 ¥

TCM2_ALG_SM2

SM2 I T4 44 BN W] T4 9 2 4

+TCM2_ALG_NULL

# TCM2_RC_SCHEME

2% B A 8 U7 1 AN TE A 4 AR 45 A

A.3.6.29 TCMI_ST_COMMAND_TAG

TCMI_ST_COMMAND_TAG # 021 ¢ X, WL5% A.48,

% A.48 TCMI_ST_COMMAND_TAG (TCM2_ST)E X

{1 B
TCM2_ST_NO_SESSIONS e B AR IR
TCM2_ST_SESSIONS B FRIN

# TCM2_RC_BAD_TAG

G E L CTCM2_ST) FRic A T 18 B 45 4 (0 5

TATE 16 PifH,
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A.4.1 TCMS_EMPTY

TCMS_EMPTY &t FfE & 64

A.4.2 TCMS_ALGORITHM_DESCRIPTION
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TCMS_ALGORITHM_DESCRIPTION #5445 1 F TCM2_GetCapability ) 1% [7] 791 %& g9 8. 3% , WL 3%

A.49,

& A.49 TCMS_ALGORITHM_DESCRIPTION ZE#{kE X

S8 e ik
alg TCM_ALG_ID LY ERERTS
attributes TCMA_ALGORITHM o T A v R e
A43 WELEW
A.4.3.1 TCMU_HA (Hash)
TCMU_HA & TCM NH#ITHEHE M A B E R G, L& ALS0,
%= A50 TCMU_HA Z#HEEN
28 K Tt ik
! ALG.H
BYTE TCM_ALG_! ALG.H all hashes

[! ALG.H_DIGEST_SIZE]

null

TCM2_ALG_NULL

A.4.3.2 TCMT_HA

TCMT_HA Z5#4 2 7 A B2 2 R4k ] hashAlg ZHORSE 28 T 315040 2209 5k 9F 38 7 4l

BRI, R ALSL,

% A51 TCMT_HA ZEHEEN

28 A filiig
hashAlg +TCMI_ALG_HASH B E-SuE e (UK RPN IR iR 1 NN

[hashAlg] digest

TCMU_HA
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Ad4d EXHERFERX

A.4.4.1 TCM2B_DIGEST

PSS ANRER T TCM L S2 BB 2% 8 50 1 A A Jre KA B 2 P X LR ALS2. 5 A R/ 22

WX —FE . A RNEEERETWE N, WRAE, W85 TCM_RC_SIZE,

% A.52 TCM2B_DIGEST % #kE X

e %R ik

size UINT16 R EAEIX KN ATH 0
buffer[ size |{ : sizeof (TCMU_HA) } BYTE PR 457 47 B 1 B A X

A.4.4.2 TCMZ2B_DATA
WEH A F XN R EHRIDRIEIEZE WX, IR A53,
% A.53 TCM2B_DATA ZHIfEE N

S5 B ik

size UINT16 B X KA. HR 0
buffer[ size]{ : sizeof (TCMT_HA) } BYTE

A.4.4.3 TCM2B_NONCE

TCM2B_NONCE #5 {5 L3 A.54,

% A.54 TCM2B_ NONCE Z#{kE X

W

%

5

=

ik

TCM2B_DIGEST

TCM2B_NONCE

FIR ] Ay 5 41k 2 45 4 A [

A.4.4.4 TCM2B_AUTH

IS5 K6 T 42 A8 954 authValue &8 Jy TCM A= R fe R B, L3R A55, 4 T AR XT 4 A Y
— 3 ,authValue AR T X4 nameAlg A= B A4 2 ) KN,

% A.55 TCM2B_ AUTH Z&#KE X

W

28 FA Tl i

TCM2B_DIGEST TCM2B_AUTH RIR il Ay 55 4% 22 45 44 41 [4]

A.4.45 TCMZ2B_OPERAND

WSS PR AFRAE B LU 5 NV R G4 & 47 i, IR AL56.
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% A.56 TCM2B_ OPERAND Z#){kE X

TCM2B_DIGEST TCM2B_OPERAND RIS 6l 7 5 478 52 45 #4 A1 )
A.4.4.6 TCM2B_EVENT
DU 25 R 2 R R I RN GE vh X, L3R ALST,
*& A.57 TCM2B_ EVENT Z&#EE N
3 P Al i 1R
size UINT16 B N
buffer [ size ] {:1024} BYTE HFEE

A.4.4.7 TCM2B_MAX_BUFFER

g F AT A Al T R B 22 v X [ TCM2_Hash() , TCM2_SequenceUpdate () ) fiy 215 B3 £ K1

Geop X, LR A58,

& A.58 TCM2B_MAX_BUFFER Z#){EE X

S e ik
size UINT16 LVETPNGN
buffer [ size]
BYTE i
{: MAX_DIGEST_BUFFER}
A.4.4.8 TCM2B_MAX_NV_BUFFER
ULZER R T NV i R X, L3 AL59,
& A59 TCM2B_MAX_NV_BUFFER Z#{kE X
S E3i1} A
size UINT16 Buffer iR/
buffer [ size] PESL
BYTE

{:MAX_NV_BUFFER_SIZE}

MAX_NV_BUFFER_SIZE ##i TCM

A.4.49 TCM2B_TIMEOUT

BE S5 F T S B A I WL AL60.
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F* A.60 TCM2B_TIMEOUT #5#{EE X

size UINT16 B K/
buffer[ size]{ : sizeof (UINT64) } BYTE I
A.4.4.10 TCM2B_IV
W25 ] T A% 3 X FR 43 2 3 05 1 TV B ER R, DL AL6L,
%k A61 TCM2B_IV & E X
28 ER ik
size UINT16 IV H A/ [ 2 (6
buffer[ size]
{: MAX_SYM_BLOCK_SIZE} e TV
A45 HEZIR
A.4.5.1 TCMU_NAME
TCMU_NAME &5 #4 K LWL A.62,
% A.62 TCMU_NAME Z#{EE X
S8 ER ik
digest TCMT_HA MR
handle TCM_HANDLE 444 BRI D) A

A.4.5.2 TCM2B_NAME

22 i X PR AF AT T SEAR R U A4 B L DL3R AL63 . S5H P Y A FRZE RS BT SCRIR/NS B E .
RRN Dy 4 WA TR AR ARR RN R WA FEAE 2 FR

% A.63 TCM2B_NAME Z#fE X

ZH 2 iR
size UINT16 24 TR S5 AE RN
namel size
BYTE 24 Bk 45 48 B A0
{.sizeof (TCMU_NAME) }
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A.4.6 PCR&#

A.4.6.1 TCMS_PCR_SELECT

SERPRAL T — PP v J7 R AR ﬁ—f

perSelect J&—A~ /M F 5804 .
FAv,
/N

PCR_SELECT_MIN :=
PLATFORM_PCR . -3 455 B R 19 PCR $0iE. Be/h by 24,

K

PCR_SELECT_MAX :=

GB/T 29829—2022

CR7Z . WL#% A.64. PCR 45 NEIFIA.
i K PCR $BR DL 8. Al 8 2 4% 5 55 € PCR A I B9 07 1) /\ Aoz

(PLATFORM_PCR + 7) / 8

(IMPLEMENTATION_PCR + 7) / 8

IMPLEMENTATION_PCR: TCM 75 B i) K9 PCR 80, 1T R B AT E X

% A.64 TCMS_PCR_SELECT Z#{EE X

28 e fili ik
sizeofSelect {PCR_SELECT_MIN. } UINTS PCR %4 K/
perSelect [ sizeofSelect ] ]
{:PCR_SELECT_MAX} BYTE PRtk PCR B8R
# TCM_RC_VALUE
A.4.6.2 TCMS_PCR_SELECTION
TCMS_PCR_SELECTION &5 {452 X W3 A.65,
% A.65 TCMS_PCR_SELECTION £k E X
hash TCMI_ALG_HASH T JCHR (¥ 2% 8 5 1
sizeofSelect {PCR_SELECT_MIN.} UINTS perSelect 4 1) K/
perSelect [ sizeofSelect ] BYTE Bk PCR f S0

{:PCR_SELECT_MAX}

# TCM2_RC_VALUE

A.4.7 Tickets &1

A47.1 HRR

SHIESE TCM AR Ab B i — 265 B A UE 48 s SHIER A HA TCM JHE 598 910 8s 247 HMAC;

SRUESE — MY TCMURZS N AF 905 % s FHIEUH A B 9 TCM i .
PR A SCIRRY TCM B JHAS 2% b B i S5 48 T J7 . L3R AL66
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B SR 1Y U7 TR R
HMAC gnexae (proof, (ticketType || param { || param {-+}))
K
HMAC ey O——— Ml 242 HMAC, FIF L F 058 5%
proof —TCM (1) 5 2% 5 R T )2 K 51D 5
ticketType — XA S
param —H TCM KA () — D H 2 M.

% A.66 Tickets i Proof fJ{&

EK i 1 fili &
Null nullProof Fifi 45 Y TCM. = ' 1 B i 7y {0
Platform phProof B PPS ) & 7 A8 £ 1 A2 £ 1 {8
Owner shProof K SPS 1 55 vk 28 £k 1 AR Ak 1) (5
Endorsement ehProof B EPS 8 SPS Y 4 Y AL AL T A2 AL 1Y {H

A.4.7.2 TCMT_TK_CREATION

BEEE i TCM2_Create() 8% TCM2_CreatePrimary O Az 5% . & T8 00 28 B0HE 45 52 2 3 & 1 %

% 0% AL6T,
& A.67 TCMS_TK_CREATION £k E X
5 e fifi ik
tag { TCM_ST_CREATION} TCM_ST SRR

# TCM_RC_TAG

FRICFRAH TCM 244 B 3R 7] 45 3%

hierarchy TCMI_RH_HIERARCHY + £ 5 24 BRI 2 A
digest TCM2B_DIGEST i FH 2 HE IR 826 1% 1 HMAC (4

A.4.7.3 TCMT_TK_VERIFIED

PSR IRt TCM2 SRS 44 B pR B . A SO T 2 Fh 48 Tk . LR AL68.,

% A.68 TCMS_TK_ VERIFIED &#{EE X

¥4 KA ik
tag { TCM_ST_VERIFIED} TCM_ST TRAR S

# TCM_RC_TAG

R B UEAR I I 3R (0] 4 %

hierarchy TCMI_RH_HIERARCHY+ Y R Z IR G
digest TCM2B_DIGEST i FH 2 URIE B A2 1l i) HMAC 18
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YA i BB A B, s ZEE B TCM2_PolicySigned () #1 TCM2_PolicySecret ) A= i, WL A.69.,

% A.69 TCMS_TK_AUTH &#{KENX
ZH 2 Ay A
tag {TCM_ST_AUTH_SIGNED, _
TCM_ST B R 2%

TCM_ST_AUTH_SECRET}

# TCM_RC_TAG

A B AE B T IR 0] R

hierarchy

TCMI_RH_HIERARCHY +

Az B SEIE 1 X B 00 2 IR S

digest

TCM2B_DIGEST

fdE )2 YR B 2R i) HMAC {8

A.4.7.5 TCMT_TK_HASHCHECK

TCMS_TK_HASHCHECK Z5fg{& & X IL5& A.70,

% A.70 TCMS_TK_ HASHCHECK Z#{kE X

SR KA ik
tag { TCM_ST_HASHCHECK} TCM_ST 0 b

# TCM_RC_TAG

AJE TCM ST_HASHCHECK #f i&
Ial i 1

hierarchy

TCMI_RH_HIERARCHY +

JE IR G54

digest

TCM2B_DIGEST

fili 2 UOUE BB AR AL HMAC fH

A48 B

A.4.8.1 TCMS_ALG_PROPERTY

S5 F T AR AT A B A L3R ALTL

& A.71 TCMS_ALG_PROPERTY &k E X
alg TCM_ALG_ID FAR AT
algProperties TCMA_ALGORITHM VLY e Pk

A.4.8.2 TCMS_TAGGED_PROPERTY

WA T4 UINTS2 (R . Wk A72. B2 TCM2_GetCapability O i [/,
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% A.72 TCMS_TAGGED_PROPERTY Z#{K7E X

28 xR ik
property TCM_PT J& M AR AT
value UINT32 J& T E

A.4.8.3 TCMS_TAGGED_PCR_SELECT
&R 7E TCM2_GetCapability O #1 F F3& [f] PCR 1)@, W3k A.73,

* A.73 TCMS_TAGGED_PCR_SELECT Z#{kE X

24 ) ik
tag TCM_PT_PCR J& PR PRAT
sizeofSelect {PCR_SELECT_MIN: } UINTS8 perSelect % 2H # K/

perSelect [ sizeofSelect ]
{:PCR_SELECT_MAX}

BYTE HA R B PCR A

A.4.8.4 TCMS_TAGGED_POLICY
B2 fE TCM2_GetCapability O o 3R [8] 5 7k A AR OC K A SR DL ALT74 .

% A.74 TCMS_TAGGED_ POLICY &#{KENX

handle TCM_HANDLE /NG
policyHash TCMT_HA i SRV

A.4.8.5 TCMA_MODES

MRy & LT TCM 415 3% 1T BT, UL 3R AL 75, % 45 4 7T Ll 5 TCM2 _ GetCapability
(capability=TCM_CAP_TCM_PROPERTIES; property=TCM_PT_MODES) i Jt 4 %5 .

% A.75 TCMA_MODES Z#{KE X

i 2 B 5E X

15.0 1554 0
24.16 CCTC TCM 52 {51 A 30 HCAG D A IE (1) 2 21
31:25 T8 0
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A.4.9.1 TCML_CC

TCML_CC 1 2RAE X, W3 A.76,

% A.76 TCML_CC &#HEE X
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{:MAX_CAP_CC}

ZH e i A
count UINT32 T i 4 51 3 BL I iy 4 1A £, 7Tk 0
fir & i 51 3%
commandCodes[ count | e KAE AR T 1 — A4 A 1 a4
TCM2_CC

F) LR 8] /N R E T buffer
SR

# TCM2_RC_SIZE

BB T 9 3 fo i B9 B R B B Y
IR [ {E

A.4.9.2 TCML_CCA

TCML_CCA #0252 X, W3k A.77,

% A.77 TCML_CCA Z#EE X

S8 eI ik

Count UINT32 i A JE PE S R A I KN, AT 0
commandAttributes[ count ] )

{:MAX_CAP_CC} TEMACC e WA
A.4.9.3 TCML_ALG
TCML_ALG 4 28 5¢ X, 0L% AL78,
% A.78 TCML_ALG &MEEX
Count UINT32 TEB VLD 2% BUE A BRSOl 0

algorithms[ count |

{:MAX_ALG_LIST_SIZE}

TCM2_ALG_ID

Bk ID 9%

B KAH AN A F 78— A i 4 14 iy 4
HNRE IR W KN 8k R € T buffer
SR KN

# TCM2_RC_SIZE

BB T B 2L fo ¥ 19 B RAE R 19
i A
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A.4.9.4 TCML_HANDLE

TCML_HANDLE £ O8I % X, IL3E A.79,

% A.79 TCML_HANDLE £#{FE X

ZHU K .
) A1) 3% HL A A S B
Count UINT32
A0
handle[ count ] M2 HANDLE i
{: MAX_CAP_HANDLES} - - ) AR 45 4

# TCM2_RC_SIZE

LB T 90 R AVF B9 e R AR I A 3R [

A.4.9.5 TCML_DIGEST

TCML_DIGEST # M26#1%E ¥, L3 A.80,

% A.80 TCML_DIGEST &#{kE X

e

ik

count {2:}

UINT32

B3 HLAH B AL
/N H 2 8% TCM2_PolicyORO

digests[ count]{:8}

TCM2B_DIGEST

eSS

# TCM2_RC_SIZE

BT B 3R AV 8 de AR I 143 [0

A.4.9.6 TCML_DIGEST_VALUES

TCML_DIGEST_VALUES # O 2k#i%E X, L% A.81,

& A.81 TCML_DIGEST_VALUES &#&E X
e <3 (B
Count UINT32 B 2% B 4 2 A 4K
digests[count]{: HASH_COUNT} TCMT_HA A R A R

# TCM2_RC_SIZE

BAFCKR T HEAY bank #9400 IR [0 {5

A.4.9.7 TCMZ2B_DIGEST_VALUES

TCM2B_DIGEST_VALUES $ L2k #1%E X, L35 A.82,

% A.82 TCM2B_DIGEST VALUES Z#I{EENX
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25 eS| ik
size UINT16 BB RN
buffer [ size] B
BYTE Pr=g(<N
{ :sizeof (TCML_DIGEST_VALUES)}
A.4.9.8 TCML_PCR_SELECTION
TCML_PCR_SELCETION #2128 A15%E ¥, L5 A.83,
& A.83 TCML_PCR_SELECTION Z#EE X
ZH By} (B
. TR 9 10 45 A4 A A~ %
Count UINT?32
"k o
perSelections[ count
TCMS_PCR_SELECTION puEz BUPIIES

{:HASH_COUNT}

# TCM2_RC_SIZE

AR T AT RR Y bank (19~ £ 3R W

A.4.9.9

TCML_ALG_PROPERTY

TCML_ALG_PROPERTY % 1 Z8#1 % L, L5 A.84,

% A.84 TCML_ALG_PROPERTY & E X

. T M 5 A B
Count UINT32
A0
algProperties[ count | )
TCMS_ALG_PROPERTY J& P %
{:MAX_CAP_ALGS}
A.4.9.10 TCML_TAGGED_TCM2_PROPERTY
TCML_TAGGED_TCM2_PROPERTY #% 0255 X, I3 A.85,
% A.85 TCML_TAGGED_TCM2_PROPERTY & #{KE X
SR STl ik
B A B
count UINT32
"0

*& A.85 TCML_TAGGED_TCM2_PROPERTY Z#J{KE X (28

=

ik
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TCMProperty[ count |
{: MAX_TCM2_PROPERTIES}

TCMS_TAGGED_PROPERTY

Bebr R T Kl

A.4.9.11

TCML_TAGGED_PCR_PROPERTY

TCML_TAGGED_PCR_PROPERTY #% M 2#15E X, W% A.86,

% A.86 TCML_TAGGED_PCR_PROPERTY % #jffE X

ZH ZHY AR
‘ & HA B
Count UINT32

JEBEHN 0

perProperty[ count |
{: MAX_PCR_PROPERTIES}

TCMS_TAGGED_PCR_SELECT

WekRiR ) PCR 1k $%

A.4.9.12 TCML_ECC_CURVE

TCML_ECC_CURVE #: 028 #I5E X, W38 A.87,

% A.87 TCML_ECC_CURVE Z#{KE X

S8 ES EfiBN
i A~ %k
count UINT32
Al A0

eccCurves| count |

{:MAX_ECC_CURVES}

TCM2_ECC_CURVE

W E 0 ECC fh £k ¥4

A.4.10 CAPABILITIES #&#3

A.4.10.1

TCMU_CAPABILITIES #0258 X, L3 A.88.,

TCMU_CAPABILITIES

% A.88 TCMU_CAPABILITIES Z#{EE X

BH e Pl i
algorithms TCML_ALG_PROPERTY TCM2_CAP_ALGS
handles TCML_HANDLE TCM2_CAP_HANDLES
% A.88 TCMU_CAPABILITIES Z#IE X (48
BH E i e ik
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command TCML_CCA TCM2_CAP_COMMANDS
ppCommands TCML_CC TCM2_CAP_PP_COMMANDS
auditCommands TCML_CC TCM2_CAP_AUDIT_COMMANDS

assignedPCR

TCML_PCR_SELECTION

TCM2_CAP_PCRS

TCMProperties

TCML_TAGGED_TCM2_PROPERTY

TCM2_CAP_TCM2_PROPERTIES

perProperties

TCML_TAGGED_PCR_PROPERTY

TCM2_CAP_PCR_PROPERTIES

eccCurves

TCML_ECC_CURVE

TCM2_CAP_ECC_CURVES

TCM2_ALG_ECC

A.4.10.2 TCMS_CAPABILITY_DATA

TCMS_CAPABILITY_DATA #% 0288 X, W3 A.89,

% A.89 TCMS_CAPABILITY_DATA Z#{KE X

W

%

ES

I

=

=

Capability

TCM2_CAP

[ capability ]data

TCMU_CAPABILITIES

capability Z{E

A4.11

A4.11.1

TCMS_CLOCK_INFO g5t % X W22 A.90,

Clock/Counter 45 #4

TCMS_CLOCK_INFO

% A.90 TCMS_CLOCK_INFO Z#{EE X

B Bt ik
clock UINT64 TCM i =L 1 517 2 B B 8] {5 (ms)
B W TCM2_Clear O L3k TCM
resetCount UINT32
B R AL
A EWwEH TCM2_ClearO) Z )5 »
restartCount UINT32
TCM2_ShutdownO) B % A= 1) YR 4K
, TCM LLRG B A #i5 d K T 24 w4
safe TCMLYES_NO
1B A B 4 1

A.4.11.2 TCMS_TIME_INFO

LT TCM2_GetTime O I AL9T, 424 T v I ] 1 ol RS L 45 4 92 0
[ fEH B T . AN B SCBE AT £E TCM2_StartupO 2 Ji7 TCM 38 [ 22§ 14 4T ] Bk ) 20 8 B R . 4
TCM 3 I I 8] 6 50
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% A.91 TCMS_TIME_INFO &#{EENX
Time UINT64 R % R &2 A B B ] (ms)
clockInfo TCMS_CLOCK_INFO AL E AR E B 454
A.4.12 EBAZEH
A.4.12.1 TCMS_TIME_ATTEST_INFO
MHAT TCM2_GetTime O Bl L4544, W38 A.92,
& A.92 TCMS_TIME_ATTEST_INFO Z#{kE X
SR S ik
. . R R
Time TCMS_TIME_INFO

R ST EOR 4 4 i 7R A

firmwareVersion

UINT64

TCM 3 1 75 B B /Y [ 4 A 5

A.4.12.2 TCMS_CERTIFY_INFO

% & TCM2_Certify O FOTE B BUE . W2 A.93,

& A.93 TCMS_CERTIFY_INFO Z#){FE X

S8 eS| £ B
Name TCM2B_NAME JIE B X 42 42 ik

qualifiedName

TCM2B_NAME

TIE Xk 52 1) B A 44

A.4.12.3 TCMS_QUOTE_INFO

XS TCM2_QuoteO) FYIE B , W32 A.94,

#Fz A.94 TCMS_ QUOTE_INFO Z#1kE X

28 B B
perSelect TCML_PCR_SELECTION B9k \PCR HIE 545 B35 B
perDigest TCM2B_DIGEST firi% PCR Wl 222 2 B4 W A2 B 8

A.4.12.4 TCMS_CREATION_INFO

X & TCM2_CertifyCreationO) 3 BH 503 . W38 A.95,

& A.95 TCMS_CREATION_INFO Z#{K7E X
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objectName TCM2B_NAME Xt % 44 R
creationHash TCM2B_DIGEST Creation 1) 4§ 25 {8

A.4.12.5 TCMI_ST_ATTEST

TCMI_ST_ATTEST #5# k& XL A.96,

% A.96 TCMI_ST ATTEST % #{kE X

i1 fili ik fi
TCM_ST_ATTEST_CERTIFY TCM2_Certify O 7= TCM_ST_ATTEST_CERTIFY
TCM_ST_ATTEST_QUOTE TCM2_Quote) j=H: TCM_ST_ATTEST_QUOTE
TCM_ST_ATTEST_ TCM2_GetCommand TCM_ST_ATTEST_
COMMAND_AUDIT AuditDigestO j= 4 COMMAND_AUDIT
TCM_ST_ATTEST_TIME TCM2_GetTime() =4 TCM_ST_ATTEST_TIME
TCM_ST_ATTEST_CREATION TCM2_CertifyCreation() j= 4= TCM_ST_ATTEST_CREATION

A.4.12.6 TCMU_ATTEST

TCMU_ATTEST #5#{kE L W3 A.97,

*R A.97 TCMU_ATTEST &k E X

24 Pyt i

Certify TCMS_CERTIFY_INFO TCM_ST_ATTEST_CERTIFY
Creation TCMS_CREATION_INFO TCM_ST_ATTEST_CREATION

Quote TCMS_QUOTE_INFO TCM_ST_ATTEST_QUOTE

commandAudit TCMS_COMMAND_AUDIT_INFO TCM_ST_ATTEST_COMMAND_AUDIT
sessionAudit TCMS_SESSION_AUDIT_INFO TCM_ST_ATTEST_SESSION_AUDIT

Time TCMS_TIME_ATTEST_INFO TCM_ST_ATTEST_TIME

nvDigest TCMS_NV_DIGEST_CERTIFY_INFO TCM_ST_ATTEST_NV_DIGEST

A.4.12.7 TCMS_ATTEST

TCMS_ATTEST ZE#ikE X I A.98,

% A.98 TCMS_ATTEST & #{kE X

W
£

FA i3

=4
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Magic TCM_CONSTANTS32 FR i TCM 41 2 (1 45 44
Type TCMI_ST_ATTEST TE B 45 4 25 7l
qualifiedSigner TCM2B_NAME 2 EAN AWK

extraData TCM2B_DATA VA FH & LI 4 S S B
clockInfo TCMS_CLOCK_INFO = = 1 o s 5 T = I B O 7

firmwareVersion

UINT64

TCM {3t 37 7 42 P 1 i 1 R AR 5

[type]attested

TCMU_ATTEST

e AL TE W E R

A.4.12.8 TCM2B_ATTEST

W2 i DX A 5 2 4 A5 R . U B RO R A A 1 2 44 R LR AL99,

*F A99 TCM2B_ATTEST Z#{KE X

28 ER ik
Size UINT16 UE B B8 25 44 1 R/
attestationData[ size ]
{ :sizeof (TCMS_ATTEST) } pYTE AR
A4.13 BIEWN
A.4.13.1 TCMS_AUTH_COMMAND
X T A2 20 X P S R AU 25 L UL AL100,
£ A.100 TCMS_AUTH_COMMAND % #4k E X
ZH 2 Bk
sessionHandle TCMI_SH_AUTH_SESSION+ EnRaE ]

Nonce TCM2B_NONCE 23 3E nonce, 7] DL & 25 5 1 X
sessionAttributes TCMA_SESSION G EYE
Hmac TCM2B_AUTH HMAC , % 1th 5§ 25 $572 FL

A.4.13.2 TCMS_AUTH_RESPONSE

3R B 24 X AN AL S5 R L L FE AL101, WS TCM & 1] TCM2_RC_SUCCESS, I iy

IO B 2 i DX e 5 5 i 4 AR [ B30 i 9 AL O ELA A IDUF AR ]

*F A.101

TCMS_AUTH_RESPONSE % #{k & X
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Nonce

TCM2B_NONCE

25 7% nonce, A] DL 45 28 i X

sessionAttributes

TCMA_SESSION

S

Hmac

TCM2B_AUTH

— A~ HMAC 85— 425 5242

A5 ZFWSEMEH

A.5.1

A5 1.1

X REE

TCMI_! ALG.S_KEY_BITS

Z% A.102  TCMI_! ALG.S_KEY_BITS 8% X, %8 K/ LI (biv) IR .

*F A.102 TCMI_! ALG.S_KEY_BITS £ &IFE X

ik

MYM! ALG.S_KEY_SIZES_BITS

B BE B bio

# TCM2_RC_VALUE

25 B L AN AR Y 5 T 4 A 5

A.5.1.2

TCMU_SYM_KEY_BITS

# A.103 2 TCMU_SYSM_KEY_BITS Bk &1 5E X,

% A.103 TCMU_SYSM_KEY_BITS BEx & E X

ZH <3y TEPE &R ik
I ALG.S TCMI_! ALG.S_KEY_BITS | TCM2_ALG_! ALG.S it B 3
sym TCM2_KEY_BITS LR AR T DL AT o] X5 B 53 20 %5 A I
. B} . ) fifi I 5 ok 1) T 4
xor TCMI_ALG_HASH TCM2_ALG_XOR o ,
AUEYF TCM2_ALG_NULL
null TCM2_ALG_NULL

A5.1.3 TCMU_SYM_MODE

% A.104 4 TCMU_SYM_MODE B &1k & X .

% A.104 TCMU_SYM_MODE EX &k E X

SR eI pLkes o il ik
! ALG.S TCMI_ALG_SYM_MODE | TCM2_ALG_! ALG.S
sym TCMI_ALG_SYM_MODE

2 5 e T L2 AT Ao X R 3 4 2 T

XOor

TCM2_ALG_XOR

TosE 3k £ %
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null TCM2_ALG_NULL ToAs 2k £ 4%

A.5.1.4 TCMT_SYM_DEF_OBJECT
F A.105 5 TCMT_SYM_DEF_OBJECT #5142 X,

% A.105 TCMT_SYM_DEF_OBJECT Z#{kE X

24 HA 3%
algorithm +TCMI_ALG_SYM_OBJECT B 48 X B 73 2 5
[algorithm JkeyBits TCMU_SYM_KEY_BITS X NN
[algorithm Jmode TCMU_SYM_MODE R
//[algorithm]details TCMU_SYM_DETAILS £ B HoA B k pr A AE B (R )

A.5.1.5 TCMU_SYM_DETAILS
# A.106 ) TCMU_SYM_DETAILS Bt &K &E L.

% A.106 TCMU_SYM_DETAILS Bt & K E X

ZH KA SRS o) ik
! ALG.S TCM2_ALG_! ALG
sym 4 2 1T DU AT ] X0 Bk 3 2 % B
xor TCM2_ALG_XOR
null TCM2_ALG_NULL

A.5.1.6 TCM2B_SYM_KEY

LS5 T A AR 0 RO G A4 S0R% D0 PR AE X FR T DLk AL107 . BT O L B LL A L X d
BN B 2 B B KON 8 AL 1 (50 AF T 5 oo DXy AR o 0K 2 5 o DX 019 A7 2L
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*F A.107 TCM2B_SYM_KEY Z#{KE X

28 FA ik

T P IX RN

size UINT16 X
O\ FHA 7T R %

buffer [size]
{:MAX_SYM_KEY_BYTES})

BYTE A

A.5.1.7 TCM2B_DERIVE
TCM2B_DERIVE 25k X . L% A.108,

% A.108 TCM2B_DERIVE & #{KE X

25 eS| ik
size UINT16
buffer[ size] BYTE L A0 X 4 A X R R 4R B
{. sizeof(TCMS_DERIVE)} IR A X S bR 2SN IR SC

A.5.1.8 TCM2B_SENSITIVE_CREATE

WL R 7 R /N3 19 202 1 DX b B 5 S ) 1) B M L R AL109,
SE G5 H 2R T i TCMS_SENSITIVE_CREATE 4 userAuth FUSUHE {5 #5 7T 15 Sy 2 500 % 1
PSR .

% A.109 TCM2B_SENSITIVE_CREATE & #){k & X

B B3t ik
U KN CRBERZD)
“="FRNT B TCM 3k 55 UE 25 /1K 1

size= UINT16 HAMAAMKE Lt 22X A
T i L S5 AR B F T BN size
A IR

sensitive TCMS_SENSITIVE_CREATE L2 I B SO B AH

A.5.1.9 TCMZ2B_SENSITIVE_DATA

F A.110 2y TCM2B_SENSITIVE_DATA %5 #k5 X,
2% o X ORAE B AT G A B RGBT AR AE 236 128 S\ AL 19 1 4 - MAX_SYM_DATA
B K 128,
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% A.110 TCM2B_SENSITIVE_DATA Z#{kE X

S5 2 ik
size UINT16
buffer[ size]{: MAX_SYM_DATA} BYTE b s 2 B FA A B 5 A

A5.2 HEXFREE
A.5.2.1 TCM2_ECC_PARAMETER

#* A.111 Jy TCM2B_ECC_PARAMETER &5# /K% L. LR/ G2 oh X AL & TCM S 9 B K
ECC 28 (hm) .

% A.111 TCM2B_ECC_PARAMETER ##{EE X

ZH 2 BB
size UINT16 Buffer i) KM
buffer[ size| { : MAX_ECC_KEY_BYTES} BYTE PAEiT

A.5.2.2 TCMS_ECC_POINT

% A.112 25 TCMS_ECC_POINT &5 # k& X,
EXAGE A ET P ECC b5, BN —E A M —14 ECC &,

£ A.112 TCMS_ECC_POINT £k E X

ZH et fik
x TCM2B_ECC_PARAMETER x AL bR
y TCM2B_ECC_PARAMETER y A bR

A.5.2.3 TCM2B_ECC_POINT
PR/ ZE P X AL TCM SZHRF 9 ik ECC 28 (4 FR) L I3 AL113,

*& A.113 TCM2B_ECC_POINT £ E X

size UINT16 B XK
buffer[ size] {: MAX_ECC_KEY_BYTES} BYTE SR
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A53 %E#
A.5.3.1 TCMU_SIGNATURE
TCMU_SIGNATURE_COMPOSITE &4 5 TCM 52 BT 37 35 19 & Fh 25 & i BE 4 . 1L AL114,

& A.114 TCMU_SIGNATURE Z#{EE X

S B PERE(H ik

I ALG.ax TCMS_SIGNATURE_! ALG.ax| TCM_ALG_! ALG.ax B A Ak X Bk 25 4
hmac TCMT_HA TCM_ALG_HMAC HMAC %4 (TFE X
any TCMS_SCHEME_HASH T UrInl 24 s 51k
null TCM2_ALG_NULL mEAL

A.5.3.2 TCMT_SIGNATURE

7R T R X R AR X FRAE 44 I A B A B RAG 454, LR AL115, sigAlg ZHCRR I T &4 1

% A.115 TCMT_SIGNATURE % #KE X

214 311 il i
sigAlg +TCMI_ALG_SIG_SCHEME FH T H 3 %5 44 1 B0k Y e R0 ik
[sigAlgsignature TCMU_SIGNATURE N R S B 1) 2 44 15 B

A5.4 WEZTH
A.5.4.1 TCMU_ENCRYPTED_SECRET
TCMU_ENCRYPTED_SECRET Bt& 4k 3, 32 A.116,

% A.116  TCMU_ENCRYPTED_SECRET BX & i & X

ZH FHY EREH AR
ecc[ sizeof (TCMS_ECC_POINT) ] BYTE TCM_ALG_ECC
symmetric[ sizeof (TCM2B_DIGEST) | BYTE TCM_ALG_SYMCIPHER

AT ] o R o 25 £ A 5

keyedHash[ sizeof (TCM2B_DIGEST)] | BYTE TCM_ALG_KEYEDHASH ‘ A
8 B ] S AN KT 4

A.5.4.2 TCM2B_ENCRYPTED_SECRET

TCM2B_ENCRYPTED_SECRET Z5#{&%E X . W3 A.117.
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% A.117 TCM2B_ENCRYPTED_SECRET %)k E X

S B ik
size UNIT16 X EN NN
secret| size |
BYTE s 35
{:sizeof (TCMU_ENCRYPTED_SECRET) }

A6 T/ KRG
A6.1 APAHIEEN

A.6.1.1

TCMI_ALG_PUBLIC

TCMI_ALG_PUBLIC #5#y kg L. .38 A.118,

% A.118 TCMI_ALG _PUBLIC &#EE X

{8

ik

TCM_ALG_! ALG.o

Jr A 42 e Rl

# TCM_RC_TYPE

A SCA o SR TR I B4 e SO A

A.6.1.2 TCMU_PUBLIC_ID

X2 TCMT_PUBLIC M H AR F T B EHNIFE, LK A 119,

%= A.119 TCMU_PUBLIC_ID £ #{KE X

28 B3] i ik
keyedHash TCM2B_DIGEST TCM_ALG_KEYEDHASH
sym TCM2B_DIGEST TCM_ALG_SYMCIPHER
ecc TCMS_ECC_POINT TCM_ALG_ECC
1224 parentHandle J& Jk 4 A2
derive TCMS_DERIVE Znt, A A1 TCM2_Create-
Loaded

A.6.1.3 TCMS_ASYM_PARMS

S5 ) 5 AR o B B Y A R XS B, LR AL120,
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*F A.120 TCMS_ASYM_PARMS Z#E X

W

%5

ik

symmetric

TCMT_SYM_DEF_OBJECT+

IR s A 2 B0 004 B XS R B0 L 9
T B SRR O FR A

scheme

TCMT_ASYM_SCHEME+

X TR 4 4 P Y L B
R 2 07 %

XF T BAT % R R R R G AR
B 22 e Up I

A.6.1.4 TCMS_ECC_PARMS

ZEEH AL E SM2 Fl ECC FEXT IR B R S8, Wk AL121,

* A121

TCMS_ECC_PARMS & #{kE X

=

%

filiig

symmetric

TCMT_SYM_DEF_OBJECT+

X T i 52 PR fife 2 2 B L D
FE AR B RN TR
LR 2 AN 2 A2 B T e
B % o TCM2_ALG_NULL

scheme

TCMT_ECC_SCHEME-+

IARBE T T 2 4 R L X K
BN HMMEL TR

SRBEE T R GTR nw E A  )X NE
S B B 91 32 U7 S B TCM2 _
ALG_NULL,

TR B R A B 0 i 5 B
TCM2_ALG_NULL

curvelD

TCMI_ECC_CURVE

AeXF PR L M4 1D

kdf

TCMT_KDF_SCHEME+

M Z B A= kT B 25 4R 04 T 2 % 5 IR
EH%.

WA Y curvelD GBI kdl S48 &
TCM2_ ALG _ NULL, Il it % % )W
4 NULL

A.6.1.5 TCMU_PUBLIC_PARMS

SE SCT AT RE AL 18 B PI0 A JE A I 2 HOE LA LR ALL22,
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% A.122 TCMU_PUBLIC_PARMS Z#HIEENX

2 g EPELRF ik
keyedHashDetail | TCMS_KEYEDHASH_PARMS | TCM_ALG_KEYEDHASH LZAN ARV NE))
symDetail TCMS_SYMCIPHER_PARMS TCM_ALG_SYMCIPHER 2| mE 248
eccDetail TCMS_ECC_PARMS TCM_ALG_ECC fit 5% + B4(2)
asymDetail TCMS_ASYM_PARMS ECC %5 41 (38 J Jr 454

1 SR FFE B TCMA_OBJECT. decrypt 8 TCMA_OBJECT.sign MEAN A L% &,
2. CHTRARWIAE ] DL E R RS A, (TR R

A.6.1.6 TCMT_PUBLIC
R SUA IR AE M LA AL123 . il TR0k 40 oy L 5 e 5 A o 40 208 B K

%* A.123 TCMT_PUBLIC Z&#{EE X

S8 KA i A
type TCMI_ALG_PUBLIC 50 G OCHE Y k7
nameAlg +TCMI_ALG_HASH H T E 0 2 4 R Bk
. . o 2 — R 1 R A B P XA
objectAttributes TCMA_OBJECT .
Xt G0 H A
authPolicy TCM2B_DIGEST i T O 23 4 #) T 30E R
[type]parameters TCMU_PUBLIC_PARMS Bk e s gy
) SEA R ME — BRI AL X T AR X R %
[ type Junique TCMU_PUBLIC_ID

G At

A.6.1.7 TCM2B_PUBLIC

R /INB B8 o X T A h0 3R A A R (8] 4N 3 X B AE 4] mi B P i A TCMT _PUBLIC, I %
A.124,

# A.124 TCM2B_PUBLIC Z#kE X

=

2R %A fifi ik

publicArea /|

W TCMT _PUBLIC 19 Br A 44 it 7 BEHS A A7 A8, W A % 3 fif T
size= UINT16 TCMT_PUBLIC #f, TCM #43& [l — > % Gl % > TCM_RC_SIZE)
“="3R0R i B TCM K 50 TR 25 149 14 119 JHC A 38 43 19 4 B, gt 02 2w IX.
e T T B A 2E 5 R AR B T BN S size AR W)
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% A.124 TCM2B_PUBLIC £#EEN (50

ZH By B
NP AR €
publicArea +TCMT_PUBLIC | jE.“+7”F/m # H 0l #8 & 2 i X nameAlg fifi F§ TCM2 _ ALG _
NULL.,

A.6.1.8 TCM2B_TEMPLATE

MR/ ZE X F iy TCM2_CreatelLoaded O A TCMT_TEMPLATE., L3 A.125.
H T ) JE A AR, I M A R A 24 E 2%, 5 TCM2B_PUBLIC AS[A] . i 25 44 DA% 3 44
PRAVEARED B 757 B0 4L OB 2 AT .

& A.125 TCM2B_TEMPLATE Z&#{kE X
S ey} ik
size UINT16 publicArea K/
buffer[ size |{ : sizeof (TCMT_PUBLIC) } BYTE NE oy AP g

A6.2 FRASABIESEN

A.6.2.1 TCMU_SENSITIVE_COMPOSITE

TCMU_SENSITIVE_COMPOSITE £ #4 f/ 52 3, L3 A.126,

% A.126  TCMU_SENSITIVE_COMPOSITE 5 #3{k E X

28 FA AL i A
ecc TCM2B_ECC_PARAMETER TCM_ALG_ECC B S
bits TCM2B_SENSITIVE_DATA TCM_ALG_KEYEDHASH N RAE
sym TCM2B_SYM_KEY TCM_ALG_SYMCIPHER Xof R 4% 4
any TCM2B_PRIVATE_VENDOR_SPECIFIC P Y AE A 00 R R T R R

A.6.2.2 TCMT_SENSITIVE

SRR IV K T Fh X 5 0 0006 2 R AT 40 28 9 /I s I3 AL 1270 B R I X 5 0 44 R
EAGER PN
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% A.127 TCMT_SENSITIVE %#{KE X

W

.

ik

sensitive Type

TCMI_ALG_PUBLIC

8 DX B LA
SEY ARSI £ [ /AR RNV g
7]

. FH 28
authValue TCM2B_AUTH i -
BRI 7T DL A A7 H
XA % 4 T 7 05 R T s i T
seedValue TCM2B_DIGEST

Hofto x4 . i (8

[ sensitiveType |sensitive

TCMU_SENSITIVE_COMPOSITE

FEAE T 2B AL A B

A.6.2.3 TCM2B_SENSITIVE

TCM2B_SENSITIVE %5 # FiE TCM2_LoadExternal O H iS40, 38 A. 128, B J& A %5 1 41
TR DX 3k, (EL AT A R 2 85000 28 6) R AT e .
% A.128 TCM2B_SENSITIVE Z#{kE X
ZH i iR
size UINT16 15 55 B0 KN
sensitiveArea TCMT_SENSITIVE AT B £ 2 X
A.6.2.4 TCM2B_PRIVATE
TERNEE N 28 AUE SO G UK IR 24 A AR S5 FES B, Ik Al129,
% A.129 TCM2B_PRIVATE Z&#kE X
S5 B ik
size UINT16 XY NN
buffer[ size] {:sizeof (_PRIVATE)} BYTE in 2 19 FAGH X 3

A.6.3 FRIAX&

A.6.3.1 TCMS_ID_OBJECT

TCMS_ID_OBJECT gk & X, WL A.130,
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% A.130 TCMS_ID_OBJECT Z#{EE X

=

2 e ik

M B AR TCM L A7 fiff % 9 % 55 1%
ff) HMAC

integrity HMAC TCM2B_DIGEST

W RS 5] H X 4 IR, W3R [\
encldentity TCM2B_DIGEST R E R .

FIRAT B L AE /N B

A.6.3.2 TCM2B_ID_OBJECT
TCM2B_ID_OBJECT 25 k& . W3 A.131,

% A.131 TCM2B_ID_OBJECT £ #{kE X

ZHU Byl i A
size UINT16 FEUESE 8 1) K/
credential size]{ : sizeof (TCMS_ID_OBJECT) } BYTE i B FEIE X 35k

A7 NV TFfELEH
A.7.1 TCM_NV_INDEX
TCM_NV_INDEX HIF 51l NV 17 e LA, WAk A.132,

% A.132 TCM_NV_INDEX Z£#HEE X

liva £ B
23.00 index NV i & 12 5]
/R NV R [JEFH TCM_HT_NV_
31:24 RH_NV
INDEX H %

A.7.2 TCMA_NV

W Z5 ) o TCM R ER B FER/E NV R 51 BYALBR . W3 A.133,

S Y EEEH (TCMA_NV_PPWRITE il TCMA_NV_PPREAD) fl i £7 % ¥ il (TCMA_NV _
OWNERWRITE #1 TCMA_NV_OWNERREAD) {#i - &5 1 it 4 % 1] i FH 3F- 45 52 405k o7 A % 52 4035 1)
NV Z5|, A2 # HZ5] 1 authValue 8 authPolicy,

WK E T TCMA_NV_AUTHREAD, # & {it 7 & 5] authValue, W W RG], MR E T
TCMA_NV_POLICYREAD, | 7] 7£3# & % 5| authPolicy B% & Fizl& 5],

N &% E 4 TCMA_NV_PPREAD, TCMA_NV_OWNERREAD, TCMA_NV_AUTHREAD
i TCMA_NV_POLICYREAD,
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AR EE T TCMA_NV_AUTHWRITE, 24t 7% 5| authValue, W A] 5 A %K 5], R KE T
TCMA_NV_POLICYWRITE, W 7] 7 i# /& 225] authPolicy W5 M F 5 AZ5] .,

&% E — 4 TCMA_NV_PPWRITE, TCMA_NV_OWNERWRITE, TCMA_NV_AUTH-
WRITE 8 TCMA_NV_POLICYWRITE,

% A.133 TCMA_NV Z#EE X

K

ik

TCMA_NV_PPWRITE

SET(D) - g iR 247 & B2 AL, W v 5 AR5 58 .
CLEAR(0) : ANEEM &P & BACEEA RS NS A

TCMA_NV_OWNERWRITE

SET(D) iR 24T Br A & 440 AT 5 AR 515Uk .
CLEARCO) TEHIA T A & BA T T TR E A

TCMA_NV_AUTHWRITE

SET(1) R4 T RS2 AUE , W T 5 A K515 .
CLEARCO)  JC¥E M H R GIZAUE AR T BTN E A

TCMA_NV_POLICYWRITE

SET(D) SR M2 i 4R B Bl T P M QR R TN A IR AL.
CLEARCO) SR Z T A 251 N 25 B9 B2 ABUR BE 5 5 i 2 3% —
i 4 it

TCMA_NV_COUNTER

SET(0) : R —A> 8 A7 19 B iz 54 A8 . O H H e A
TCM2_NV_IncrementO) &k
CLEAR(O) :R5I ARt Hes

TCMA_NV_BITS

SET(D . K318 —4 8 Ay, H/EM 7B, REEAH TCM2_NV_
SetBits O .
CLEAR(0) : K5I A J& v F Bt

TCMA_NV_EXTEND

SET(D : R5I1& — 5 PCR — £ H B 2 R/ ey, Haefli
TCM2_NV_ Extend & 5|, extend ¥{fi 1 & 5| i) nameAlg.,
SET0) : &5| A~ J& PCR

9.7

Reserved

0

10

TCMA_NV_POLICY_DELETE

SET(1) :[&JEffi F§ TCM2 NV_UndefineSpaceSpecial O i /& & 43 56 1iF
SRS AN BEMIBR R B .

CLEAR(0) . 1] ffi f§ TCM2 NV_UndefineSpace O fii Fi IF #3 1 5 & ok fiF
A BB BR %5

11

TCMA_NV_WRITELOCKED

SET(1) . 5 ARS|.
CLEAR(0) 7[5 A KT

12

TCMA_NV_WRITEALL

SET(D) AMEFHITE ARGIEIE. B AKNN G & L= H KA
VE i

CLEAR(OD) : AR ¥F#MAE A, WRRTIH dataSize K F I A NV_
MAX_BUFFER_SIZE, | 7 % 1 ¥ &

13

TCMA_NV_WRITEDEFINE

SET(1) : TCM2_NV_WriteLockO) 1] J T B 1 #k— 5 A A7 &
CLEAR(0) .M TCMA NV_WRITE_STCLEAR /& CLEAR., Il
TCM2_NV_WriteLock O RN &P I 45 A
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£ A.133 TCMA_NV &#EEN (40

ik

TCMA_NV_WRITE_STCLEAR

SET(1) : TCM2_NV_WriteLock O f] fl 77 F & TCM & & 8 TCM
RS Z AL — S5 A E .

CLEAR(0) : 1% TCMA _NV_WRITEDEFINE 1 & CLEAR,
TCM2-NV-WriteLock O R £ L1 JF 45 A

TCMA_NV_GLOBALLOCK

SET(1) i TCM2_NV_GlobalWriteLock O %% i3, TCMA_NV_
WRITELOCKED #5 ¥ & .

CLEAR(0) ; TCM2_NV_GlobalWriteLock () A~ $% i 7E It & B &b B A
g

16

TCMA_NV_PPREAD

SET(1) - qn R $2 4L & B2 AL, W v] 52 2R 51 5 di .
CLEAR(0) - & BZAL TG A e B3k 5 5

17

TCMA_NV_OWNERREAD

SET(D) A48 4L T B A # B8, W AT 332 BUR 51 5
CLEARCO) Joikfif Hr A & B A IR 51 5 s

18

TCMA_NV_AUTHREAD

SET(D) . qn 524t 7 R B AUE , W AT 28R 51 8 .
CLEAR(0) Gk H RS ZAUAE , BEHLR 51 58

19

TCMA_NV_POLICYREAD

SET(1) « 4 5 15 1 2 A5 %, W o] 332 e 2 5 4 die
CLEARCO)  ANREME 251 B 05 30 UE 5 b . 132 3 51 S

24:20

Reserved

0

TCMA_NV_NO_DA

SET(1) R 2K MO 25201 DA 32 8. 3 H 24 TCM 4 F 8 %E
HiEC ), R T AU SRR E

CLEARCO) : % 5] A2 AL WOKE 38 B2 AR WO 4% - 24 TCM &b + 4
FERE U ARV LR 51 HEAT A

26

TCMA_NV_ORDERLY

SET(1) L% TCM $17 i Ha [ TCM2_shutdown O ] At , A 75 i 77
NV &5 RE.

CLEARCO) fEHHRIIM 4 M 78 M2 )5 - Z 3K NV Index state j&
A (NV update 5 update 174 2 725 1)

27

TCMA_NV_CLEAR_STCLEAR

SET(1): F &8 H A TCMA_NV_WRITTEN % CLEAR, ifi it
TCM Reset 1f TCM Restart.

CLEAR(0) : B A K TCMA_NV_WRITTEN £ # TCM & #f Jg 3h
Bk

28

TCMA_NV_READLOCKED

SET(1) :fZE Fk TCM T & 5% TCM | #i)5 2h 2 0 ¥ B 1 X & 81 1
B,
CLEARCO) - An 4R 4L 738 Y A9 8240 W Ao i i LR 51

29

TCMA_NV_WRITTEN

SET(1) :R5|IEE A,
CLEAR(0) K5I RF A

30

TCMA_NV_PLATFORMCREATE

SET(D) BRI A BER 2 5B FAUE L HRZEFTA FH B
CLEARCO) Bt 5| AT 1T A 3 B2 AR E S (B AN BE TP 5 42 4L
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% A.133 TCMA_NV &HIEEN (&)

i K ik

SET(1) : TCM2_NV_ReadLock O f] FI T A itk B 5| % & TCMA_NV_
31 TCMA_NV_READ_STCLEAR | READLOCKED,
CLEAR(0) :TCM2_NV_ReadLockO X% & 5| 45 5

A.7.3 TCMS_NV_PUBLIC
BEAE IR — A NV RG] WaR Al134,

% A.134 TCMS_NV_PUBLIC &#{EENX

i S Hik
nvindex TCMI_RH_NV_INDEX B X A
. ) HF B &5 2 I H T 82 80K B
nameAlg TCMI_ALG_HASH
P 23% 125 B3k
attributes TCMA_NV Ry @
) . ) IR U7 ) SR B, W0 R AN AE
authPolicy TCM2B_DIGEST B )
2 RUR W, W33 B 13 A 4 OR B
dataSize{ : MAX_NV_INDEX_SIZE} UINT16 B X IR 1 KN

E N RN PN DU RSP 31D NN
12 (8] F) ) 57 AT

# TCM_RC_SIZE

A.7.4 TCM2B_NV_PUBLIC
7E TCM 10 F %1% TCMS_NV_PUBLIC B} B 454, W3 A.135,

%* A.135 TCM2B_NV_PUBLIC Z#{EE X

=

nvPublic K/
“="HIRTHE TCM R ¥ E 45 M 7K 1y

size UINT16 FCAR RO R B 2 22 o X
T ik LGS A TR B RO size
il
nvPublic TCMS_NV_PUBLIC APIIEEE]
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A8 ETxHE
A.8.1 TCM2B_CONTEXT_SENSITIVE
TCM2B_CONTEXT_SENSITIVE $ [ A1 5E X, L3 A.136,

& A.136 TCM2B_CONTEXT_SENSITIVE Z#{&7E X

ZH e i A
size UINT16 KN
buffer size]{ : MAX_CONTEXT_SIZE} BYTE R R

A.8.2 TCMS_CONTEXT_DATA
TCMS_CONTEXT_DATA # M 2RI ¢ L, W3k A.137,

%* A.137 TCMS_CONTEXT_DATA Z#{EENX

SR FH i A
Integrity TCM2B_DIGEST g —1H
Encrypted TCM2B_CONTEXT_SENSITIVE R

A.8.3 TCM2B_CONTEXT DATA
TCM2B_CONTEXT_DATA #0028 % X, L3 A.138,

% A.138 TCM2B_CONTEXT_DATA Z#JfE X

W

%55( ey ik

size UINT16 Fh

buffer| size |
{ :sizeof (TCMS_CONTEXT_DATA) }

BYTE s

A.8.4 TCMS_CONTEXT
TCMS_CONTEXT #2 M 26#1E ¥, L3 A.139.

% A.139 TCMS_CONTEXT Z#{EE X

2K e i BoN
ERFXWFES
sequence UINT64 RAFS S R SCM & s B S ffi
ENELSRR €
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% A.139 TCMS_CONTEXT ZE#EEN (5

4 F Al ik
savedHandle TCMI_DH_CONTEXT 2V R G 5T A 1) A AR
hierarchy TCMI_RH_HIERARCHY + T CER

contextBlob

TCM2B_CONTEXT_DATA

B R SCEE A e HMAC

A.8.5 TCMS_CONTEXT &

Context Handle #{E WL 3 A.140,

& A.140 Context Handle {&

(=1 i BoN
0x02 XXXXXX —A~ HMAC &% EF X
0x03XXXXXX — AW 2 1E B R C
0x80000000 —ANES5E B transient XF 42
0x80000001 — NP HIR 5
0x80000002 —AMBEE T stClear JEPERY transient X4

A.8.6 TCMT_TK_CREATION

TCMT_TK_CREATION #1028 Rl 5

LWL A4,

& A.141 TCMT_TK_CREATION & #{&EE X
tag { TCM2_ST_CREATION} TCM2_ST ticket Z5 I FR IR

# TCM2_RC_TAG

W tag A J& TCM2_ST_CREATION
Y AR AR [l E

hierarchy TCMI_RH_HIERARCHY + FRUETMNBT
digest TCM2B_DIGEST Al LS (45 92 AE B HMAC F2 4=

A.8.7 TCMT_TK_VERIFIED

TCMT_TK_VERIFIED # 1 3&

148

TE X, WLk A4z,
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*& A.142 TCMT_TK_VERIFIED Z#{KE X

W

%5

ik

tag {TCM2_ST_VERIFIED}

TCM2_ST

ticket Z5 4 FR iR

# TCM2_RC_TAG

I tag A4 TCM2_ST_VERIFIED
F) i 12 1 [m] {1

hierarchy

TCMI_RH_HIERARCHY +

FYAE N ERAST

digest

TCM2B_DIGEST

Al Pl S UE B HMAC 724

A.8.8 TCMT_TK_AUTH

TCMT_TK_AUTH $£ F 288 3, W3R AL143,

%* A.143 TCMT_TK_AUTH &#{EKE X
ZH e 78 3k
tag {TCM2_ST_AUTH_SIGNED., B
TCM2_ST ticket Z5 bR iR

TCM2_ST_AUTH_SECRET}

# TCM2_RC_TAG

A tag A JE TCM2_ST_AUTH
DR [A] fE

Hierarchy

TCMI_RH_HIERARCHY +

YRS, T ticket

Digest

TCM2B_DIGEST

AL L2 0 28 9% 3E B HMAC 7= 4=

A.8.9 TCMT_TK_HASHCHECK

TCMT_TK_HASHCHECK #1288 X, L3 A.144,

% A.144 TCMT_TK_HASHCHECK % ¥k E X

24

KA

=

filig

tag { TCM2_ST_HASHCHECK}

TCM2_ST

ticket 45 f4 Fr i

# TCM2_RC_TAG

WMOR B TCM2_ST_HASHCHECK
) 46 3% 9] 7

hierarchy

TCMI_RH_HIERARCHY +

digest

TCM2B_DIGEST

Al DRl AR OUE B HMAC 724

A.8.10 TCMI_ALG_PUBLIC

TCMI_ALG_PUBLIC #12%

B XL ILEE AL145,
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#* A.145 TCMI_ALG_PUBLIC (TCM2_ALG_ID)EEE X

{121

ik

TCM2_ALG_! ALG.o

JIr A 42 e Rl

# TCM2_RC_TYPE

20

e TR SR (4 B 5 1 3 (81

A.8.11 TCMT_PUBLIC

TCMT_PUBLIC $ 1 2RAIE L, W#E A.146,

% A.146 TCMT _PUBLIC Z&#EE X

type TCMI_ALG_PUBLIC PO g WIDEERFS
nameAlg +TCMI_ALG_HASH HF 115 2 FRxt S 5k

objectAttributes

TCMA_OBJECT

JE A 5 A — T P E L R A R AT

187 FH 25 B A T 35 O
authPolicy TCM2B_DIGEST {8 FF X% 42 1) nameAlg 36 3150 5 g
AR BAUR S 7] %S /Y buffer
[type]parameters TCMU_PUBLIC_PARMS T 20 B0 1k o A A

[ type Junique

TCMU_PUBLIC_ID

S5 R A 1Y) B2 — R iR
— A AR X FR BT A A

. “+HUEBSEE A 45 TCMT_PUBLIC, — /4“4 "% 8] nameAlg 7] % TCM2_ALG_NULL,

A.8.12 TCM2B_PUBLIC

TCM2B_PUBLIC $ H 2R @ S, W% A.147,

% A.147 TCM2B_PUBLIC ZHIEENX

ik

size=

UINT16

publicArea K/

"= S TOM AR AT TCMT_
PUBLIC Ik 4 , 8 B7 1 K /b 5 £ &
/INE DE L

publicArea

+TCMT_PUBLIC

AP e
“T R W AT AR & nameAlg fil
Al TCM2_ALG_NULL
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W R B
AR
T {5 B B 4 SR 3% 52

B.1 #fi&

AT 2 AR A AL AT AT P 5% 2 B2 U A A DI IS A 1 A OGP ORI A2 T S BRI o AR B SR 4%
BUHF A TCM SCBLSE ] 555 7 F 8 1V ZOR I AT & 1o AR B S5t 405 1) 0080 0 2 s 401) 52 s o 4 11 1)
b AR 1 JE AR L 55 7 SR 2 HE A P9 ST 15 A 1R AR AR AR TR O
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B.2 R Ehdn < B\ B SE

B.2.1 TCMZ2_Startup

A
80010000000c000001440000
i i -
80010000000200000000

B.2.2 TCM2_ShutDown

A

80010000000c000001450000

it

80010000000a00000000
B.3 il dy & N\ K451
B.3.1 TCMZ2_SelfTest

A

80010000000B0000014301

i i -
80010000000A00000000

B.3.2 TCMZ2_IncrementalSelfTest

LipN
8§0010000001000000142000000010005
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i
8001000000380000000000000015000b0012001300230006001b000a0008001000140015001600170018
0019001a001c0020002200250043

B.3.3 TCM2_GetTestResult

A
80010000000A0000017C
i
80010000000 A00000000

. TR R A E T R R B AR .

B4 ZE®SH NG H LG

B.4.1 TCMZ2_StartAuthSession

A
80010000002b00000176400000074000000700102b{97efa884faac35cde84886cclcd190000000010000¢
i

80010000002000000000020000000010{88173a0e4{8811ef6c9b3a49900bc4 2

B.4.2 TCMZ2_PolicyRestart

B.5

A
80010000000e0000018003000001
i

80010000000a00000000

Xt &% A < Hi N B SE )

B.5.1 TCM2_Create

A
8002000000a1000001538100000000000049020000000010a0133e2adb0717d9dcb76d32c¢f073c¢6801003
02315b59f3d6797063083¢42b96213572{6641c60f31c56134faa2e806a34504eb3da96fc59c22bc657eca3
7d210be9al0010000ca5ec60e239a4c71436d1e8{000000180001000400040060000000100014000b080
0000000000000000eaab31225be51e9bd0a77{58538c900000001000b03ef6900

i
8002000002e8000000000000029500¢60014da7e7{9{b0abcdb3b23aalc2533181c01025efad0010b222b
a3090650e6dea8alOabecf95{f8c7c32ac463bd2a047{e90cb5e257b7e719b87abdbae9748879d229¢f01
{3d7466c8{8e413065705a9d34aaf696e8ee04e5c84a{678db34{78b172cb00d7d190911a6a6a7c63eb10
cb9dc851a283228045952bf1bd455eb5db5ac59{1bda098c10677674957b84cd36cfbb605d{78b{157923
fec5dd8b2f1£835996e1f55dfab8cbb79d58575347c0ae6e84379c6d79195f3f5¢cbbeed98392db673b4b3
€4001180001000400040060000000100014000b0800000000000100c64bceaebadbe56eaded014dbed504
751612704af15€3176{29{4ae476236e90b81df14{4e642373f30{f3b257ca00a3e9{75feel8779{9fbd4
6cd307b6aef33597e55e26e3eeb8e34cedlad297aa037798193e962b27a9725297ce3alc{73d9fa0ca74c
cdb5bef56{128¢74¢561547d8al{28d9ed56d31683a1977a61{d941ad5855a0edf62150a20c149a969e28
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855ab7{e5b9719311{d46de7082{429923e0acedecc2b5427e7336e3449¢67b85983973fcec53{975926fa
ae92d55128498d320e75d54296a9676a62c9248d6875bbed316b{9{ad67673375ce96beble2045db67a0e
ed82{6bbd7f45dcOblcba7ela3d6b98a57eff45ef3a1e970{7289e5e1006300000001000b03ef69000014
64079¢7c6e13b180b8b7b9a3b45aa3985063b8{2010004001600041{692a4845383d32b{d28c9c30818e5
7ea00{3ec001600040{807511c9b4dabcb23{3f14b6d0641cafll2{63d3000eaab31225be51e9bd0a77{585
38¢9001476ac096dclfedb291ee5{172aa3c0747eab28¢2¢802140000001003061300154e7d9e90136e8a
1751¢5bd7ea50773b6d6{ccae30e2ae700c¢6d2087635656c6¢5d14758{7703e69343bdbbafa001042{4a9
2dd18bed5335aac7156707e0ab010030dbad2c17{e68ac029e8b83cda652{91d4069113442e92812cflaa
e3541179dd1{539714f46{5043758c54d8be3el46e3

B.5.2 TCM2_Load

A
80020000023d0000015781000000000000490200000000108e0482e4adf0de8b999b28{193aadaf20100
30469d97bceded6936aea51723bdc1b67325e€a96{05062737175b5{2eb20a36623b9779d63e32a5d53bf
15ba3aea00320c00c60014da7e7{9{b0abc4b3b23aalc2533181c01025efad0010b222ba3090650e6dea
8alOabecf95{f8c7c32ac463bd2a047{e90cb5e257b7e719b87abdbae9748879d229cf01{3d7466c8{8e4f3
065705a9d34aaf696e8ee04e5c84af678db34f78b172cb00d7d190911a6a6a7c63eb10cb9de851a28322
8045952bf1bd455eb5db5ac59f1bda098c10677674957b84cd36cfbb605d{78b{157923fec5dd8b2f1{835
996e1{55dfab8cbb79d58575347c0ae6e84379¢6d79195{3{5¢cbbeed98392db673b4b3e40011800010004
00040060000000100014000b0800000000000100c64bceaebadbe56eaded014dbed5047516{2704af15e3
17612914ae476236e90b81df1414e642373130{{3b257ca00a3e91751eel1877919fbd46cd307b6aef33597e55
e26e3eeb8e34ced1ad297aa037798193e962b27a9725297ce3alcf73d9{a0ca74ccdb5bef56{128¢74¢5615
47d8a1128d9ed56d31683a1977a611d941ad5855a0ed{62150a20¢149a969e28855ab7fe5b971931{d46de
7082f429923e0acedecc2b5427e7336e3449¢67b85983973fcec53{975926faae92d55128498d320e75d5
429629676a62c9248d6875bbed316bf9fad67673375ce96beble2045db67a0eed82{6bbd7{45dcOblcba?
ela3d6b98a57eff45ef3a1e970{7289%e5el

i 113
80020000006f0000000080000002000000180016000465a9a8b1b79a7{99{3ba88d900{34€2167de2cc60
0109d50ad05613551aded463aabefd1d759010030d3ba529d18d0d3a0bb0440d62dded81{619d301ede9
7124¢355adbff752417606533c91e3el3e51el28efel07490c6d3

B.5.3 TCM2_LoadExternal

LTI
80010000012a00000167000001180001000b0002000000000010001700040800000000000100c¢95a4b3
838571ecd36dd09ed129b4b9a0226d21271fc440efb1b416633c2b2beab9a379¢f1302bde445{ce48b63e
dfe51121a93992e157e61¢1¢251578b965cc3d0bbad23498592ea27¢d6599e4064566077b286a003cbe3
d28eb63f807022edc4d303{5d8f2a5b51c177ec7847f4544d18e3c6d171ced34cad31d17bd897d1{2e27b4
013551877e511220d673339d{9025ed16d3b3b1531518818360a916225c¢4818b0d{d03edd5bfebe05a09d0
d0485874ba56dd754a6a3f1d3f5e90e8911890602db38f8{37133c721d97e6fdc9ef6df9e0c8ecl3b5ece70
c7ef51767e595ab3{4999d{68ade554899931c5898ba5b399b91e6b8e7e5a9d0d7a5e3fae9bad40000001
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iy b
80010000003200000000800000000022000b6a86132428bdf042e4ae1f94215597a2c¢5872b011d0b1d11
0807b3dacc620d6d

B.5.4 TCM2_ReadPublic

LD

80010000000e0000017381000000

i Y
80010000016a00000000012e00010004000300720014000000000000000000000000000000000000000
000060080004300100800000000000100ch7c986e5c434€a20161439529337ba76eca95f1f34ab644b74
25cde20946b516249e4d805922212a3448d2553714e4017d814288b7{bb7e51834834b7bbcd323{69732
ee8f6cac5a47bd999d09310f9b743d983382cd760e376085227669fd27d0e69aa017786d14c370e390bfe
7b702811305e186d9b5775424ab7382423348a2b739¢3838b45acdf7fcf6e86e3{{{f08c9d3318746b3294d
78d1945404c71aa0d6a404d4b06d97cd2135d6e74fbf65dd{65c8ca551b4ddefd837d8afe338d07bbcl85ce
cc26d8a7bb83aa306759a2cac3019435702809d45fca2e48119726387c4ed84788{743368{958d641280b
ea40fdc44a6b30fb1{f551e575b36fd55b0016000411692a4845383d32bfd28c9c30818e57ea00f3ec00160
0040f807511c9b4abcb23{3f14b6d0641cafl2{63d3

B.5.5 TCM2_ActivateCredential

A
8002000001120000014780000001800000000000007a03000000001470e720083515b2d24edc2f1cf6c09
€3574ec9d1a0100140e69147c074{3d2a6a2aba55270a2b502056{{86020000010010583377{{3910db6708
8b5d5b51a6bca2010030e334ch7bdae866652b2b6226ac4bfflced5ef55f1aa10246182{88{2665711b5cf4
1b983d55f1798d817c0c1704¢c5c8f003a0020f130ca05061c034dce714d2ba98f080743b515¢8306567 cea
6c75cc1c06d8b7{4220eae68c2d0d247{23d86024108c4a5{{94d5adfabfb3900440020a3bd0ef7a4e0b233
Oebb483edabac31644e32caf49bc80fac02c0122db0f80a50020bf1d456d775ec0bded9963825fael6743d
c8c4d2d16c9759ef99dce3a296b1{1

B Y
80020000009800000000000000180016ce02abb50fc64bf012b8bb34f46b7550ed22c86ab6920014985¢f4
6319855{7495{52ce4fc35a55337{79aa20100148e80d533a6€36e633a14¢36{6803981{0{f3fef40010632dab
573c4a696681a84c213c0d414e01003014038e5b50al5ba0c33b24514ea8573bd5b86921b0c06df04cf0a
3e029763a420ee5a3212b5b{e36a5914467{2b52346

B.5.6 TCM2_MakeCredential

TN
80010000003e00000168800000000016ce02abb50fc64bf012b8bb34f46b7550ed22¢86ab69200160004a
091¢1963d4933ae7c428eclead33922¢3137abe

B Y
80010000008c00000000003a002015b{21e556€963{613739a{89¢3734a09bd169319925{5d4edf80dc390
49671{c0348{1301{3e30c5acea821640b2e235b0494cb16eb11600044002077af06c47d17e3aece5643{36

e2d4c61{f61ba6298ed0e76601ce2fecfl1d4e0f900208ccdf0110242d2d276c0096912bec6f9795e1256b09
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513de22311¢d4b4a609d0

B.5.7 TCM2_Unseal

A
8002000000410000015e800000020000002{020000000012514a2da8083bc185b0{fc302bc288470b54d0
100148934392db1c3{180ech320c417b92al4c4dce698

i 13
80020000005c0000000000000023002152a0853b718cc6a40291ddbbbd644466aef5489c9a974e4adab3
530758dcfad9d10012d535db476113843d91612ddaba99b53772{401001450a90acc42242cedceba8ed1d
3e7e20bc587d24e

B.5.8 TCMZ2_ObjectChangeAuth

B.6

LD
800200000081000001508000000081000000000000490200000100102d8974298b76c8c6c479%ebebaca
0dc2f010030e91ca487c20d53d20c7b519da7f13elee39f6c8d106e3c1b08de95d60f6bfb4a9f23a74d6ae
2113ebc66563c008ce9300020ee0chbc70bdbb59088bdd27588681ecffe9e8ced2701633e557b60000000
00000

B iy
80020000010600000000000000b300b1001453757966907a7579a91df4fbb967a9579c001fa90010365ef
4{1bf1b27620636cc2c323{c01445779272e5441c95b15048e43¢95220a3c5bb4ee8ac3e88ad5cedd8cd5daf
b3a8aad1{15b2f4c8ece0c2102ddcalcal0b189e862156{8cd7b300{67ee8d036edfc6ac51b147671b3e87
30e80e8853e8b7dfc79a72{cf72889c4cl7eceac597d66{84e01ccbbed5418{609137e8a30a6{610d8396¢
€9321d3a813850a2c017408a2cd89a542eb62cf120010cae61b8015dbe2adf181b21e2b3b{51a01003057
c52d31{78d27eaecacbb355386636b81a538ac262c220a20c3a8a5bdc2cal86bibd8762cdca245e9¢3b94c7
cdbf800ch

S Hl <N H L fi

B.6.1 TCM2_Duplicate

LIPS
80020000004b0000014b800000004000000700000031030000000014db51206603da2527c9e4944b3e9
del72a6{32a570100149c0¢11339317963{bb5bfbe01e5067a86346c05600000010

B iy
80020000009300000000000000580000005200500025001427000000000000000000000000000000000
00000001488530553281871833¢833{4335469636a961ebd000206245febede72{b997dc3e31{95e04{1cc
4a48a728cc3e8dc6c73fb0690a4147900000014b9186cdead30fc03b97a81e54582dc5e5d74ee86010014
41{f9645c4ca30d45bf30eafe64c9367e82cicl6

B.6.2 TCM2_Rewrap

A

800200000275000001528000000080000001000000490200000000102347519658498b66199a3f610a8f9

0470100305e0da0606c5b805be41d7971c59bc2aadd7el5{7ce24309d825{53019a11a90faa057535d28¢
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76dead61db2fafeec54c00ee00201b4148c5e189297dd2c198cc4a0{866ef4671fe3bd2d{7811c6e324866d
709719¢1d4d1018d9331f2a5dadc2d04e88fa5b51281e699e2b5a665a30a47746d5ccde7dcIefe3a73d9e0
503259b1820a90{b34b59a0c41b97d5b{614007939{4a6fabdf9a1d0{d2cc144210e901c77cfe9{{978ad77
998fele67415247e8b592b4871b835a1945462e4el1118cc50e0e07{54646ade734898103a9¢5a8a89{6050
b725{8ad8fc4{8ce0ed0227b82a8d7a3e330{40841813el1{c6891261d526{a3{9d8d4dd888eeale574753e8
8393¢7a66989b77cd583a01c7ce5cab125e4d66325ef5b70¢721079¢0605e18{5130022000b09d6102111fb
91480b5142df097587862a4800c6d3bb1e7f987ae64943a4b2208010090a28b0345d11c307c8fd2844aec2f
ec7450a7c088a863cde2764c693e670e008ad8d7ce246eela8fff88c26c7e57501{2c1e607¢73858d424002
59362dd9be03{70277620¢8708abb21b04331c6b3f3e84edead5917b16abl1955¢1{64c06{02ac31872255a
01977b2dcfb207c38{6e4998{0725871bb040ef124291213d9950{8{1669e20387bdf375{fe337a64fe3cb7
690a7499fccd791306d34b15ab222e17{469bcbfld5ac4dda7b5b200d96d29dde04{16d3bbe53153¢7e2d9
46e67258ae74a5dc9e579c02256e2b295aldb23ced4¢57ea2¢b95d767394¢7c050667eebc38elcad7bdb
69391fb5a85d603d543cf416b65b23c1bfcf38fa225b9{1a6ea52

i Y
80020000024500000000000001200ee0020d835{6e¢a54976ed9d77e¢199512e7b0a9{25b4dbcab2{3a049ch
7908c08262618641913d4¢2d625e8966¢7190eded4d7421e201145a913e4c42e6615d8e7ef02dc752{3110
457b793ce86425{893b5¢ce0{13{44b3d9221b3959310¢8d024b6b8164627e23ce74b36¢8e7af749032a9034
acc62a61e493e7404ad1708{3587787693¢7d80d4437e2572aac306592{1bcafaed04d89632afe20a47232
d8442076e3407del40clcdf0c949136554e0eb2611b121aed5e22feb36d64e5cc0263747el1f9fcdee571471
4cd73c0e00b64583e6af9e08fae7delfal 9bda3cdd24{e0b9647647720912d095d4ba85{465d01006b49adb
ddc20e34826147de0f889dbf050bc43bb7670542182a791913e1412c42e00a02ee76761315¢2275670b2b8
26b3777837da91c69{70a7411a5ec4e7f0b390bc33{21{1120c087{453df944d0b375dda50d4{7e9c9f2923e8¢
8123a21edc3d7e4b8bcdald40df95315d6116163a7d8265c8c0185d9e7al71ad145eb5¢75¢9018473edbfb
4belccde71d77a3972b9d37f3609e32052a9290d9df16513de56e48140312a7849bdfc2dd8c0c294a7d95d
5cbfeaa553bb3baddb701b3441654cc22fb32092ad4ec43aa728cc6531ed34539588¢1230bab91f130972a
1e274194204d7e37b74bea7e67ded708700{068al1df8d1365a9a3b29e188c4e39c0e6150010e3bb840b6b
90879d956a7a1ff09155b301003093bbc4347{57a1649{1f4b00d251a0d70e38af92ac60ededb24675b25ef7
b93d75eb8cel79d64363a7e803213908819e

B.6.3 TCM2_Import

LN
8002000002670000015680000002000000490200000100102778a2¢887651b2082e49910caaa5a770100
301a725641835b9e548ba4{68ea7c223558d027339842c5e06e76087362da6c10845bab2c6eaal5a81{643
d231d559da8b000001480001000c000400e00030{aaa97a96648cf{3028b4c29e62587317ed03d3bef5{509
58523¢21593b020a2fal77964893¢ca758b26f0a5f16d0d0c1c0010001400040800000000000100c¢828365b
c63945eab09d795088d6425d7ac452e01159{9{8ef3e3c24d123d354d3803d1{2{2c53539954{51824b5d91{6
8a97bb54¢44d31643527dbca7ba840{105532414848bd6821b5d1d525ebc464526307{2ab71a03586d4ed
1a91614425eeb2feaeb6742e8{257d348eb715a3264e28da39642559c1clee871a73fec30b3eebb6ed8db8
b158ce775cb3b430fb1a19a85747¢2c424a69829b17b394504430872ed0b63d53286c¢6109c5ce54ba87adb
0698ee5{9{fdaf7{9bd55b3d001859e7bbcca0591667c0659a97756372d5¢69¢7{c698d8d{6322e5¢cc0b260

2a5785e25d5eb0b89499dd23900967494301612b6eb1967af43213b84{054647491cd32{00ba00b8000100
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308ea62a646e6e15e59a4c0{c9938095684ca85b48546aa4000000000000000000000000000000000000
0000000000000000000080d65c9bdf9d9{72{debfd60318bdd356057c0b731{7b008{749c056c49a2¢cb712
c8cf3a281472blaf40ee82bd30e1450b62bedd46a710e9cd67d{b601cl{aa2bb92{64a9093b7{e06c6{cf36
d90a5d60a29beb377d4511cd5{0e2d3{e8ec775590601c3bfb60baa3ecf7e33a9799¢495fbc7{5010590fa72
3526b3462ecb7283300000010

i 13
800200000153000000000000010000{e00305ab5d2e6b2cd8244b5a564277b[6a0ed8{7612a69619d010e4
a88a95443da3{b593eb250{66e93ae01e2c03b0304{40eb0010375e07101610c28{9f0ed6a40ba3b247a22
{265cd020dd6{8a7b08adb1ca8b2077{610118eabad566fe75fe6b{920df12ae80b57a77914¢518c1515dcl
85383bbcdbeffe575d71ef9e5{8c5a97db25694b51019ba0b41bb10767d3205329a7{679a42e0d9471{7a6
2eda2d1d4f272d321ce5e2527ef46a5423c44a138e579239e1b35a0ce3d84cb144{2880e4254e0c417b92
4¢c305e831ce9fab398e07440e71243710f8bb1{1703af6171c8673deb833bcf84b355fe20f194d72c928a6d
82d9b70b55d0ac9a4e061a6300101f0a267b2c323d5076fcd9d49d98ab45010030d680d0allea29d1b94
802c88a13c42ddb7173040ff6b600e95bb6a06{2b7c7ee55b5f{d3eaf96c9f0b0433cab92c49dae

JE et FRE 3% < H N B HH SE

B.7.1 TCM2_ZGen_2Phase

A
8002000000eb0000018d8000000100000049020000000010758e69aa590599672292ef1dedd723570100
306d15a29a89¢9d9e9396814cc2adf592572¢b6{a241576163d90{e3efd02ce3b37e591acf4bfd1bi8c018115
8b3d7b197004400206729d6cbddad5e6{7712e9d17accc257c13{d7{954bccfffb9dd3{3cedb828{50020c7
1a71{57e4{284decf1ae380fbaa%a2ee63b5b5a6d46e10095{€99c28a57760044002058903¢ce4033{67{859
d8153de59f0737985ad6d73d9d610c21255f7353ff8¢cba002009866974050003935ceb21aaa9ed857344b
0119426657e4783¢3ed3¢468c¢88b900190048

B A
8002000000df000000000000008c00440020¢793c0380be5003d{97¢6578ee8d6bef191ba92167a9edd91
6a8ab1{c60d6c1700202¢994a56cb3664¢840a512c¢5abf37701{348d{9d4ca55591¢7bd55d9890¢236d004
4002051¢cbb{77e0716ba6543e6017259866c45067b49ad4bb125{0d3703b1921b7826002046e6ab46c1b
ca8ab6393eec789{619b5fe4b3a63478d0783ae5d6c64aed27e7e0010311a695687¢ca3697e5088{72c064
2159010030b0804d7e63891d70b261aac8e685efec9c27881af0c813341888a4466e40033¢7e6080cd828
84446fa3c0f0021{b3c01

B.7.2 TCMZ2_ECC_Encrypt

LA

8001000000170000019980000001000361616100210012

i A
8001000000770000000000440020f20589e€1e993cdfb878b4a0545262088b69d6c63cc9e98165¢c491eel
€513e9100206e3368a8a24e945d8ee636e134515e78ee72{86c99bb611e33caf56cf6de043700039b45d6
002011{4507d5c6d47c¢3843de7c3add54b46ec290854896287062bbac3eb46ed7d8e
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B.7.3 TCMZ2_ECC_Decrypt

A
8002000000¢cc0000019a80000001000000490200000000203f1488207c1b9da88bae88e6230ebabf62b5
6c64685{3ab6a69116be7{110606010020fdfafd7ac65b33{bd5b4b8{3¢265c0795b037e8b{2e888cef64{7d
70e884039200440020120589ee1e993cdfb878b4a0545262088b69d6c63cc9e98165¢c491ee3e513e91002
06e3368a8a24e945d8ee636e134515e78ee72{86c99bb611e33cal56cf6de043700039b45d6002011{450
7d5c¢6d47¢3843de7c3add54b46ec290854896287062bbac3eb46ed7d8e00210012

i Y
800200000058000000000000000500036161610020d72a4c8958del150396e02b5daaca8fa208145ae365
08ab8b9beddac003b428d60100208321df439b90898{9ac4{205d6fc9aeba3b9154d6ch737a437{4ed47bc

13aeba
B.8 XN#MEZGLTENEHZHG
B.8.1 TCMZ2_EncryptDecrypt

PN
80020000004500000164800000010000000¢40000009000000000361657300001000100000000000000
0000000000000000000001031323334353637383930313233343536

i
800200000037000000000000002400109de48aalcd091b461b6e2¢76a4elcdd800109de48aalcd091ba
61b6e2c76a4e1cdd80000010000

B.8.2 TCM2_GetRandom

A
80010000000¢0000017b0001
i i -
80010000000d00000000000142

B.8.3 TCMZ2_StirRandom

A
80010000000{0000014600031ca7cc
%tﬂ :

8§0010000000a00000000

B.9 HASH/HMAC/Event #p 4 & N\ & £ SC 1
B.9.1 TCM2_Hash

A

8001000000200000017d000¢994af6b3a57d4d85d6¢1e8fdbacf000c40000001

i
80010000007400000000003015ab37960¢94853cdfd785e9b9b1e75{2¢1b83001389ea01a9788ed502ebe

67acalc6128296d57597€¢999edbe5bd40008024400000010030c6869e3a8{13{aldealc2008a6324224202
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ac442489d70e53721a25a34a921969eb3029a7c66c0ed3cb2bl1bbcb38f56
B.9.2 TCM2_HMAC

A
800200000063000001558000000000000049020000040010daef11d9d4810a3ddObedddf3{2ef9ab01003
02bf38e51cb625d0eeaablchfOeld4e3f3chdc80aeff1102457351961d67a120e5eb80c8{0ea0a96e9d581c¢
afc6b4£049000401020304000¢

By

80010000000a0000018a

B.9.3 TCM2_HMAC_Start

PN
8002000000620000015b800000020000004902000003001002620931525¢208{c9eaeff157¢7bb0a01003
0ed38ee07{844866ac46224b4d6b16{23554c44faaae378316a08d44136{bcd344b4{c97804709{68a75691
300bd6473200039930d30004

i -

8§0010000000a0000018a

B.9.4 TCMZ2_HashSequenceStart

PN
80010000002100000186001356a917cd6c80aec84b280ee3509ab6149113a40004
fan o

8§0010000000e0000000080000002

B.9.5 TCMZ2_SequenceUpdate

LA
8002000001a70000015¢800000010000004902000001001074bd6fe61e474b3ab30c¢78dd298d{fa901003
0c252ac38c9bdda0b5439a915299eeab74c097d9daca2d74c41d534a29977eded4da9d4fd7af5b60{25e3
b3198d054883014alec2295850a2b1d5b4d9745ee283e499dc383aal5c3c0e5c4d6be650e42d87edadcc
385¢822c07d5c8fcdedf5d8331b7bae890a52b23ed7646{c5{97434d0ae0d01b246{9c4cfd070{0c9013e6a
ce8b30571187{34ccfeec4087916509affd10cfald1d9ce21a38e38d8de0dea5c00a97add055bbf5adb5736
c7fac573fbe36elc45d9a72096659846a73c957{7c0{1360816040{731{8e40a94{fal1764e502ee582b7c94
579bd6d08926e53d5b140e11833053773e790cbed9046b19828c964eaa50492d68{ff48ecfd9a701b5272
d096c29a0e394cf6b370df1ee4f35fda9b24bcf53d833692733259af92edaaf86cbad102a24244c03837214
a8d335b64alcddcee6a2dbdd645f15e604d145da6782263{8e0e0200cdfdc34b62e4505ae5185ca8a9labd
7c¢04b36cc46109803e095452bledaa0ab5e0bddfe24de00ac0ff1a480c2a508ab351eb046

Bty
80020000005300000000000000000010e65915996ef3e6b844d70974db127b9e01003010feefccc93984b
4629270102e4185{e60648396d7fcad04407df771ed4blcb44ef7c23a32ba93e14d7d65019626007c7
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B.9.6 TCMZ2_SequenceComplete

A
80020000008f0000013e8000000200000049020000010010b064e198bbfca8fl1adb85401fbb4bf7101003
0aff14c420a141dbf5{f5965eeda9ab2b2276c86¢ca94619715f217513f{d97cfb4dd1b82beaab3a7c6ddb7375
ba4a7080ea002e6aca%9e330add15d81{521afdb7d5¢27ab80bdal9d167080487061cea%a4e22880b0572
91ebc7bel9¢96€4864560240000001

i
8002000000a1000000000000004e001402b5b8e313149bb2d1el10a0a9a47c1468384316280244000000
10030e45b1f2caf72c154bb5¢23ae072c28432f1b96e564db5636be739cffb5eb0111551f95fde83{5d5eb9
b6d1da298275dc00105b72b777487b84aa5774f4cac3c71343010030eadec7357b2bbafc7dcd167383{6e
40cecf415cf7917¢7121£0217da0fc0668e46768390915b1bcbbe8734dd71e567b5

B.10 iE 4 &5 < %\ B tH SE 6
B.10.1 TCM2_Certify

LN
8002000000db00000148800000028000000100000092030000030020ec81dd91{6a97260d835356e93€9
31f89b48eedb75bedc945ce50ec64fbbff4d010020e6c045a4087aldb7dd205al4ced21d2495b350026412
4£13dc7b175117¢5d705020000000010184322f3ba4ed8cf906c5c1bb0da33a1010030bde0albl5f2bded4
95b2{7b795984381cfa3e5cea’82afect54e9164c63f10d6abbacsade6e0b9a600ad2af83431377a002d9db
6e116586a92ad981546639496€a9a7917d2954ebdf910912739¢75b4e95162adcb6263132833{e5d0e76b3
c0014000b

i A
8002000001da000000000000014200baff54434780170022000b329465703f924cadbe2bc03d3dd1lae608
7814c5e7cedc0aca710d9bc969d2698002d9db6el16586a92ad981546639496ea9a79{7d2954ebdf9{0912
739¢75b4e95162adch6263132833{e5d0e76b3c0000000000b9e2d36efe38c31098d8a90090e1{9cObc30f
7a10022000b657665d54000218d{07a6727{87370bab66017{{8dd48d06af6e0aedac01839b0022000b76¢
7bc0d87eb8e2e66dabb4d5d7a53dc821d350b60aee71896aa25a98a08802380014000b008022efb788bdb
07067b2481d6ed3754€31334c94a3340f12a19513d71{4412511ae0398{362bb0620b{5€90{3{092e1{31bc
ad550cfcb4fafl1218a9546ec8b3df6cecff222¢8957a4663d829d54edd55a35581ad2dc660cd8{8f63149a0f
723263a5¢154d6b4c¢835b0d3e3481143497583da0ed1624aeb8d6b4de372a50db25¢e360020bdc81c048
25a452919¢f7bd3c0803d61ba610c2a08be987842afe371388a51930100203548835¢17a95ec0d6b9c51c
17d1c5dadfdb16bcfe5{8307bc2dd4¢346e82¢5a0010df0b1{742¢7d5¢9118042919d12718520100304ale
1004 cdede7a026a1505a839c0b8e635d5e4{8a8569d07102b9afef51b650930a4f66b50db642a0ff6eabdce
7¢b98

B.10.2 TCMZ2_CertifyCreation

A
8002000001050000014a8000000280000001000000690300000000302{9{9003e442c¢20704548de0ab40
457048676e978a87edcccd27a56468c{9012842143eded{9195d1d72{691b40b72c¢30100306¢{24d3b9991

895244b5d2bfbd0253a43cb47b3179bfbb0a6b670b4cfd321e0196d22de76878{7{81d{d66cc68{1195€00
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321ddc9¢20b19¢c25db1012¢73b446791ac6b27e6676ace21a6991b23a166252bb33d80a42091da795¢98
5871c43e50ccf6f9c00142af40b07777912220cd958f2546311d11c0508620014000¢80214000000100305
39ecd427d8{8{a83af566c60196ef2a7e0d9d38a6fa89adee204e12d77e77e57c861ce6454458cfe58054ef
ee3f015a

B
80020000023000000000000001bd00b5{{54434780120032000¢3b4a99bfd6d43bcac49f6bb454ee33{41
b2ad77beca50fac61e19be967b3948969ddf2{b8{f5ace7daea87232a31eae90032fddc9c20b19cc25db101
2¢73b446791ac6b27e6676aee21a699{b23a166252bb33d80a42091da795¢985871c¢43e50¢cf6{9c00000
00001631092114¢9191249646{a00a515253b0ac40edd0016000485db98bb7a56e0bf33a47c¢6748d240al
41cel3e800142af40b07777912220cd9582546311d11c0508620014000c0100bf7b5eefc6d5a69b0a82al
92d5427b64calf40fa8e81c2d8dd98ad65{3252eccc947aledf2904b6ca3leec687d457{349b6c48274724
01398€43a24a19187709707bfOdcdeelce?7a5446f4b04e9bd58503e3ea705bac027914043a0a38edb43
cf4e575514120c92611e5¢7c31ce3769d59cledd2667{16c452df0e184b13{5bb924d4510ccd9f1chb37314
6b18eb04b2{6effd0261940{10087687562ecf7a1419b8fa92c00ab3b475710445085befccf887e56a62692
7deadcl4{c644b5e06702dde2e073430139534¢cfee882e985386db19127{76{d19764247908128d2a0db6a
9e6b76bc5318{3414e226bd4b805c¢d214257ce0fadb91ef823e1281d28b{600301c825124e425daldab16f
37601215e913168e8a9045cc639e22be26769042db7e2dd424d48{bec94085021319455ace6010030366
6eb2c0e78c17b977ad474c44f2873a4396¢c3218d70b41d8673d6359af059640d94dee6d306dadee82af39
88639e9b

B.10.3 TCM2_Quote

LN
80020000008b0000015880000002000000490200000200106{5dfd203dalfe3b55b2b939febd11af01003
0el2d5a88ac18ed6e67f18489d5978dc3d08a04ddd5a03a2d033348eb323c8082cff2c0c0c142a53183825
ad35018539d00203a9344b2dc8ccdbc97024d905¢cc3819fdc96484bfldeb21a3al24b46db3a5a4d001400
0b000000010004036b8900

i 113
80020000017c000000000000012900a1{f54434780180032000¢9¢39359b37b1e6014389e5d60ee5{7b51c
caba2{b8cfd4287¢1c¢9¢cb20304a241d4921cd092{c9dc872cee048d042757800203a9344b2dc8ccdbc9702
4d905¢cc38{9fdc96484bfldeb21a3al24b46db3a5a4d000000000009ed4{6a6{795dd366{46f00fc0ab31612
32da9a000000010004036b89000020b393978842a0fa3d3e1470196{098{473{9678e72463cb65ec4ab55
81856¢2e40014000b00801787d7{{3fc4018120e52784721c1b247abde4e5d7bbdb8b03c46a4c825aec7d
a5d606dcf533c7d126eae330aa783af14c9610776149fecad71feddb9388145127¢0229d84755b184cec?
ec09bd036d06fefdbc62467243f2ec7b8bd7d1344de5efa355a3chbec3ffb65428e7{{976f9c4bd0d4a914147
052ca864433aed9d200010abe3827aede9563f3fa432{85e5b9b3c0100306011038fbf707094a714ba848b
eeb435fef8b5acf71229134f4b27b61cf245c46aaabdf2d621078d1cf7a37090fc6621

B.10.4 TCM2_GetSessionAuditDigest

PN
8002000000¢60000014d4000000b800000020200000000000092020000040010dadba7b0a8{391897343

ce2a54e4d721010030{7eb{3{806{2e040d20540{94{3{11b{f553321d311bd150c2e482e262523{8b767eef3
161



GB/T 29829—2022

1b366d58€93a21590ab52eab1020000010010{aaf6809¢34537084{45ad3656bdee0601003083acc62283
5¢52570efef2efel168722a8d72799da34eebb5dad2c¢8d5096b22111512375735¢fc7e72e3{4c58ad8089ef0
01225¢84¢d6427a1b7d53e0bbe9d95b3c9871{7001a00040021

i Y
80020000011c0000000000000084003aff5443478016000000000000000000b8¢39380202d5d1c8868b{0
035963a5a6908ce55000014d47eaad042e7af6c4b2787efe3306c8791176b83001a00040020eeb63193ef
bf089dab048e2df4d6d36065660045b69325ca04492dc8a352b3ef00209a447823751332e08b02910518
0ab9e30fd0fc737a6e7cac470c0af0c8c08520010f5adddc27d9efb6452ed9bc61ddb291b010030e4f2cad9
d31e8562¢35808fced449d402764bab2e7{d11a29920963642312249ca43745{ba515390{387a7e0d459¢80
9100102915d94270094ce24223b{bd8fabe5370100304{7aac98{d938247c8eef0986cdebb6b9528117dc5
6df38{b1628335{947af3c404a2ff2b8fcaf6ecdc5a05c¢d6703c07

B.10.5 TCM2_GetTime

A
8002000000340000014¢4000000b8000000100000015400000090000000000400000090000000003736
967000361616100140004

B Y
800200000189000000000000017100691{54434780190022000b56c0e{8298e762b04711ba240a23a9%fcc
692b87a2f36dacd0ce2900ddc82fa9d00036161610000000000148db2000000030000000000000700331
90514100000000000148db20000000000148db200000003000000000000070033190514100014000401
00b7b41e5923c¢7b65{86049b5a778abe91be05e342555a9bb370a2d8abd{d6706e0b79d0b63{cedc678df
3e55646894caf4cb1330eal16528eb93d2dadc849¢80c¢7c8a99a35750a7078d1c27aa9f6ce5ee54826268
a2e8231{66bdc9418139a5{d01b6654536d{106906636e0db2bb7a57ad96bb4360dfedf06c0d34db43{d73
8e184f2a7565a619e5526fac950eal2472dd50{3fe7c754b07fb6d988c05a13766ad38a677{d470a52068db
9ebde49a3b5bdc8062b0a3f41d1{6bba37e0c0351¢c3d8b6a5b5fdd66{58cef32b0d0c28ee732155a69{32ce
5dc41baa6108052{f15377741679799¢c4{bded48466d21ef6b10{7121{3b35{63990bc8{b13e04328745a000
00100000000010000

B.11 58 EC &< 8 N4 H 24

TCM2_EC_Ephemeral ()

A

80010000000c0000018e0003

B Y
8001000000520000000000440020eb8e0d09b02fb7a45dc9814322e158e7d30743022e4e213b57652adc
75e716a600202304bad{4{4c52d05{393eeddeb78455126866a0a7139bd7416b169ca3d459760046

B.12 ZZRZRWIE < BN HL
B.12.1 TCMZ2_VerifySIgnature

LIPS
80010000012a00000177800000010014000000000000000000000000000000000000000000140004010

0190d1e151d8fb001a072814cb102{41a10celbc0134d8{714221d{7cb82646{c91ac8d0493d4a2901e513
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632a77641467ae5fbdd2d487376ad54663446d92a5841b3e3ae7c618a2¢7919e215e79e52660a4a99e35
3912300484101af5106991204258e0568cd67{4061b393{054119e044bee852179b9{71{68c647131693220
2eelf8818c¢51d886e4752b761c541e607123ce433bf3b1d95¢80dcbec05¢451efcfObl84bfa651830339b9d
14cf6d{70edf50e31a0dddbi64a33026b25332bac208410c¢f79067034a6ba50e8693¢8c02220639d5bech9
dc45c186812977c89001f7ce5a03738dd7a6{a84124d10cc5083942d0bb0cd35f3e9a38{206e5¢7528e3

i A
800100000042000000008022400000010030d2bb3459c08b012d382711cceabeafdd63cdd2aae5e376c1
56a75ab912d273cb5ae44618616c8b20f18909ae835671fe

B.12.2 TCMZ2_Sign

LI
8002000000b70000015d8000000000000049020000020010519¢bd723bbb97c865bcceedb86ed75e010
030def807b6e29a85{420e0a4d51e456700{00a4334756e561b88d964e868cd7{df510571{4b6ba5d219cce
b42ada7b34030020b5dccb452773e73140adff5bd426c¢b99977515{6004daedf1a7dd65bc68df481001080
244000000100302dcdea9d4af9cded7a508c92eb637b65aaldecfb0d65b41855aa67eb89807649{2acd0Ob
2d9275f9b30f331{6872213e3

i Y
80020000015900000000000001060014000b0100alabcdb614ee0ab430{c96fae755a9b30c916085d{372
deOcal7{8bcd63bbb6c73b98dca5b7c67a102c91a8d4602c977116achbc6{5ef793alcf9aed5cad81{dd7205
19aefa32340d926af1{01518976{5c1fefd3af951296{e8823d3elaba642581{0c18cce7bca00{04e0244adad
a68bacd87021¢9192296¢43d96b8839dc62b703ede8201bc751959{8fade6bbl6cce892dabd53bd2bIi837
35e36027d7d59{20548a80826eab1948b2291{e8568b{882e1cdb532483966a1920e713{148034ac95bab
b047€al736229610e59fb71d945¢74b0a784e8b3{6a9b5b7cd36106d0626b96a4d{7e712869{d3eb86cc93
03d1eb2472a3d398a102d179b3ed52359bb00100458bed32{75390645f19a118ef9¢3490100303e7db3ba4
623dd316cd8e2e6{67187c4495843bedbdccf45813e462a29627bedc4afff6c5640be8b26bb67fe7585a9be

B.13 SEEGSHE NG HXLG
B.13.1 TCMZ2_PCR_Extend

A
80020000004100000182000000100000000940000009000000000000000001000b61616100000000000
00000000000000000000000000000000000000000000000

fan o

8§0020000001300000000000000000000010000

B.13.2 TCMZ2_PCR_Event

LN
8002000000200000013c00000010000000094000000900000000000003616161
B
800200000071000000000000005e0000000300047e240de74fb1ed08fa08d38063{6a6a91462a815000b9
834876dcfb05ch167a5¢c24953eba58c4ac89b1adf57{28f2f9d09af107ee8f000128d83c7afl17{544dffb989f
53cd6aafdc2edabea5ea7fef3dd7b2{0ee8230660d0000010000
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B.13.3 TCM2_PCR_Read

LIPS

8001000000140000017e00000001000403040000

i
8§0010000003200000000000000140000000100040304000000000001001400000000000000000000000
00000000000000000

B.13.4 TCMZ2_PCR_Reset

PN
80020000001b0000013d0000001000000009400000090000000000
B i

8§0020000001300000000000000000000010000

B.14  ESRIRA A S W N H L6
B.14.1 TCMZ2_PolicySigned

A
800100000122000001608000000103000000000000000000000000000014000401008e06ecd084b8cad
3d4335d30768c8e970cd27{4e71a189da283ablal899ach828833a92efd355b7929{921a479e6{c890d6ee
€02c47eb434070b328ecc2723a618c8613569ec0168456e923{4{{3a2{160938cc16al17587{2b76fee5605(
9de0c707d8aZ2ac84b2b4dc2c90aeb46254ee425b601¢65702e56d3ab823c5e4{2ecd95def8b9bd2bi{72b73
5202c¢754c206dcbalf9e56ca8bc8ecel26c4868be368959daa7{1ad842463e63e7{167db8{60467 cefff04cf
4052c00135bec0715044bff03097403ea78a6dalfd9c894d6ef55372fcfe3791035c¢8d85a7c63a66021b7c3
¢852a3071081efe02a22{54251358a181e9cb7b987eb91678632e57ae395b95

i Y

8001000000140000000000008025400000070000

B.14.2 TCMZ2_PolicySecret

A
800200000089000001514000000103000002000000490200000300106¢21a3dc58{952867{3fa8a8948af
€730100301¢f4640d16777c8722cb87bf1a60b{{807ece3d5¢c93b964981e0a8966ba81{8684afe54be77d1c
ad1734d1da003438d0000000203261c44fee97e7f395d232e92dd2fbbc2dae55305¢318285add64f8cd02d
¢4e4000000000000

i
80020000005d000000000000000a000080234000000700000010a38f368c4e0758e449201fa03d4{18400
100307404722£57453da9089fb46bd0al759da3304184felf39471bda2¢31178fdf9ed32cf0241fdcbleale
981{402e2ca294

B.14.3 TCM2_PolicyTicket

FA
80010000005c00000172030000000008000000000003¢53900000000001600044234c24{c1b9de6693a6
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2453417d2734d7538{618025400000070020cab2d84b6838485c04{9¢b00cb2deb28828c055b7338173¢6
1c1{08dfd1290a6

o

80010000000a00000000

B.14.4 TCM2_PolicyOR

LN
8001000000a800000171030000010000000300304fa865b8a85bcdc27397dc80bd08aef78{4975721a097
6d31cd9d1bbead0{35b7421298b24525{dbe39bd8cdf7b1d11d0030{9¢67b78472d952993324e82a29€25
025c5b322d81b445fb52a9acch5fc2faba8b9f075e{8{df41438df6b36{619{f{700304cc44e380dea754cde?
b5f011872bch36e8a8{f9886706e45c3ec0ab7{fd4875b251317dd82a7c6adcd61ae0a60649a9

LN
8001000000540000017103000001000000030014cb8del653e7{215b677ffeeb4913d001eaf6edfd001415
e362d5ad0abc4773aed541c0a3a947bf8508b70014035be2e6d116a4cb97eb28c480fb03018{f5002¢
By

80010000000a00000000

By

80010000000a00000000

B.14.5 TCM2_PolicyPCR

PN
80010000001a0000017{03000000000000000001000403000000
v i -

§0010000000a00000000

B.14.6 TCM2_PolicyCommandCode

A
8001000000120000016c0300000000000147
i i -

80010000000200000000

B.14.7 TCM2_PolicyPhysicalPresence

PN
8§0010000000e0000018703000000
fan i

8§0010000000a00000000

B.14.8 TCMZ2_PolicyCpHash

LN
8001000000240000016¢030000000014b5{919bbc01{0ebad02010169a67a8¢158ec12{3
%EIJLL—II H

80010000000a00000000
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B.14.9 TCMZ2_PolicyAuthValue

LIPS
80010000000€0000016b03000001
i

8§0010000000a00000000

B.14.10 TCMZ2_PolicyGetDigest

A

80010000000e0000018903000001

B i
80010000002c000000000020b6db9d60583{b1€996{8060{a0534495a{3a55d3e0110{ba978b7309aa6b3
8b4

B.15 &= < N Bt SE 6
B.15.1 TCM2_CreatePrimary

LD
800200000081000001314000000b00000049020000020010fbb9708{4ae391cddf397d01218ca7d101003
098071ae66ab05b{d82013b43a4a3351863db63829{1741b33b93{6{4e04e71c9b7d2d{556¢477{71b0073
69ef28a€73200040000000000180023000c0004007200000010001800040020001000000000000000000
000

i Y
80020000019800000000800000020000014100580023000c00040072000000100018000400200010002
0el27e208bba6debld7ef235a2b8b4fef6b46729{afalealadbf9{a368e6809e80020e036c502bd0c27d673
c1del129d53162612ef389e844601{f79156d84ab64dbbd004700000000003038b060a751ac96384cd9327
eblble36a21fdb71114be07434c0cc7bf63{6elda274edebfe76{65fbd51ad2f14898b95b0100100004400
0000b00044000000b00000030476558{7d9cf1bfc16355¢066a0{70d234e830f706bal9%ed4fed72ecf1159
56cc140c2734111139¢cal7079482{1a26¢180214000000b00300ae455fcdf6563a82307{94d862ab55428a9
0e7d24e388e25d3b60df14eed0674{e625{2{d30a4d001048{5705380d7d0032000ci{df8615a3475{7{f543
75b798800161218{4d3b802ala7dd4{9d3dd8c5092a64ddb56{000ac468ef2c¢6{8831064a9cf0010{51d871
8089b2e39a60a38a4278d38ba0100304e2146{80ac5{bc7dbdc4ef3aea36d394d9691c4123{5d7cb67c98d
b264cabdb119365{942ad2ec253296a276a0e53al

B.15.2 TCMZ2_HierarchyControl

LIPS
800200000020000001214000000c000000094000000900000000004000000101
i

8§0020000001300000000000000000000010000
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B.15.3 TCM2_SetPrimaryPolicy

A -
80020000001{0000012e4000000c0000000940000009000000000000000010
i -

80020000001300000000000000000000010000

B.15.4 TCM2_Clear

LN
80020000001b000001264000000c00000009400000090000000000
i i -

80020000001300000000000000000000010000

B.15.5 TCM2_ClearControl

LipN
80020000001¢000001274000000c0000000940000009000000000001
i iy -

8§0020000001300000000000000000000010000

B.15.6 TCMZ2_HierarchyChangeAuth

PN
800200000020000001294000000c000000094000000900000000000003707070
i i

80020000001300000000000000000000010000

B.16 FHITEH & <HNEH LG
B.16.1 TCMZ2_DictionaryAttackLockReset

LT
80020000001b000001394000000a00000009400000090000010000
i i -

§0020000001300000000000000000000010000

B.16.2 TCM2_DictionaryAttackParameters

LN
8002000000670000013a4000000a00000049020000000010fd7d1221bf10d0fddb1301edfba91e7c¢01003
0b7d7eb8{8cb1b3cfe73{754bd19d7b12802ceebd4e35872aed126bd898971d3d{d48ac55b{c0c076937ec
6086d37600c000027100000000100000001

i A
800200000053000000000000000000103ad2358b5567{67a413b920d19521ed3010030cabb040e78e3e7
56¢84¢c2a0{811cdf76d3bcf96ce2ed2858ac7b3d37cec0617bcf993c6e6bdb6beedf18304b36eedech
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B.17 BB SENGHILH

TCM2_PP_Commands

A
8002000000530000012d4000000c00000029020000000020D1B308C513801200C14E9095484EC8B5C
E1E62C8D19E8498DE39656 DBIA884EL0100000000000200000143000001440000000100000145

B Y

8002000000530000000000000000002075346 CAOE70B02D3F76 FSCD1FEC759600C498 E61D4C3AA
C622BFIEESEESF06CC0100206D017910643FA7BA3B3CC4A28FCD9415B5E41D43A3B169D08A
E20DE4188679DD

B.18 LFTX&EMEa4<iNiGHI6
B.18.1 TCM2_ContextSave

LTINS
80010000000e0000016280000000
i Y
800100000456000000000000000000000001800000004000000b043a00305¢c18518ef47835b885ef519
4a840aa491df0170446326614a424b6e74a57822481ed86c6d657e4{7c228a4eal6f66c17all9a24a4cle
02885a4e035d43cd1e9614{f9be5105¢674573b3fe4ed066c2827d605095100ccb8d7a9d187{d5419a21219
84fe8cd19¢7d6582747e7f0a5155a50009bf5678b0f23a2bb63abefld6babd0592fcc449241524e96541f32
¢58cab03d133181078{1b7ed2ec17077131084156{f9ece96c0b92681451928607d63b71d38dbe6679d08
165d4347¢fd10c8d5232{{7b4b9555{9742b35e850eed308fe4b06669cf2096ac298b28a04d45c0{44e5 a3l
88dalb4al188988d01e709b9483c531ad96d84ed4bdc46{3bcdbbdi37a76{830b5716984365¢2787eflab1
163{a328470{f03b03848746ad8925ae005521eddb082{15a2d9¢f94092a438841446a3e3bc00c7c421e5¢8
1b48b5d8b37a1{1370b7064f9b8603677{1dd6426321a9{fecd590aad76{68b1dfd2¢73094be9cafbe737e7
d234424c06af151662e48af24569b9ch93771ab6227039a453534ad034d23d1efefad8487h43abedble?1a
4d4265e2a4b093406634a0e8e24bb1cc4024adad01b4{3660b271443981¢914db{7a06369a727da3faael
4799d2cc0fc5{16£110f98d9fb2531b9c2ae53c96689092919d8be80e8ddaaabbad2dedaaddb7378b{5fef6
8af6df5ffd5736b0284685dc56fd06bc1b25312e4a9d0a57d62da93be67656a35fb02d3abaclcdd4bflc56
4d813951105843cf6c207{8f2b3a466ffecbb2cc3dc633blaca231505b4b3a7314cf197bdd1388e94fc1d18
6ad44410fcf1833949474cf62cad32a970bfecdfe9382409da64ae308dadfe300{7deffe908023f30ccf35b0d
185c4af4125362654fecaca9ed5616b2d8ebae7462¢391363bed1b686¢3119¢1377bac296365379d614d87
dd487985{dae96e6ca82a5d9alda89b5b58dd3d4{1c078a6e785{43043d1abea6030b140df986{4ef74{b9d
7a77d30e34bdf14ec3998dbb8669¢c70dcefd49040dd6a6aa814bf01911a578d60956b2426el4245aabeb6
e05cd6¢cf237b8b{78b59e68436cd2cffaae69{2b7b753972dc24233108e2{00¢c8ab47b87d4e8d681219707
59cedf721ba93{0d753e47da27{126af895d73481922d7b52e1765db06e78{df4{{c935eedc36d3e27b389{
9c87{77314a953a45aaa9cd62efccdace5c10c8db6d063c80b8542a0588614700{7d2b1062515d68a7339
c0846e73fa4e832745b3d750c68553375e5fafeeca31b803e28b134178ac7bda7dfc2{1e171a6978c5dd6d
03aeb38eed9ec08echb3559d62602{b04927{9b16c5a19ea81d430c05d1e57b4067afb63e47e27e9dal05b
21700643c297cb23c442be0e76b2a67c5d7492388915fb401efafec290ab2304dc75490844e2d98b34b393
affb0dc8dd5d731{deac759a5abbe894555d693010766a0485b6aada7c59a544bcd1d6e5539dd2954{8499
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cbb591a851917f3claeeba233c6fc5277b31c42456e1879e23acdfOfef5{d928d
B.18.2 TCM2_ContextLoad

LIPS
800100000456000001610000000000000001800000004000000b043a00305¢c18518ef47835b885ef519
4a8402a491df0170446326614a424b6e74a57822481ed86c¢6d657e4{7c228adeal6{66c17all9a24a4c9e0
2885a4e035d43cd1e9614{f9be5105¢674573b3fe4ed066c2827d605095100cchb8d7a9d187{d5419a2{2198
41e8cd19¢7d6582747e7{0a5155a50009b{5678b0{23a2bb63abefld6babd0592{cc44924{524e96541{32¢
58cab03d133181078{1b7ed2ec17077131084156{f9ece96c0b92681451928607d63b71d38dbe6679d08{6
5d4347cfd10c8d5232ff7b4b9555f9742b35e850eed308fe4b06669cf2096ac298b28a04d45c0f44e5fa3f88
dalb4a188988d01e709b9483c531ad96d84ed4bdcd6f3bcdbbdf37a76f830b5716984365¢c2787eflab116
3fa3284701f03b03848746ad89252e005521eddb082f15a2d9cf94092a438841446a3e3bc00c7c421e5c81
b48b5d8b37a1f1370b7064f9b8603677f1dd6426321a9ffecd590aad76{68b1dfd2c73094be9cafbe737e7d
234424c06af151662e48af24569b9cb93771ab6227039a453534ad034d23d1efefad8487b43abedble?1
a4d4265e2a4b093406634a0e8e24bblccd024adad01b4f3660b271443981c914dbf7a06369a727da3faa
€84799d2cc0fc5{161110198d9fb2531b9c2ae53¢96689092919d8be80e8ddaaa5bad2dedaaddb7378bf5fe
{68af6df5{fd5736b0284685dc56{d06bc1b25312e4a9d0a57d62da93be67656a35fb02d3abaclcdd4bflch
64d813951105843cf6¢c207{8{2b3a466ffecbb2cc3dc633blaea231505b4b3a7314¢f197bdd1388e94fcld
186ad44410fcf1833949474cf62ca432a970bfecd[e9382409da64ae308dadfe300{7deffe908023{30ccf35
b0d185c4af4{25362654fecaca9ed5616b2d8ebae7462¢39{363bed1b686¢31{9e1377bac296365379d61
4d87dd487985{dae96e6ca82a5d9afda89b5b58dd3d4{1c078a6e785143043d1abea6030b140df986{4ef74
{b9d7a77d30e34bdf14ec3998dbb8669¢c70dcefd49040dd6a6aa814bf01911a578d60956b2426e14245a
abeb6e05c¢d6cf237b8b{78b59e68436cd2ciffaae69{2b7b753972dc24233108e2{00¢8ab47b87d4e8d681
21970759cedf721ba93f0d753e47da27{126af895d73481922d7b52e1765db06e78fdf4ffc935eedc36d3e
27b38919¢c87{77314a953a45aaa9cd62efccdaee5c10c8db6d063c80b8542a0588614700f7d2b1062515
d68a7339c0846e73fa4e832745b3d750c68553375e5 afeeca31b803e28b134178ac7bda7dfc2{1el71a6
978c5dd6d03aeb38eed9ec08ecb3559d62602{b04927{9b16c5al9ea81d430c05d1e57b4067afb63ed7e
27e9dal05b2{700643¢c297cb23c442be0e76b2a67c¢5d7492388915{b401efafec290ab2304dc75490844e
2d98b34b393affb0dc8dd5d731{deac759a5abbe894555d693010766a0485b6aada7c59a544bcd1d6eb5
39dd295418499¢cbb591a851917{3claeeba233c6{c5277b31c42456e1879e23acdf0fef5{d928d

B Ay

80010000000e0000000080000000

B.18.3 TCM2_FlushContext

A
80010000000e0000016502000000
i iy

80010000000200000000
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B.18.4 TCM2_EvictControl

A
800200000063000001204000000181000000000000490200000000103411f734c22e8394e698ch7ffcc310
5c¢010030de8bce6971bi0ca3909b00e5102773¢d0be05e233d6208e798612e19a2{fa004{64b69{07c1a80b
ecb05846cb9cade3d81000000

B Y
80020000005300000000000000000010bc72eb69955a2b79143e77d41157517d010030ebe8b4d4cea716{
6b3{fdb0330fabdefe3635172093{d8d07e78{c146d7b473bd9e83ed9aeb01415c¢d29¢33b643607676

B.19  tEREAF S HINH H LB
B.19.1 TCM2_GetCapability

A

8001000000160000017a00000008000000000000{{{f

%tﬂ:
80010000001b000000000000000008000000040003000400100020

B.19.2 TCM2_TestParms

LD
80010000001a0000018a00010006008000430010040000000000
%IEEI:

§0010000000a00000000

B.20 NV 2 {Ed < BN Hi H LB
B.20.1 TCM2_NV_DefineSpace

A
80020000006d0000012a40000001000000490200000000103¢55138567a6ac9142¢63497{9fade7e0100
30d4102¢56522417226b3{65b0b298132d8e5c88e901e8{6a567bd92bb115{1d87{8{b228e052a231a9104
57{b541d6eaa0000000e0100100100040004000400000800

i
80020000005300000000000000000010{2¢cdc0ce746b0a60843cadc2e456{b7c0100307¢113d9{54a033e
aeb125de41307a0482fa41219a824¢331312a9523d{3d94604d8{7{30ba99dd6670b8c40912e9fa08

B.20.2 TCM2_NV_UndefineSpace

A
80020000005f00000122400000010100100200000049020000000010e58bad5ebd59c6a5c¢813a6582611
224e010030ae854a76ec3df363e57cc2{64aeb684aa257c9bel8bd0950fc550a4d1d4620bd5ee9e9f0314b
9e73¢2bc09¢860c0b856

i
80020000005300000000000000000010b3d1a4866d91c1e288d8417d27c1f09f010030974a7b61a8b030

76bb369991¢{593149a97050d5768dd4bde305¢cbe215¢6121a79d16b{da9c97¢921227¢2d6a30be598
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B.20.3 TCMZ2_NV_ReadPublic

LI

80010000000e000001690100013e

i A
80010000004e00000000000e01000£3e000¢20040004000000000032000c47642e6a0f92bcf33487bcebcel
2dc6aeff732945cc0439¢950239add55edd62abfa87bd5dad9b7dad93c47{e52995e0ee

B.20.4 TCMZ2_NV_Write

A
8002000001120000013701000088010000880000003e020000020015200{77391¢635742435bcd720dec
d760c1{32e4386010020dc29085d021023¢7359e5{41142d37{076e8bca2aa308a3339b752a2612a4¢7300
ba761e5d40b6df958c13f05ad7{7cebec87171e3b934e138ecf23a037{82¢3541ef003¢19d55593198feldb
0d2b11406a10dd2{042e2484d9d831abd46501aec6dla3eOb5a2a8eblbad39c83d51da29dbe24bla26{3
0b41b60640{7bd9448ca572c79513faed4b779ce5501eaab0fe2edda044d1d4ed96144df6c3be8319a89b5b
6368da6cf07d0714e7d127fe65alce35e93b236730b9e641cdf7da7{14{59¢d3¢797ac90307b9e694d714d
74292d5ee089f9d905470bfa9e43280000

i 113
80020000004800000000000000000015593d69d6{b53b52dab9221dfd9290{230bd1{f42524010020b7dd6
al8226c2ef656c9{f46955304a53a846cd1cd982a9bd771739a15537562

B.20.5 TCMZ2_NV_Increment

A
80020000005f00000134010005950100059500000049020000040010{06ae9b94a2{1442519d0a36{0ef87
0c01003092ab9215b716{19692b153bfe92de37{6c03793e6b2efd4f5aec31e9ef44541295{c9c29a6c974744
6523801bb66669d

B iy
8002000000530000000000000000001052f93b0e9f284d6albda2c30ab5e244701003053e253c5cae7ab
50b086ba0365e6b453521415d0c282{48cfc3{803a2{b{54a409ed948613e3199{c391a41d80d2c67d

B.20.6 TCMZ2_NV_Extend

LN
80020000016b000001364000000101000c080000004902000000001046939cfda41246953cb967e5{045
12800100308b92ab68c72ala68b24{2{c60a748259{91d8404573¢4527fe0al12f3b6786338b3ec919d182
da0a7dc6978546660b0d010ad543e122bd2a7e¢20c0091c907847727c2bdcd66526a7345eb64b0d2aabal
3af8bafl1682b3f1ab1849280d0cfd7d618d78621bfdb907d7e8376064944e69ac05b81368393af19b48b9c
{1c9df61e15{3b4773051{6d493¢c800fe2a31212767812ad4c828812ab8d124b5d8532749543¢9874ccf6b6
80ed01b053{055986a9e3e78630e88c5dc00369dd6785470a13977¢48135557e24{cdeedlecd643aab936
68a977c881389b019e248567{4934ce34e0e85842c7delb8bffcdcad6{9458cd74c¢85fa398a56e67921375
9248702aaa0946ee463448872472d50bd109{5dbec2ecd3207098e0{7670d84c523adc2b0bb8{5960d{d8f
9b529d2e9b5919edcdd4 dfa80e846bbb36e0a3{d39
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i
8002000000530000000000000000001040ab042287325edaf8144deb2dad71d60100302b9b1{5d325904
dd031679{196ca239958dea3554dedd4024d2941bc8524d5a2¢90587e¢89b31386bbc304b18b3{b8579

B.20.7 TCM2_NV_SetBits

LN
8002000000670000013501000f4801000{4800000049020000030010{32a96211673606{616939865{9efb8
7b010030{96{12e6378b26cedc6bel492c22aa3ad31df21fadd6bb555354{80eed76d0652defa544fe46821
3bbe3dch7818a33cef44e919a51ee5b49

i
80020000005300000000000000000010d9a3e9€593564b2e69f9¢8a1797964ef01003009189ab48132a7
234d054129e3{873a03e7511€9279b{42ab916346b1cff5ealc101693c715a51cad03{898658913e12

B.20.8 TCMZ2_NV_WriteLock

PN
8002000000220000013801000000010000000000000c4000000900000000036e6ebe
i

80020000001300000000000000000000010000

B.20.9 TCM2_NV_GlobalWriteLock

PN
80020000001b000001324000000c00000009400000090000000000
i -

8§0020000001300000000000000000000010000

B.20.10 TCMZ2_NV_Read

A
8002000000630000014e01000262010002620000004902000000001041c5c¢b12346db58373cddb627cd
7ddb80100300615430a0{41216{bc919eef80e8c052b3e9edb5d370db29a8e0{504ec2544768e75d8160dc1
70797686c5{765b49c2000020005

B i
80020000005700000000000000040002¢a0e001089d18d582e9070642a5e0bd91d2ef6a0010030464456
68ee0ca2flabedcad31267186c120bd3171e5a7edc852fbc06c6e7bb1{5277d680573455961210949{5{a6
0d2a

B.20.11 TCM2_NV_ReadLock

LIPS
8002000000220000014{01000000010000000000000¢4000000900000000036€e6ebe
i

80020000001300000000000000000000010000
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B.20.12 TCM2_NV_ChangeAuth

A -
80020000006€0000013b0008e6ef000000490300000000205¢{05b63{28cfb792a54e57{407e¢98bba8ed93
0b82d884547348c6da301{9¢fa010020049396¢55722{{b2159454¢e192176d67389422{5541da579390d2
068{0630860011644456b{2c666a8a01227¢44c07{43b841
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MR WARES : TCM FEFZ U BN & A1 48 2 B E AR IR AR A . B A7 ATl i & 36 48 4wl o 45 1
SC B 7 AT E AT RTM 55 20T W] A5 AR A7 B, 38 ) 5 AR A 2 G 25 21 TCM Al i 44
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e

M TCM #:3] TCM2_Startup O B B FF 4R 47 340 31,

A B B2 TCM RS 7] B8 75 2478 B U % 40 I ) O B8 Qe 1 & iF AR R T, TCM 2 i B ix
G ML, RE AT TCM % TCM2_Shutdown(TCM_SU_STATE ),

TCM2_Shutdown O A7 /5 , TCM (iU 5], fir 42 1Y startupType 280 B 1A 5908 1) i3 2l 28 Y
MEARAE R BUR A, 7E34T TCM2_ Shutdown(TCM_SU_CLEAR) B}, {4 77 3] NV 774 #5 19 B &
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¢) Shutdown(STATE )38 TCM2_Shutdown(startupType == TCM2_SU_STATE );

d)  Shutdown(CLEAR) J&4§ TCM2_Shutdown(startupType == TCM2_SU_CLEAR),
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B CLEAR ; 1R FISF & B4 82 F K 19 fie 8 LR 6 75 15 8 i SET ., B 7 TCM 1 NV A24if v (1
i A 4 A28 TCM2_Startup O 35 % .

C.7 TCM 3t & &R

— SR 2 B T Y E — B TR X G SCHR A AR AT RE by T b T SO R T L R R Y 44 B
REFAZE . 5 NV R G| B 2 FROR AR 2R 5| 4 9 722 1k i el e
BT G A — o 20 S DXl AR 7 5 SRR G0 S P o AR G TR G A R XA S5
O3 FE DX IO AR 44 FR B9 T 307 1k 5 DR S X R A4 BRI AR TR
182



GB/T 29829—2022

C.8 PCRIZRIE
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f£ TCM HE &AM TCM F g i, A F 5 I & 95 A7 fe (PCRO AR B E & o0 BN IR &S . ¥ 2r PCR
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PCR.digest[ pcrNum][ alg],.. = H.,(PCR.digest[ pcrNum ][ alg].,q| |digest)
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PR PCR 9136 . XA~ PCR EFELE M2 — D REH . B BEA D25 5 f— 1 1
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S TR 30 R 45 46 RN 40 5 il R AT 20 DL B B A B . AR AT 5 i i 22 TCM2_PolicyPCRO) |
HEAT L H AT FEAIE 52 iR B [ TCM2_Quote O ],

C.8.6 PCR #B

TCM2_PCR_ResetO fil TCM2_PCR_Extend O Z 4 3 #AUA A& & 2 PCR., AREE U PCR, 2
BBV R84 fir AN W) . PCR AJ g Xy AT 58 19 Empty Auth, — AN A 28 1) authValue, 3¢ # — /4> 1]
A5 1) authPolicy,

PCR 42 (authValue 5 authPolicy) A if ] F—4> PCR %4, JLA~ PCR A] G848 & > fii A AH [
142 BUE LA 2R 28 B2 AU (B (authValue 3 authPolicy) iy PCR 3 B BUE X —£-5 1 irA PCR, —4
i [l — 4~ authValue #2401 PCR FR A FAE S . — 418 H A —4> authVPolicy # 4 PCR F5 k5K
WA .

a) AIEHESG T PCR

e [N PCR RNELEAT, M XA EmptyAuth fH,
b BAES
e I PCR ZEFAUE S T, W PCR [ authValue B4 i HMAC £ i 2 4it, 32 4 fy %515 #2
fit, 4 PCR B —/~[EE ) EmptyAuth B AR T 2 — AL .
o M PCR A —PHZEM authValue B ,i% authValue ¥ 75 ¥k STARTUP (CLEAR) B} & B
% EmptyAuth, T %3t STARTUP (STATE ) B 95 {454 .
o) IRWEES
o RIGEE G authPolicy HA J4is 5k MM 22 {H .
d I
o 7Efy PCR i & IE#f Y BALSE BT TCM H A A2 AR A B . SRR AR 25 i 5 HMAC
255, TCM ¥4 #6548 PCR &/ EH

C.8.7 PCR T EEER

T SCREE S P ] PCR, TCM 44—~ perUpdateCounter, — i, 53k PCR &k (7 &
o E D I X TR A 2. 25 SN 2R PCR HAT i 5 (B ] (T3 e
- 5 4 E B MLV AT 4 E BT i PCR B9 308 A 22 R B perUpdateCounter B9 8 # .

C.9 TCM #5% /MM &5 14

C9.1 #%

218 % TCM R I RE . f8 78 TCM ZHAT I ERAE . A& TR0 4% LR T 51 -
a) A Sk AL IE G A A RV AR DS Lo A A AR I DA KA 78 R R A AR AN X 5
by —A 5 A SR B B AR IR (RAP DIRED 458 75 PR P B AR 1 101
o) RN RN 32 L 1H 5
& AEH B =AY AR
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o) HaAMKMSE X AT xm A MR ERE.
M) 107, 7%
a) AN Sk i 73 M R PR /0N i 7 A A5 DA B i s AN DX SR 5 AEAE AR I 5
by —AN 5 A A S MR (0 5 D B B AR AR TR A (OR3P D BED 45 1) Bt i 07 7 5
o) RSB K/ 32 (ifH 5
& Har SR SHCAE S TCM A 1A 5
e) MEH B =ASIEEE A B AKX K .
S S — R R A DX A A R TR 5 A A AR B L 2 RS X I A W 1R

oy

C.9.2 #% /MR kFE
i A TR A Sk SR E = ANE L nE CL3 BTN

& C.3 #54<eimiiRk

a)  Frig
o fEkikFE| TCM BFIA a4 L N TCM $2 W 2) B i i Hh # A7 7E — g o
= C.2 5t T H T A S e SO i A g bz 4 bR ic e .

* C2 fridE

i1 fili ik

TCM_ST_NO_SESSIONS I AH F IR iy 2w [N 45243 X 38 ok 25

LA SRR i 4 B IR B A5 A DX SR — A AL RN A TE AL

TCM_ST_SESSIONS
K/MA

b) A/ R R /N
° nn?ji/J /W) L R /IMEL A 7R 2 i A /g 1) /AN T B MR IR I 5 — A AT TR LR
c) A1
o AL BIAE TCM Byfn2 . B487m TCM REHRAT R LA K i 4 F0e 137 1) 4 0250
IR, A S HL & TE A 2 S 8025 % (cpHash) A i 2844415 (rpHash)
A M A
o I AR RS H B AE TCM [l iz rfr i i F8 A% TCM2_RC_SUCCESS(0) #27% TCM & i
Di5e i an 4 s IF HARE 1 2 4% 2 AE 72 AR L S HCRZ AL
o IR WA RN IR B . FEXFE LT B AR id i TCM_ST_NO_SESSIONS, fijg
K/ 10, FeoR AT /A 45 BB A W AT . A7 A AR S B0k 2 v i o, 44

C9.3 Ak

AR TCM Jr BE B9 AR - Fo VR IR 35 6 70 i 2 2R AF 9 TCM BE B 4549 . AR RE R 32 £/ 7 RE T 4%

YRR BR E . B8t TCM fiy %[0, TCM2_Startup O A7 24T .
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A IR I S A A B o A AR 27 . B TR LA S R 10 i & G 7 7 T
FEAL LT F AT B0 A 91 15 VA X L 0 A 2

FUA 400 RAR RS S TCM2_RC_SUCCESS B 161 A B 45 4

U B P AR (0 2 2 R B LA BRI 2 7 S

C9.4 BY¥

A A2 ARAD R 7R AT IR A AR RN S A X B 254 . X 28 2 B0 DB P 2 1A i A AR 2 0T 5. — 428 TCM
A . TCM2_Clear ) , AN EATAT S5,

BT 2508 fl s 2 A0S BB AL & 7F cphash 8¢ rphash 7, cphash A f14% authorizationSize, rphash
HARE IS .

FUA G5 3 A0AS 5 TCM2_RC_SUCCESS I}, i 3 A 7] 45 S8k

C.9.5 WK/ BHKMN

HA Y44/ bR ic ) TCM_ST_SESSIONS B, A 23 H i 2614 .

e fir 4 v, authorizationSize 457 78 fir & 2 A X B BT A £ AL 45 # b O\ 2 T R
authorizationSize AN & authorizationSize {H i) DU NN FH 8, AR/ F/MESE 9,

DAL SN LN VAR 5 Qe - e S VAN VA S v i @ N iR -3V T (N LR AN VA S G
AT s

FALTNAAL G TE cpHash H, T2 BOR /N & 7E rpHash Hr

C.9.6 BIHIE
C.9.6.1 #Ei&

HAE YA W bric i TCM_ST_SESSIONS B, #2838 A4 H ey 2. A, 324801 580K
{45 -

a) 0.1 3% 2 WAL (SIHBE D) 5

b) T KR%ET TCM BRI AT 3% 2535

o FHFINE TCM K& 3% 50 1) ml 3 23

R pricjE TCM_ST_SESSIONS. JIf 4 AL X 0k 2 /DA — AMER ik = A A/ ssiE e, ik
FRid & TCM_ST_NO_SESSIONS, Il % 77 #Z A% X 1, .

szﬂﬁTﬁhuéu%*ﬂEﬁﬁ X 2l TS S N N B AT AT AL A AT AT . fH R 7E
A A, R — A il B & JE M el — A S ih B R R

—/l*%ﬁTIEJHfrFH?&ffR\tn%ﬂnﬁﬁ’%%x WER—ADSUAE — A @748 06 4 B A DG 2 A2 15 7T BB
I s JE A . RSB GEH TR AL A SRR R R A B TN A S B L ) TCM KR
— N EEL(TCM_RC_ATTRIBUTES) ,

F*C3 ML THASWEARTNIEELAS .

&
[l

®C3 BN/SERMER

i & B ZAL (1) (6) A2 (2)(6) in % 251 (3) it 28 2538 (4)
! v J J J
2 N NG N NG
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®C3 BN/SERMER (20

A=Y B FZA (1) (6) A3 (2) (6) Jinas 25348 (3) it 2% 2316 ()

3 N N/
O B AR TN R

i 2. HMAC #2835 n] J T 2 i % , SR g 52 B2 3% o m] T Jon 28 A 2%

3. R —ailm AT,

E 4 AR — Al HTmE,

i 5 BALSIEOL T O TIN5 A 25 10 2335 2Z 00

A0SR A2 T B AL IR 43 BB AORE B 5 th AR AL/ 5 8 R . SRS . AT AT RE S T ER A T T
T A A H A 233

i SR e 13 AURS S TCM2_RC_SUCCESS, Il i )i 5 A7 5 3 5K AH 7] 9 23 35 20k . H 2535 #9005 AR )
I AN AFAERAL
C9.6.2 WM&

TEAR A P B BALEE Y A% Xan 1 Cod s

SRR —AMUFHRIE, 18IS SRR 2 T AR
RAFE —ANHEFIHIE, fBnonceIFTKEE
nonce LhiEEprA P A e -
SR BERRESEME R\ T8
RANFBE —AWFEHE, BT KE
B RIBLERE, AEHMACSETE KM\ AL FT 54

B C.4 #ridfE

C.9.6.3 MKz

FEME IS o 45 A 23 3 AL A% XN 181 C.5 o .

RANTB —ANHFHHIME, fEnonceIFTHKE
nonce TCMIE I )\ AL 4

SitEME BERBRXEERRIER LT

KDFB —AFTRE, BT
B MIERERE, BEHMACNMLFHLL

B C5 NIRzENmE
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C9.6.4 RIEAMW

SEANALE C.6.4 iR, BB E S EEM5 A &iE.
XF A, 58 E HMAC 805K M &5 2B A0 AR o] i R fE AL X 8 i B — k. #om %
T BEAL ) A A (TCM_RS_PW) A ML £ 7% .

C.9.6.5 £iEEM

BA2IEERA — 2k R P sessionAttributes octet FFE /R W i F 2246 . % C.4 B T XA
D PR A L
WSR2 05 R T8 AL W % B 2 /D — A i 2% sl .

% C.4  sessionAttributes }#if

i p &

BB F AR TCM, B4y 4 58 i, & BORFE RS, W E A A TR T MR
I H A4 3 58 il (TCM2_RC_SUCCESS) , EIIJ/z;ﬁVU\ TCM P4 A7 Rl T I8 DG Tk 1 2 i
AR AT 45 BT 215 . 2 TCM W i B E0KF [ 58 0 J& 4 L LAFR 7R S 15 A SR HTFF .

E FEXAS R S0, “echo” BB 2 4 a2 14 (8 78 R N R 5 e A A TR AT TED

JktJ%’ P 2 B R T BN R < B R i =X T (TCM2_FlushContextO) 15 8L . 7E i

— YA i e A A X — e T 4 R S R SRR A R 45 X S R ) TCM B R

m‘?&ﬁ%{ﬂ&kﬁﬁ&ﬁ?ﬁﬁﬂﬂﬁ&ﬁ%ﬁa@&ﬂ;&w@ TCM WU, B oW 0 e 5
225 i 52 AL S K % ) R 14

continueSession

WEMHEA T TCM £, 5 SN FER A THEGMLSNE -1 8%., ZS8E®
HMAC 315 5050 58 UG i % .

)& M O RE AN R/NGE o AR R 58— A SR A h i E .

TEHRD 2 E T B BRI B M . R AR T 2 iE R E L R4 TCM ¥R Bl — A~ 5, IR o %
ik 2 AT iRm BRI SR 9

WS pl R A R 45 TE R TCM B

A A RRRTE - 2E PR E R, B R0 &38R T 55 A0 K0 Ar R 5
WROCEE, WinaiE R R TS lﬁﬂﬁsecret 1T BB

IS T 5 ) L Al 25 0 J M DA ) 5 35 28 8 (U dE TCM_SE_TRIAL A A% &

B JE M T ) TCM 2R B, 55 23478 SC I Y B 25 4 1 1 Jn % ol g 1) 5 — A~ S 40, 78 TCM Sl 4 fif
AT HMAC 1155 2 00 6 Xt S 8017 %

IR N RE AR RN o X AR R — A S A b iR,

EEMSIE T REBRLEMS. WRARHSIE P RE B4 TCM ¥R Bl — 44515, Ko
T AT I B 0 2 im0

IS P ph R R AR S 2535 P TCM [l &8,

A A RAEE— SR B E M. BRI R Y S R T S R X bR R S
R, BRIn&iE R %ﬁ?@ﬂ%éﬁéﬁ secret AT SRR .

WS P T 5 A ) G A 45 3 J PR RO T 2275 28 B (B #F TCMUSE_TRIAL A & K&
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CI.7 WMEBYRBHERED

A SRR (GDEMD A T84 A A HMAC, I40 & 76 205 B9 4 2 b R 5 1, 440 (it ol

MTREO . 22 cpHash EARYE & B S EOTE R 0T Fros .

cpHash :=H, .o, (commandCode { | |Namel {||Name2 {||Name3 } } }{||parameters } )
X

Hccsionale I 46 Al s SRy 2 T 3 5 ) SR 1Y 2R R pRE

commandCode i A Y i A AR 5

Namel —— 55— AN A DI Y SE AR A ME— AR

Name?2 —— 555 AN A DI 1Y) SE AR A ME— AR

Name3 —— 55 AN AP DI Y SR A E— AR L

Parameters Pl i A S 4L

C.9.8 MIES#H#HE (rpHash)

rpHash : =H_ o, (responseCode| | commandCode{ | | parameters} )
K
H.ccsionale —— A W46 b B SRy 2 T 28 5 Y SRV 1Y 2 R R
responseCode iy A 45 AR
commandCode i A v A A AR 5
parameters i 13 250

M J37 A AP X3 B N 25 S L 46 AE rpHash i,

i 4 F R S R R AR B R A AR R R . B 8 BT SRR BA 20 1Y i AN

FERL 22 ik v BEA T BAS Y R B T AT IR B A2 B AR Z i
S 0 B ACHS y TCM2_RC_SUCCESS I} . i B A BEAT 4147 o
A DX IR R A R B A AR A R BR ) A . BRI Pl B RS DT R E

C.10 £#
C.10.1  #FR

TCM {1 fiir 4> {o AT 8 14 B0 Bl 45 ) » 3 S8 45 4 1) £ Tl BB 0 22424

ASCAEE SCT =R AL 14 (HMAC SR . AR & B A F] L AT BB 2 E A — D a7

B LA T i 4 S HUE SR B £ L

C.10.2 #NAE

XEF R LM NV RG] A —Se R PR AR AT, nR R AR 0 21 . 2 el AR A o &L

FRAZ AL BT L I2 ZX G f
TCM HE = FEALA

a) P —HTEY WL F M8 CFn. ffHE 2 %A% 2 80mE %9 . o nl i & AUE
(authValue) {58 WE 24 . W userWithAuth 3 SET, f P34t 00 4 #/L sk HMAC 2% %

. WS userWithAuth 3 CLEAR, A e A2 {d .

b) R R — 5B S i GE B i TCM2_Certify O fil TCM2_ActivateCredential O ]l
P2 1 B2 AU B9 O 2k [ 32 TCM2_ObjectChangeAuth () ], YR 1E 7T 45 1 51T 45 B2 ALt ,

189



GB/T 29829—2022

RXT LM adminWithPolicy J& 1425 CLEAR, W ] fiff FH X5 42 i) 52 AU H $2 LA,
o) BIA—H A O T TCM2_Duplicate (), N5 AV 8 &, W I & 9 0% 25145 12 1t 57
AL I FLOE 5 B0 B2 A0 W 25 207 35 SR iy 4> AR 35 1 09 TCM_CC_Duplicate By %

C.10.3 ¥EFER

By A R AUV PR AT S BAL . FoAth— e A SRR O B R AL SR T AT B AL AT A A
PSR EEAL,

Xf il B B B iy A TG 22 R G5 M B2 AL i 4 TSRO MR 3X ] SR BB AT B =X, 461 4n
TCM iy % ] pin il id TCM B FAF 5 5 s AR 07 i A SO B i W) BRAF A

TCM 44— A 513 b & % 2 PP S SRR a4 . S8 AU TCM_RH_PLAT-
FORM K}, TCM K £ 51 5% , UK A fiy 2 J2 5 Wy 2L i PP k.

TCM2_PP_CommandsO i F 5 2t 75 Zd PP AU TR AR fir & R N2 IE AR BEMIBR S 2 N 2

Al i i TCM2_GetCapability (capability == TCM_CAP_PP_COMMANDS) i3 Bt 32 (19 N 45 .

C.10.4 OL{TI

2 ] authValue B, B B SCE RS EAZ AL, 1A 0] GBS FH 08 F 3 M TCM 2 [ 1) % 42 2 T
15 14 B B AUIE 2 B A 1L

PH R R B AT B 2 s D i N AR B . 7E HL AR AT, TCM B B — S A ZE A
Fb AR B

H A BB 5 T AR i 2 AR AR DCHR B8 5 e B A T I i 231 1T SCHOCER ) 2515

5 H 2 5 25 80 H Al A A AR JR] , TCM_RS_PW 23354046 AT T 244240,

Ki%EF] TCM [y A2 AR g U an & C.5 s,

* C5 AL4HOLER

FeA P ik
TCMI_SH_AUTH_SESSION authHandle W S B A 2215 ) TCM_RS_PW
TCM2B_NONCE nonce TR PGP X
TCMA_SESSION sessionAttributes HREi% & ContinueSession
TCM2B_AUTH password 5 TCM 3K authValue #E47 LR

7 C.6 U B mag i I 1A AR A% 2. SR A S5 K 2 Dy 1 £t i 4 R0 RO e 4 23 48 22 ) R — o —
R T OO R

x C6 [EIEZEBHEHIA

B3l % il i
TCM2B_NONCE nonce TCM T B 1 2% AL
TCMA_SESSION sessionAttributes I A 4 v i 25 A il b oG

TCM2B_AUTH hmac FH T 85 W AL R G2 o X

190



GB/T 29829—2022

C.10.5 &i&

236 e TCMURE MRS RSB R M HE A S AE . M — X% B FsomzE s TCM o, it
% LR EZARIAF RERIBAAZE T TCM AR R s, MA@ asid LR et iz BT CHA
— A RIAR AT REAFAE T TCM o, L A] GEAE AR A7 1 R U7
Sxif#E TCM 7E A A 2 35 B 20 Bl I A o FF 2% T 5GP 2 115 - 32 0 W KE i 48 1) ) — 23 6 . SR 40
A B 3 BC 26 5 2 B 0 305 L U 23 05 BN SCBUIE K L B TCM ZE iU nonce, % nonce i 13 23 15 (9 357
SR M — 1) R 22 A A T R AE LA R A . Bk S5 1 B nonce #52x &AEAE 4K
SAEA WA .
o BBl S OCHE Y 2 TR AU S AR G X &, WnROR R AR B T
TR T 0% 2 B0 5
o JNE— T I a4 s NS E T RBAEAE R TR A S 0h . W R AEAE AU 23 W
S IR AL .
— A AT AR A HRE A TR AL I T4 A B KRB H 45 T & B s B AUCECH .

C.10.6 ETFLIEREN
C.10.6.1 KA

BTG MR AU T 2R B AUA R B PR, AT RS HE T S 55 8210 Tk
A T 24 Y ) BT 23 4 1 4 AL HMAC F policy
X AN AL B s iE A2 T TCM2 StartAuthSe%ion()F’zJJE’J A B T RS,

sessiontype S8 & 25 & HMAC &GRSR R IE 20% . 20 )3 shih, & il 09 24 585 fil TCM
nonce X/ 7 $6 € . & A2 T@Tﬁ%ﬂﬁ ﬂﬁﬁﬁ nonce I salt fALAAE R STEHH. BASEHNS
Hom Sz TARAT H Al 235 9 240 F HALZ TCM I e Rl . 24 TCM2_StartAuthSession O i, 2 5¢ i
B, TCM 3R 1125 35 (1 4] 4% LA K 4] i TCM nonce B,

— BT T ERALA T A B R AL A 2 R A . TR SC P SRR Z A, SR AR 4

S H WL A B 2305 IS S B R A AR B 22 o S Bl 20 1Y e 2 Bk 2 AUV REBE S X R AT
PR F R T INE 2305 J3 sk ik 1 salt (H A TCM X4, 85 AN A il R on 61 3 L2yl E’JXT%
Salt A A2 % 50 5 98 H & $2 4L nonce 45 & Ak A 2 % 8 .

C.10.6.2 #BEWEIEERX
XTI T S AT . A S B ik C.7 iR .
RC7T ETFSENGLEN

KR e ik

=

TCMI_SH_AUTH_SESSION authHandle B A2 0E B ) A

P8 7 #2419 25 4 nonce;
KANAIHE

TCM2B_NONCE nonceCaller

TCMA_SESSION sessionAttributes 54 R bR &

TCM2B_AUTH hmac 23 HMAC % 245
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E MR B AR A B A% SR C.8 s .

®C8 ETRENNE

B3] A ik

TCM $241t T 2 4 nonce, K/N5 &1 5 3 i
TCM2B_NONCE nonce TCM

8 7€ 1 K/ [

. ) S5t R Ar . s N S ay A d e

TCMA_SESSION sessionAttributes

HIF] , {2 ContinueSession A] fig B 7% B
TCM2B_AUTH hmac 21 HMAC i 25

C.10.6.3 £iAKENSH

S .

a)

b)

c)

BE Bl 2 B (nonce) 76 23 3F b 1 £ 2 ik & B Ik B ACHE B . Y & ikl TCM2 _
StartAuthSessionO i gl B, 9 FH 25 B HAh A1, 48 78 BAE A0 HMAC Jffi H 5 nonce B K /)
4745 nonce {H (nonceCaller) . #3723 J5 . TCM 3R [l — A~ H & A5 182 2 6 1) 4 4l F1— 4>
TCM A % 1% nonce.,

T YR AT 23 35 HEAT AT 98 AR 23 4f 23365 (19 5 5 — 4> TCMnonce 1A 2 8Ok #1047
HMAC, &J5 » TCM W 2 i A3k 98 F 07 AR A7 1 AF B2 8 D7 R Bl HMAC., X mi 1z
TCM ffi ] HMAC g Ji5 — AN AR B 8 JH 5 F1— S8 AR i JE & TCM, SR 5 | 5 (il
FHIEU RN temnonce FIRLE B nonceCaller 3 56 UF i [ H ) HMAC,

nonce ff —> size F B, 878 nonce WYL F AT EL 5 B nonce £ . nonce K/NAALHETE
HMAC 38,

£ 1% nonce K/ .

a)

b)

c)
d

Y0 A £ iE I, 8 O 3R i — W7 4 nonce (nonceCaller), nonceCaller B size 5 Bt
TCM &8 TH e SN2 b i TCM A4 iUy it A nonces 1Y K/, TCM2_Star-
tAuthSessionO) H1 ) nonceCaller [ #5/NK/NE 16 A~FT5

FEW IR 22 05 2 0E . A & T AE S B B kil A P AR & K/ B9 nonceCaller,
nonceCaller [ K/NA] W2 (0) 3] TCMnonce [ K /N (1 i nonceCaller i) K/ A%,

A2 nonce TCM 3K 1Y f5e KR /N it Y 2R 23 10 2% 83 A U 4 22 1 R/

BAER A2 TE HMAC H i il 2535 nonce B AT AL 4 nonce 1 size FBt. 2R size
FECRNZE ), N nonce AENFEAL HMAC 1§,

Nonce K/NEFEIEE .

a)

b)

Wi #8 nonce 9 R /N LR — AN & B PR GE. B TCM ZE B/ nonce ff A 23 5 [ —
sessionkey — & {#i F§ P§ ¥X. nonce j(/J MiEHEEHRERNSFENFEHRE LK, HY
sessionkey [l HIRECH XK .

HMAC sessionkey f& MRFEFEXT G HHY authValue JRAE#Y . 3% authValue 7] G2 B A B K 1 4
W, N T B IR XK F 4y authValue B E R ZE B KK JE nonce,

Nonce 48 7€ : fiv 2 1] g HA AU T 206 LIAMO 236 . B0 235 1 — 4~ FH 38 J2 I 28 i 4 500 1 2
B, R E M BE T A ARSI % 2 uE L ) TCM K JC 32 16 B0 I 28 /i 58 B 8 . B 0k ml BE G 46 Jn 288 i) 17
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SH. T B R BR AN 0 2 24 BN 22 19 nonce A 5 7E 6y A 15— SR A2 R ) HMAC
ER
C.10.6.4 BWIE

X&) A —ME T REBOS S BAE . AU TG S —Fh L], 8 25 v] ik B o v 5 4E T 7 10 352
AAH CauthValue) 413K .

C.10.6.5 #FEKXM
AuthValue ] A/ 545 AL S KT T 1HF00 G 4 B i 500 4 2 /D
C.10.6.6 FIEKXNMNAE
B RUH 2L T RE , HE A/ SOR AR R T X R namealg Az AR 2, BAUN & 4/

ERTE

TEREATAT 745 8 FIAE authValue Z i, #0245 85 M BR A 2 o8 2 10 /\ A 7 15 48
C.10.6.7 HMACit&

i 2 iE2E R HMAC 38 AR 1 . sessionKey {H % #% 3] authValue, £ 2 7E iy 2 5% 0w 5 H
T HMAC Bl B4R
authHMAC : =HMAC,ionni ( (sessionKey| |authVaule) ,
(pHash || noceNewer || noceOlder
{ | nonceTCM ey } { | | nonce TCM vy b

| | sessionAttributes))

Aqrp

HMAC qionale — SR S BRI e k.

sessionKey — i H KDFaO UK # T i a0 5 3B A E. 72 HMAC 5f KDF H {fi
B AN B Y size FEL,

authValue — E SRR BRI SE HMAC B2 02 35 45 5 31 (1 6t 42 [ i
fE N AE 2y EmptyAuth, Z{H I size F B4 & 7EAE AT KDE B 7% 5 1K
b

pHash — i F &3 e A X a4 (epHash) 8505 5 280 (rpHash) FF7 4 22 ,

nonceNewer Al S B SR A R R R AT 2 0 B AR 2 2 B — S BT ) nonce, X
TFard X B & noncecaller, %F T 0 I , 53X 8 J& noncetem., nonce F/NF B
AMuFETE HMAC

nonceOlder —1E B S IER I B . X T a4 XK 2 noncetem, X0 B, 33 K
4% noncecaller, nonce K/NFEEANLFELE HMAC 71,

nonceTCMuearye  —— FEAT 2 W AR — DAL TE B9 HMAC 318 G214 1 5 — il i 7 S 4k

fi# 2%, 3% 2335 19 nonce TCM 41, & 7545 — M AL 2335 ) HMAC 1, nonce
KANFEAFETE HMAC
nonce TCM ey — M2 IS — DAL 3G HMAC 35, SR AN 18] 19 2315 317 S 40
g, W% 235 1 nonce TCM L & 7658 — MRS iE 1) HMAC #,
PR 2T B REE A SC I 0 P 1 AL T

sessionAttributes
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C.10.6.8 fll# sessionKey

HMAC 35 P i 1] sessionKey . i1 FxUr7R . W TCMKey Fl bind #§J/& TCM_RH_NULL,
N sessionKey % & a5 up X, BN, A8 ) sessionKey 41T -

sessionKey :=KDFa(sessionAlg, (authVaule || salt ),"ATH",nonceTCM,nonceCaller, bits)

K

sessionAlg  ———A~ TCM_ALG_ID, Fi T FH & 76 &35 )8 sh i e 56 10 A2 A 1k .

authValue  ——4I bind A2 TCM_RH_NULL, W f TCM2B_AUTH. f& TCM 34k 4L
RO T L — I,

salt — 4% TCMKey A J& TCM_RH_NULL, il A encryptedSalt F4K & salt fif; % 1,
B A2 K

ATH PR AR A

nonceTCM  ——2xiH 3 gy TCM 4 i) TCM2B_NONCE,

nonceCaller 231 A g iR 7 24 TCM2B_NONCE,

bits R I AR AR sessionAlg H: R0 K D

Unbound #1 Unsalted B £ 1E 2748 & A%, -
a) £ TCM2_StartAuthSession O fiff F i1 A~ 215 2 81 4 7 ik . TCMKey #il bind #B /& TCM_
RH_NULL, &SI EA sessionKey (ERE—NZE X . A E FUEMT X4 .
by fd AT A% 2E 3 1 236 AT FE AT TCM a2 B TS 80m % . B2 781X 2 a4 01 a), 1 7
I 2 B0 % K U 2 B 2R A 4 U TR) B B2 authValue, RN %% A 5 B2 AN 23 LE XF
% authValue T4,
5 HMAC i 4 851 SR 1 authValue:
authHM AC :=HMAC, o, (authValue ., buffer_,
(pHash| | nonceOlder* .buffer| | sessionAttributes))
WR authValue B R /N R 2298 125 ] NEAL P 4 i HMAC,
BESEZHEN:
f£ TCM2_StartAuthSession O ffi Fi 133X >335 % 9 A= i 7 15 5 temKey &2 TCM_RH_NULL, %
IRAAETE salt fB AHRGPE LI H T — 247 A authValue 1§ TCM 5Z {4k,
sessionKey f# FfI 2k H bind # authValue Fl—4~25 28 ih IXACEE salt [EHAHK T,
sessionKey :=KDFa(sessionAlg,authValuey,,, "ATH" ,nonceTCM, nonceCaller, bits )
TEPAT HMAC #4782 AU, HMAC % 8138 % 2 9K 1Y authValue 5 2335 sessionKey 3% $# [ 75
TCM2_StartAuthSession Ot & |, H 2, 40 2R F2 AR £ 6 23 36 86 5 B /9 524K, ] authValue A5
£ HMAC # . WInF A0 =% M ZOR TR HMAC i, 8 8 % IR 91158 — 40 20 20k
AT,
authHMAC : =HMAC,.mai (sessionKey | |authValue iy ) »
(pHash | | nonceNewer || nonceOlder” | | sessionAttributes))
authHMAC : =HMAC, o, (sessionKey,
(pHash || nonceNewer || nonceOlder” || sessionAttributes))
TCM 75 E PR R 231 868 B SR 8 L 78 2506 1T SO il s 90 8 SE R A ok e i, X T NV
F G| BRE A AR A T E TCM i 58 5 S5 R SC I 9 F2 AU .
X T4, TCM B4 A S AUE 5 ] T H 4608 B 09 Se k. a2l & 7E HMAC 35 A £l ] 45
194
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SEARMR) authValue, TCM ¥fic 5% authValue fE8ALA HMAC 8/ 3% A 4 L 9F HLAE R 7 1 HMAC
HEPEAOTE.
XFFHREAXS G AL & BEAUE  DAE T 0SB . SR 2P X G2 %) 78 B 53 0 el 52 A0, D) 4 5 1) 1H 42
A 215K N A 80, 408 X2 1 noDA J& P id SR 7E &6 LT S0,
BEMERIEENA:
7& TCM2_StartAuthSession O fif Ji (91X A~ 22 35 % 8 42 507 % - bind J2 TCM_RH_NULL, 3R
BeA SUEAT L AR £ authValue, B2 TCMKey Je #1751, F 388 — A BHH TIN5 salt . ses-
sionKey & — 1Mo & i X A0 authValue #+53/ .
sessionKey :=KDFa(sessionAlg,salt ," ATH",nonceTCM,nonceCaller, bits)
Kk bind J& TCM_RH_NULL, fit LA £33 N 46 & 20 4F faf 24K, 24 25 0% F T U5 0] 4T fof 52 44 B
HMAC ${#i ] sessionKey F1Z 24K B authValue,
authHMAC : =HMAC,..onai: ( (sessionKey | |authVaule iy ) »
(pHash || nonceNewer || noceOlder”
| | sessionAttributes))
Salted MNP ESIEZHEM :
TCM2_StartAuthSession O # T — 433, bind Tt —4> authValue, TCMKey I % salt
{E » sessionKey [m] i {f 3 P F 7 v5 15
sessionKey :=KDFa(sessionAlg, (authValuey,| |salt),"ATH",nonceTCM,nonceCaller, bits)
MR 25 & HMAC 2335 : [ )y bind FA7E it DA 23 i # 40 8 BI 504K . S 20k 1 T B 45 5 55
i, HMAC ¥-f#i A sessionKey A& authValue,
authHMAC : =HMAC, o, (sessionKey,
(pHash | | nonceNewer || noceOlder” || sessionAttributes))
WX AT T R 2300 SR ANIPE BZ S . 2 ih 1 T A AT o] SE AR ), HMAC Chn 2
FEFO) Bl ] sessionKey Fll authValue,
authHMAC : =HMAC.,..oni; ( (sessionKey || authVaule ) »
(pHash || nonceNewer || noceOlder”
| | sessionAttributes))
fn% Salt.
TCM2_StartAuthSessionO) (1) salt Z4 AT fiff A< 4] i 3R 19 77 125 320 47 60 FR sl Al X B 2%
155 1 salt )Rl 25 28 4 ik B 20 A0 18 0 2 2335 authHash A= 5 A% 209 K/, X T ECCL R 719 Kk
NG BRI KO B 2 —A ECC i H 2 X T XOR, salt (19 /N BEAS ]
FE RS FRAN B A [R] 09 B R PR 205 salt FAE B2 35 B %5 19 D7 5 A [A] o 33K 26 7 5 78 A SCPF 1 4 o
TR R B b BEAT T A

S B IRV -
XOR(encryptedSalt, hashAlg, key,nonceCaller,nullNoce)
A
encryptedSalt ——TCM2_StartAuthSession() H1 1Y 245 ;
hashAlg —REFEM TR temKey 1475 5
key ——TCM2_StartAuthSessionO) H TCMKey 2| F i X} 4 v (1) % Fr b 25 HMAC {5 ;
nonceCaller —3 H TCM2_StartAuthSession() )&% ;
nullNonce ZSEWX
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X R A T 2%

W TCMKey J& X Fx e i 25 % 47, W ff i CFB #5 X im % . A {4 2 CFB % fy. fii H
nonceCaller YE N # A AL 1) (IV) . 41 nonceCaller K T 25 5% 1 He Ko/, WAL e . SR & /N T3k
AN BT A (R R BB 550 N\ T & . A i % 1\ T #R FHAE sessionKey,

a) WA HMAC #4L

Xt T 5 T2 3% 42 A (HMAC Hil policy) s authHMAC {5 #4318 28 = i 75 % A5 43 31 T3 C.7
R C.8 Fron By AL s i N i Ay HMAC, 2R — A 240 23 35 JF 4 B bind 1 TCMKey #B 15 # 4
TCM_RH_NULL.J§ 445350 (HMAC 5524 50 11 i1 sessionKey #fJ& — 2 F AP, W2k HMAC it
BAKX TR authValue 2 — 428 PR L IB4 HMAC 8K 2 — a5 Zwp X, 245X i ig 0 A7 76 i), 78
FH % T YRR At authHMAC FH2 59 45 53, L a] LR H2 it

IR At authHMAC, W HMAC 3188 28 X iR, Dhas 28 oh X AE Sy HMAC 8, TCM K 55 i
HMAC H {75 5 N ER 5 P .

WA authHMAC, | hmac R/ (22 C.8) % ' F , TCM ¥44%5Z hmac 1933 MEAE X £
1A R AL

XFF HMAC 234 , B4 Y42 AU 42 1 authValue  EmptyAuth B, HMAC 32 A = 1 9 auth-
Value A R 28 F4F i

X TR 21 A PR O 23 3L authValue A8 F A7 H

o WA 2K authValue 5 EmptyAuth; 5
o RIS XIS authValuel BP#EPFAl 456 i A &% TCM2_Policy AuthValueO) ],

XF T3 W A B hmac 7] A 208 authHMAC, 7] J& 28 45

TCM K750 iz il 5 A & AR R A 3. 41 2R hmae 24y 4 o dE %, TCM #1155 authH-
MAC, it HMAC i8S R 355 45 5 1/E hmac, 4058 hmac &y 2 W0 28 28 0 X I8 4 B K 2 i
o H ) 7S G2 o IX

b) X GRHF AL £ 2

B R R AE S ILZE ) T # A T AN & 2 DL s i e] 52 8000 HZ X 42 .

e userWithAuth WER VB T s M W AT Sy 0t R4 HMAC 2535 550% 15 19 - ff 4%
B iz )@t CLEAR, W] authValue W] G8AR F F P M G428, X B 0 5 A feff
HMAC il s 8 i AT 58 . Toig iz o 0 1 B an ], 4 28 e 8 FH SR W& 2B 47 F P ff (6
R,

® adminWithPolicy WURBCE T s M 0 H BRI T R e 23 3h Dy i 24 fit ADMIN £ 5
B, W% M WY 1, DU AT feff P SR 230V HMAC 23 435 509 i ok SR IR 2 A0

{23 05 HE AT AT S LA B A BT, 5 23 1 Y A A AR 1Y 5w A A A ) i A
AR Iy

o) PR IEAL L

TETFIMEL T, TCM B 28 1k — A2k RAD IR BR T A A 26 1 F 3

e 4 TCM2_FlushContext() &2kt ;

® U sessionAttributes. continueSession 7F Ay 2 H /& CLEAR Ay, TCM ¥4 £ i 57 P 15 [
continueSession Fr &, 74T TCM2_FlushContext O #:4E ;

e 4 TCM 47 TCM2_Startup(TCM_SU_CLEAR) B}, Z¢ 11 A # AL 215

e 4 TCM $hf7 TCM2_Startup(TCM_SU_STATE) i}, TCM P77 Y $2 AL 235 8 2 1, 2
FEAETE TCM Z A 2315 4 R 3R 1 BIRAS
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C.10.7 1EBRIFTH

B SR B AE —Fp TCM JJfE . & A VF SR B a2 a3 88 51 03 7 56 U HR AV 22 B 2ok ST 4 2 100 I 4k
PBAE . R E RS B TE— A 444 authPolicy MBI (B -5 — DS AAHCER .

1 HMAC 23 J T HRAU 2K 1) authValue J T84 & B AUE B AR 4K M 2308 T H AL,
W S 1Y authPolicy.,

TEAN R R 8 NV F g 1], 375 4 2 3R 14 22 T A 5 7E X el NV R 5| (GRIR 5 W (14 4 2448 1]
AT JE AR TR A ED . S T X R SRS A AR 1 R R TCM 2t — R
A1) WA 4 o 0K A A8 BRCTR S 23 TR T AR . FE BT RS 1Y T A A A Z 5 TCM K35 SR R A
AU AR . SRS K SR 2 i IR AL 2 06 . R SR 2 3% AL R A 2 5 SEAR 1Y policyDigest PE T

CHE 6 HAth AT BE 25140 true) , W2 ALZ AT 2

Mg 2> iE T2 A5 » policySession—>nonce TCM # 55 8 S — 4~ 37 Y B AILAE 5

policySession—startTime 251 B il 24 §i B+ 6] 5

WG 235 R SO HALE W) 46 6 5 TCM2_Start AuthSession O B R A1) #2236 B AR ZS .

a) SEWEW = (Policy Assertion)

Wr s e — Ao B BB R R LS . TE SRR D B e R L SR I T true BY N 2 Y

AL iGN, WS TR — 20 PCR N B R M8, LAV X QAU T4 E 19 4 4

e AND %I

S ] A8 KRR — W & L 7SR WA R AL L T AT X ST . i, 2R 4 AN true
1Y SR W 1] 5

al b&cdd

TR 32 B 18— A 7T R S B2 [A) I DEAG i A BT 55 LA a8 SRS 2 75 0l 2 oK . XA 5 ol Rk TCM
BEUR 5 T N R W VP AS A W AR AT R 4

e OREmg

TR R MG W S AME— 28 A2 ANDLAB AR ] TCM ¥ SR B S AR, N TR E
IR LT OR EREWI F . ST K AR AT fr i A2 A 200 OR 5 WS W 55 2 A 200

ffF OR 1 7 2R 5 W 1] 5 1l

(a & b)) | (x& y)
o
((0++0) & a) & b) | (((0++0) & x) & y)

3Rk AND 43 ST 0 22 s Wt g Ry

D :=H(H-+0 []| a) || b)
HH

Dy := HHO0 || ) || ¥
SRJ5 » 2-input W BCERAE 1 4 1 B0 O -

policyDigest,, *=H(Dy || D)

. OR B — B4t policyDigest. T A ZARTE AND $##4F HlRAE Y R E .

DAL Y -

Kok TCM i A 22, BT LA SR DA (0 P AR E 22 . % T SR 1A, (AQB) 5 (B& A JER—FERY .

b) - HEmE ] CGRES A2

SEmg W HA TCM2_Policyxxx O JE 244 R i i 2 » Hob “ xxx” 02 S 7 B 2R B Y 8 75 75 . 191

197



GB/T 29829—2022

i, TCM2_PolicySigned O) & — > S Wg 75 W] L 78 B AU B 7 8 LR % 44 1 s TCM2_PolicyPCR O Wi 7
JT i PCR 48 B R i (A .

BB RS A A LIS R B J7 2 B policyDigest, X 5t & M A BT EANFE B 4. 7EE
SEE BT L WA A N S BOR M 235 1R SCry HA s B, il 4, TCM2_PolicyLocality O 5 5 5 i R
B ZIRESIE R EME 215 ] T EAN 21YFM AL E ., TCM2_PolicyCommandCode () 55 B 56 BEOIR & , i 56
m FURE FH T B AURE E 1A 4

P A3 Ry = RS A A O 2 ROE VIR IR AL G

a) HIEF A B Immediate Assertions: X BV A5 B L 4 56 0E g A 40 2R 75 B JE &0, TCM K [al
— AR AN 2 BT policyDigest:

iy

2)

3)

#EIR 75 B Deferred Assertions: X T #E iR 75 B, TCM ¥ AR 4f iy A {H % policyDigest, If:
FERME 2T I 1R SO e s — S5, YR TR ISR A e S

4375 ] Combined Assertions: % T £ 43 7 W] . TCM f 5 ik fi A #5528 2% L JF 1L sk 51
BRI 2 0E bR SO i — 2 S

H B Repetition of Assertions: i % . H 22/ B 5 2Z 1 (9 75 B 325 AT o7 5 % 75 B
A RETE SR T 2 B

IR 5 E— WS A FRA L W TCMURE & [l — A . RIS AT RE S 75 — Rl 2R B0 i I

AL .

by B R AR L B B A A ST IR AR 4R A B SRS 2335 Y policyDigest,

198

TCM2_PolicyAuthValue ) ——24 5K W& 2 1 FH T #Z2 AUHS, 1 5 $2 40 T g 352 AL S AR Y auth-
Value, WA %L, XDEIR MW 5% B policySession—isAuthValueNeeded, 4% & H T
FZ R, TCM ¥4 45 A policySession—isAuthValueNeeded, WHEEE 7,4 TCM ¥
X iE AT HMAC Ky, 2R Y 08 1 i  F1O80 5 86 1 HMAC SEIEW] SR auth-
Value (¥ 1E#f B, X~ HMAC $3E A 23 2 .

TCM2_PolicyCommandCode () —— 2 AL i) iy 2 HA 45 5 1 A AR I A7 &%, XA HER
Wr 5 1% & policySession—>commandCode,

TCM2_PolicyCounterTimer()——24 TCM [ TCMS_TIME_INFO % ¥4 () — 4> 5 5 —
MERATHWEE LR AR, X2~ THEHENE S, R TCM ) TCMS_TIME_
INFO Z5#4 3% 5 5 5 A BRI A 18 € MR B4 TCM ¥k o] — A FE 58 10 A 23
B2 policyDigest,

TCM2_PolicyCpHashO—— WAL Ay & 19 cpHash B AR E (8 WA &L, XA FER 1Y
Wr = &2k policySession—cpHash,

TCM2_PolicyLocality O il H ik FEAL ) ir 47 — A~ o V9 B BUAT DU % 4 47 3K
XS — B policySession—locality FIZEIR Wi 7 . XFTF locality 0-4,%j A locality S5 &
—> bit F B RN RV E . WERIAT I W &5 K 3 BONMEVAE AL & I8 4 TCM #41%
Bl —ANEEDR . X TP A7, IR Z AT A & E policySession—locality , ¥4 policy-
Session— locality % & N v 2 B locality £ %4, & W] 2 5k locality & 3 5 Y4 §i 19
policySession—locality {HAH 7] .

TCM2_PolicyNameHash () —— 1 R 24 Ay 4 B9 AR 5 | FH AR 8 X4, WA 2L, XA 28 R 11
Wr 5 152K policySession—cpHash,

TCM2_PolicyNVO-—R NV WA S 75— DMEEA BN LR AR, X2
ANEAEAES . 2R NV R E 505 i AR B 18 € R I8 4 TCM K& (1]
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—ANEER M A2 B policyDigest,

® TCM2_PolicyOR(O)——1 2 policySession—>policyDigest fEfi 224 Fdv, WA %k, X &—
DNHEBEHWF . WHE policySession—policyDigest AN FE i 241 38, W] TCM 3R [8] — 4> 5
. 0K policySession—>policyDigest £t b 51 F B i 2 .

e TCM2 _ PolicyPassword ()——4n 5 7 fff F & 45 #F 17 2 BB $2 4t 7 Bk 52 552 4K 1
authValue, WA %, XAHER B W 5 F % B policySession—ispasswordrequired, 4 % Bg
F T 8RR, TCM ¥ ¥ 2 policySession— ispasswordrequired, U5 & & T %1, I8 4
TCM ¥ XF 2 AT B A A iR e — DB a0 — A HA Y8 H & i 4 fiEE
B B AELAE SR 25 05 0 E BH 0 38 SR Y authValue B, I WD 56 UE A4 2 B3 .

e TCM2_PolicyPCRO— a1 Rk 19 PCRAE N Frds (6, WA & W= al 2 G W= .
AR AER I . R E T A B A L U TCM 303l PCR [ 4 11 {82 45 5 iy A B VST . 40
SEARPC L L U3 5] — A4S % 5% (TCM_RC_VALUE) , i1 543 4 iy 4 5 2 58 J - policyDigest
Fe AT PCR A ZEHEAT BT . TCM 6 id sk PCR D gl 2. it PCR 74 A /5
{EL7E SR W ] T 452 AN 22 T B 8 D 6 i g 2

E: 2% i d PCR BT AR SR A T R BRIIE 2 HBORR 72 B 8 20 PCR BB 1 . BB A8
FAAE RIS session 1R 3CH . WU BT RU0AR 76 PCR K 2 A8 FH 5 I 23 36 BE 47 2 AL 2 18] B8 A7 A2 1, )
PCR & A [A Y .

® TCM2_PolicyPhysicalPresence () ——U1 S 75 P AT B2 A A & B 75 B T 9y #7776 ) A 5
XANZE IR Wy 51X B policySession—ispprerequired,

e TCM2_PolicySecret()—— ML $& {1 T —ANFb 25 8 A9 0 180, A 280, X AW 5 & — > RIS
B AT RE R — AN IEIR BT . MR A S8 % A 2 T B L policySession—cpHash Hl
policySession—timeout,

e TCM2_PolicySigned ) —— WS HOIE #1245 44, WA B, X AW 5 & — A BPaT i, o mT g
e — MIER W . MR IE A 2 8 % 4 R 8 B0 policySession — cpHash #il
policySession—timeout,

e TCM2_PolicyTicket O——H1IR ticket F R, M M ER .. XM S 2 — BV, 7T fg
B ANER MW E. R W A S A A & B policySession — cpHash Al
policySession—timeout,

W 2 h bR SCHUE SR 2 iE R SO S T PR AL SRR RS FIR EE A B . TE A= S E

W BN SO B S BRI I HLRE RO ) ] 23 30 42 A 4 I AR PR B B (B, AT R

W T ST RS TR B S A IR HR R BT B O SR S i R SO i B

— R S R U .

H1 AW 5 ST AR 2. policyDigest [ SR IAME & % 2 (I BE 45 T 82
RV S NN R U LT S WA VA S Y LR R o R

® nonceTCM——M RNG A% E . K/MRHE TCM2_StartAuthSession() 11 nonceCaller [
KN AE o MAETE SR W PEA DI ) AN S B0, (B Y SRS 230 T T AT B s R ARk

® cpHash——l it — AN & B & 2 W 5 B AR B — AR 2 i 2 280 2R — >
7 ¥4 1 policySession — cpHash & & K A [ W E, JF H At m ) — W 5 © &%
policySession—>cpHash 15 & & A 5] (I {E . BB A % W1 5 85 W, policySession—cpHash 1)
CNINEPREEE 21

i TCM2_PolicyNameHashO % ¥ ., 5 /S M A RMENHEG. L ET

W H S policySession—>cpHash A5 [8] B9 B . U HE W 54 policySession—cpHash,
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® policyDigest

® nameHash
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d

200

T Y 1T P I 58 cp Hash 3¢ 8 0 AN [R] 89 {60, U 17 585 2k L. policySession—>nameHash )

RINEREZE WX,

B TCMS_TIME_INFO. clockInfo, B 3K 4T —nonce TCM 728 & B} 114

i, A AT AT T e . & i TCM2_StartAuthSession O B 5 51 it 4 (4 24 §if {15, 7F:

TE 230 T AL T

MG S UE W B ] B RN S — R TSR X B T “never

expires”, WIRWr 5 A IR 2, H H ST policySession—timeOut 15 ' Y i} [i]

e W H e E . WS vl Be H 2Bk policySession—timeout BJ{H .

H — A~ BT 5 B T R SR BRI A R Y A A (R BRI A 2 S 8K
[ TCM2_PolicyCpHash O R #l fiy & & H S %], 2R — W 54 policySession— com-
mandCode 1% B 0 A [6] I {E . IF B 177 w1 — W 5% policySession— commandCode iﬁﬁ
MR BIAE I 4 TCM ¥4 3% o] — /N 4Ei% ., policySession—commandCode [ 2RIA(H & —

R E T2 B (RL . 2R O 1B AR .

e pcrUpdateCounter FH TCM2_PolicyPCRO K & ., TCM 4E4~ —> pcrUpdateCounter,
£ 24 PCR %k 25 {L I}, X 4~ perUpdateCounter #8230 hn., 447 TCM2_PolicyPCR )
B, TCM ¥4 & 1] perUpdateCounter 3| policySession—pcrUpdateCounter, 4% B 215
FFEAL) , TCM #4565 9F policySession—pcerUpdateCounter PE ¢ pcrUpdateCounter, PG
i3 PCR (B A7 SR VE S TCM2_PolicyPCRO i Ak B4 .

TR MR AL A 2 B T B9 67 B . policySession—commandLocality Ff]
PRIME AR B, TCM2_PolicyLocality (locality) F 4 J& Fi 19 & 4> 37 B 7F policySession—
commandLocality FAEF . G145/ 9 45 R T B0 A s A 20 67 &L I8 4 TCM Kk
[B] — g5, T S 2 5 2K policySession—commandlocality, #1 5 commandLocality #% % &~
— YRR TR O T 31 R4 J5 22 ) TCM2_PolicyLocality O ¥4 AN g 5 i Jm 7 .

® isPPRequired 1 TCM2_PolicyPhysicalPresence () % ‘B , 7~ 75 AT 152 A Ay & B 7 22
AUAETE . BOMEZ CLEAR.,

® isAuthValueNeeded i TCM2_PolicyAuthValueO) ¥% & , & 7~ 76 4d FH 08 W& & 0F HH 17 #%
ALET 7 BB A 2 A SE R 1Y authValue, authValue I £ & 78 HMAC ¥, BRIAH 2
CLEAR, ifiit TCM2_PolicyPassword Ot 7] 3% 4 Hu F 5 .

® isPasswordNeeded i TCM2_PolicyPassword O & B ., UL 48 7~ 16 fif A 3 g & 1% #k 47 #%
RO 55 24 I B 42 AL AR 1 authValue, 7 Z 42t authValue 15 % . BOINH 2
CLEAR., TCM2_PolicyAuthValueO -t n] i # b7 £ X

WE N HE 7R policySession—>policyDigest h%ﬁ%%ﬁ SHDEE I S ERL . &b

® startTime

® timeout

e commandCode

® commandlocality

® isTrialPolicy
AHEH FHEAL.
® checkNvWritten

State # 17 HL#L .
® nvWrittenState

WE N RN NV K51 TCMa_nv_writing J& £ 5 nvWritten-

MBI NV R 5| i & TCMa_nv_writing Bf % &, &
B E checknvwrite B, I JE M B AL & L.

SR WE 5 7€ authPolicy (B 1SR MG PEAG AT 7E 5 TCM #4747 [R] 1) policyDigest 155 iy {4

HEAT o B ATl T SR S . 5 R 2 T — R R A — A R SR S O A —

FYVER A2 T . ARZAATE T 72T RS SRS W 5 B B2 8 TRUE, JF T8

FHRLHY policyDigest, 7&K HI S Mg Hh 3158 19 policyDigest Al A TCM 32 B, I HHI/E X 42
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iy authPolicy, Hi T3 I 5 W& v B T 5 AN 75 A4 80, PRl FH 23 06 W e AN 25 F T4
©) SR T — LSRN L AN 5 )2 UK 45 A8 AH 5C 1 SR I, 1Tl 5 B K authPolicy (A ELH: 9 80, 5 X)

SR NV 25| JCHK 1) 5 W AN BB B4 5 0k, 0k 4 558 S S B T 5 ) Ji R R G 2 5 i) B A X il

FHZ AR 915 4E . TCM2_PolicySigned() , TCM2_PolicySecret ) #l TCM2_Policy Ticket () i

T AR BRI 1 R S ROk 35 € 2L, X TCM2_PolicySigned () . 25 44 ffi i #8 {f O4} FR 5

FEXTFR) L X F TCM2_PolicySecretO) , 25 44 ffi H] HMAC # () — 4~ authValue, X &4y 4 fff

H—dnIts48.,

e nonce TCM——— WAL I J7 2 4 42 BB i A PR~ W 23 348 I8 4 B A1 7E 25 48 B s 45 4

AT I . AR AN R E S AR — 5 W RDR I S R A R R IX
o cpHashA—— Qi R F 3 e £ 452 BLBR i R a2 14 iy 2 Al im 2 S 80 B #7824 45 8088

gityrp S . S B RVE IR A R 2R LT HMAC AU 524, X Fh 28 A Y
BT E v & Fl— 4 i & S50 3%, RIS R B 8 4 BB — 3520, ) 37 4
TS E NS R,

FEHESCIE BN AN A% 38 5 B AR AR G ) — 28 (5 B,

IS M T X B AR B T PR . WA AR N ) expires S AL ]

AURDE . 3 I ) 2 DAk 5 w25 35 ) 2 nonce TCM (1 5[] FF 45 1 H 5 119

T 5 3ok S5 ) g TF 55, W) 2 7E B 5 5 19 nonce TCM 1 58 W% 23375 B 4 AT fdf F 8240, 0 S ok 0 2
B W 7R AU S 5 52 T policy —nonce TCM [, I HL AT 5 H i 55 s — ke fifi i, B 42 A0 30

TCM2_Policy TicketO) F T 1EA [m] i) 5w rh 42 & 24 . H 252 4R A 28 1, B X policySession—
policDigest {52 M5 5 A= i 2248 19y 2 48 [7) (TCM2_PolicySigned O 8 TCM2_PolicySecret()),

HA 4 TCM2_PolicySigned O 5 TCM2_PolicySecret ) 1 41k B 2 %5 Sk 1 3 it , TCM A 43 A= il 2

o S E YIRS Ol policySession—>start Time il F i3 3 Y 46 X {F .

N T B kA % S I A S AR A SR 0 B (P B R S A (AR T S I R R Y
FACED AL 28 15 B, TCM 1T X 43 (5 3% SE 408 B {0 Ay B 4 B2 408 28 07 7 K 3 652 1) ) 3 B[]
X AT 3 e JL ARy S B, AN, A U i L i, TCM AT A 2 B — AN B AL AL nonce. 1 1% “ clock
nonce” AJ 40 % 76 M BB T . 50 ALK SR T B0 A0 O A6 B b 2088 B (B A B A R R GE H B s
BCHE A ARG AR TCM oy (8 B 5 3 A 5 4038 AT {5 B 4 [8] 25, D32 3% 496 55 30 W] Bk )

i}
N

® policyRef

® expiration

o i EUE H T HAAH R S TCM2_PolicySecret() 3 TCM2_PolicySigned O (4 5 #% 1, i
W, YRS BT I % 1 h i A 3 600 s 1y ik i ] 5 — Wk 0 42 B0k 7E
TCM2_PolicySignedO H, iZ AT ¥R Bl — ki 58, ZEE2 F ok 1 h o, wl ffi il TCM2_Poli-
ey Ticket O 8% 4555 i) TCM2_PolicySigned O Wi 5 .

Bz
WIR nonceTCM 2k 75, b W1 B 0] B o 22, ff A K BR T 5K i < 3% =5 i ) PR, o 2R (46

nonce TCM ; Ui 31 4 25, W 7 1 3R W 2 3% Hh 4t FH AN 32 s 1] B o]

053 A A D0 R A R B A AR S A S PR T A S — A R S Rl e

TS WA I D) A a2 i e (s s ) R

D SREm% o TE A
TCM2_StartAuthSession(sessionType = TCM_SE_POLICY) i T8 sh## A£G . #2215 0] fifi

F TCMKey F1 bind f#y P4/~ 3£ 51 1 (1 4 Ao — 4>,

WG o3 Th B AU Y R 2 A ] TCMKey JH4 P35 258 3] TCM_RH_NULL, 4 3E$5 bt 2k 5B . 7]
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AEAN 2 AE M R g 21 B AT HMAC 1158, JF H 251 nonce Fl auth {H AT B2 25 & b X . M EAS0E
FH BRI i 4 5 W 2 500 4w 4 B B S 3 2335 1) TCM2_CreateAuthSession () H1 {ifi F
TCM2_CreateAuthSession() 8 bind, DI Gl i3 %2 4 Y sessionKey,

g) f#iff] TCM #:47 authPolicy 8

TR A X0 R NV R FEAT AL T EX G NV R 5|68 7 QU X R NV R 5]
LB R, IR AT R EEE TCM 78 PEAh 5 W I 5058 2 38 1Y 2 B 0 8 22 il A7 1

X AR AT e B AE R AR A A A A B SR SR R . AR S — R AT vk L AT Al
TCM P ATIHH 5

BAE ] TCM BB — A SRS 2315 I8 25 Fh SR g Aim 2 & 3% 25 TCM, AR IE 7E V7 Ak 5 i LA 452 B4
fE—#E, SRJG 0]l TCM2_PolicyGetDigest () A TCM 32 Ut 24 19 SR W 4 22 . 4R )5 » policyDigest
H W] AR B X 4/ NV R 5] ) authPolicy 2%k,

a0 RS ws AR 5 2% F LA TCM2_PolicyOR O, W55 %315 £ A policyDigest . £ 115 53 X 1)
policyDigest Z J& » 1] fifi il TCM2_PolicyRestartO X ir A #1568 A1 7] /9 S s 2% . M B s — 14
433 f, Al 7E TCM2_Policy OR Hp i I &, sl i 1T 3153 {4 5 19 TCM2_PolicyOR,

v ffi i TCM2_PolicyGetDigestO 2 5 B 50 UE 1E 78 SE U 2R i Fff . TCM 5 i T 5 4k
PE PR (A SEAT B, IR AR BT TR AR R B . R 75 28, ] 76 B A SR & iy 2 2 )5 W A TCM2_Policy-
GetDigest(),

C.10.8 PBrfEl=FE &
C.10.8.1 HHERFMN

TCM 5 1 —LEHLHI, 7] B 158 W s b 48 R A e TCM rh (i AUA

PR R o e B ik A S M (DAD PR Z 5, a0 SR A A X A AL, TCM K ik A B A
A Hrp TCM IR [ TCM_RC_LOCKOUT, I T 2l DA {7 authValue BY#AE . AR 45 T i
R B SR s, TCM A R4 5 B B[R] 2Z 5 H ™ s A a] o 16 52 AR A9 60 R E B g 3 s i 2
BT o AR

XK authValue #2532 DA R, BRIEEE T X209 noDA JE 1. NV K5 authValue #2352 DA
P RAE I E T &5 TCMA_NV_NO_DA g, i TCM2_HMAC_Start() 1 TCM2_HashSe-
quenceStartO A & 1) 7 5 X R A H: 52 DA /97,

B SR HEBR7E DA R4 Z AN SR T TCM i I 88 AT BE 1 R A E . BRAVE R GEXT
TCM (A A Rz PR A 55 1T P 482 200 FH R 3 S B6 110 %85 B ) 52 A ) AT ¢ BEL AR . 9481 OS g oy HAF B Y
AT i S A4 ol — A~ AR BT & 00 09 5 35 05 1Y) auth Value, X AR B authValue #3522 DA {97,

authValue 7] DL =F 7 X H FHEAL .

a) — %A

b) HMAC i E p ) authValue S5 ;

) HEHESIER sessionKey 1A authValue 4§,

BT 8 DA 3319 authValue 23] DA 347

BE R S8 TCM T 4 4> 32 A3k & 26 R ok 42 1 DA-lockout #22f J5 3l #l

a)  KMER(NV) Y4 TCM iR il TCM_RC_AUTH_FAIL i}, gbi- #4534 fim . TCM2_ClearO

B R EE T, B TCM2_ DictionaryAttackLockReset O B, % 31 B 4% th
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WEANE, R
o  TCM ARLxic s Z PR3P (1 STE AR I 42 AR 5
o AT
o RIMIREARE.

b) maxTries(NV) . H % failedTries % FXAME, TCM 5i4b THUE B, L2H A # 0, max-
Tries #3 & o HERIAE, WAH 5CF 6 R LTS rh 98 2 A .

c)  recovery Time(NV) . X ME LARP (s) SRy BN R 7R 28 W 2% 1/ i ol B . X T i & — 1~ K i
H 2% — 1) ik FEA BB IE A 3B R B E B, 250 I A 5 i i 1 Dy HBRE L
FH I 5 8 8 FLTE th 4 IR

d)  lockoutRecovery(NV) :iX/ME 78 W K 22388 lockoutAuth Z A ZER (UL s HEAA ), I}
] SE 3R H3E FH T lockoutAuth BRI Z G . (EH 0 R TEBE 2% 1 Z 18] 75 2 57 1
#ZE G [ TCM2_Startup(TCM_SU_CLEAR) |,

{fi i TCM2_DictionaryAttackParameters () % B 2% maxtries.recoverytime fl lockoutrecovery.,

2 A T P E AL

C.10.8.2 #EHRR

TCM 4bF 8 B2, 1M failedtries 55 F maxtries, fEHUERT AL DA 371 authValue
# 4z Al TCM_RC_LOCKOUT,

i s HMAC I RE 2 K AERAUR I, X TR 58 7231 HMAC Z A S ik 5w . i 2Rk oR
W& 2 W, TCM #43% 1l TCM_RC_POLICY , L4878 I A ¥ e e 7 40

C.10.8.3 MBiERXFIRE

TCM ] i = Fh 77 M BUE R AR
a) TCM2_DictionaryAttackLockReset O ¥k M 22 il B N E ., Zm ST BT RN, B
Zfin 4 TCM A b4k T 8UE #E

b)  WSRTENRE W B A IC 5 TCM 5, ] TCM ¥4 2k 2l /b 1,

o) AR A B WK failed Tries CE N E .

- B o 2 100 T R A R K A R A AR B B . 2 5E o B SPS B TCM Jir & 3%
i, lockoutAuth #% 1% ¥ & EmptyAuth, lockoutPolicy #fik B a5 X,

TCM2_DictionaryAttackLockReset () o /4N 3k 43 1o $2 it 8 5 = SOk T B M 0 AR 4328 4
2 TCM gb T8 M w2 A 2>

C.10.8.4 % & lockoutAuth B2 5% K

WA B AL lockout Auth i 122 82 L2k WUE . TCM ¥ 38 A 82 IR 25 LASE N lockoutAuth {B 2
BRI, 5 lockoutAuth SCHR FYFZ AR W25 T B TCM i#F A X MR 3R 9 e RS A B s T
failedtry fl maxtry,

b T X AP AR R B B RS TCM ¥ A HE 48 T lockoutAuth, X4 TCM 2_DictionaryTackLock-
ResetO 52119 lockoutPolicy — &2 fff F i, 5 35 #£ TCM i B — B n fic & A i 1] B (Al e R 22D )
TCM ¥iB B RS . 3R lockoutRecovery 8 M &, WA F—i&k TCM FH & 8 {#i [ lockoutPolicy Z
Hif» TCM A 2B H IR
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C.10.8.5 Non-orderly % [4]

A SEEL TCM i & PRAT BRI A RE R DT NV NAE o R T 3AE A9 52 3 78 K A2 AR I o mf
AESE 2R M2l NV BIAC 24 5% AR s Ry, TCM H 5% ) TCM_RC_AUTH_FAIL, Jf H 76 8 &
S NV A 2Z Fif . TCM R AR T8 R 7S

HHARMZKE NV AR 8RR, rT e 2 E TCM., 2R TCM A Ak L R 5k 17
DL R4S NV FE S AR Bl # 0] 22300 3% DA RPN REEAT 54, 24 TCM 55 3l i 2 K
SRR LN T L G LI R/

R B R XA A R Bk fE TCM2_Startup O |, TCM K & B2 S1EA T R Z 5 E 3, ik
BA I R MR S T maxtry 84 TCM BB W23l 88 fm 1,

C.10.8.6 REAESHYMENEH

RIS o 2 uf BF, W R # A 0 F B X 46 2 XF 4 authValue 9 T f#. authValue F F A #
sessionKey , TSR 6 H # A H1E authValue, TR TC I IE# 19 sessionKey - AL S 1 .

B BRG] FFBBGT 55 — X R HE . iz T R %A DA R4 W 3t 2 ml 4d F 95 e
Liat 9P e X4 L DA {47,

Bl NAEWT

a) il F AN — A XTR (D) 200 G BA Bl # AE ) DA {37 authValue;

b) W& B DA RIS G4 A) ] 8 authValue;

o Bl F MRS A M TCM2_StartAuthSessionO) H1 i 85 5E X 52 o4 B 1 23 5

) BEREEMHAWE S BT D ERERE.

QR F A W ) et 5 5% B 20 3R b) IR 2R — A

WX R A B DA RS BAE SRS TP ik By . 25400 T B AU, an 2R B 452 B 52 1k
Z DA ¥, s 190w B A DA QR 09 S, W2 KR WO 4t (failed Tries) #4348 i

C.11 RIEME
CIL1 ik

TCM W& T A i 4 1 2 B0 I w166 7 2 3 0 0 6 R Al D 3k 28 2 80 L2 1

FEARIE T A i 2 R SRS BN % L W R S vVr T 2 0 i L D) LG 0 %% 35 SR B0 1 Y 2 50 DX 3
M — D28 B SEO RGN, B S8 B s 38 5 wom %

WERXFREE R IC ) TCM2_ALG_NULL Jf48 & 1 il % st %, W TCM 3% il TCM_RC_SYM-
METRIC, HEH — NS4 5 size WA AT % . 23068 3 5 5 T 200 % 0 S 80E kB T
session-specific (23 1% % 57 i 25 (8 1 Q1 1 7 2GR T 2 30 28 AURI 23 35 I 25 240

[E— Dol SmEERE HRE H a2 NE SR DERKWZE MR 4
BN SERMSEEHCEME B . RAE— A2 3 — A a4 10 200 & P B8 S g HOw &
B — DS — D ERKNZE RIX 4 TCM 2 F 205 % HI0 5 — A S Bt 15 .

TR AL cpFlash 20, @4 o1 0 S04 08 . 763155 F7 rpHash 2 i , W 37 o A 2 S04
T .
ZRCEAE G2 v DA S BUR VA 50 CFB U4 47 O 37
MEEWCE A A N 2 B A S/ NI TE i R S B T R AR R 2 0 T 23T Y cpHash/
rpHash,
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AR SO R Y P ol S 2 B N B D7 YA R B R AT R . TR AT X o RO R AT A 4 T
2SR > o I 5 0 e 2 R A AR AR TR) B S R . S 6 T 5 HMAC B2 K022 35 A S IR 119 %55 1 ik ik
Ty 22 75 B i

C.11.2 EHF XOR WS HIRE

i F C.9 XOR LM E T LGS BORE , B AR EAE LR,

XOR(parameter, hashAlg,sessionValue,nonceNewer,nonceOlder)

#z C9 XOR ¥

Parameter A, BERR b B 2 80 AT AR R NGE o X
hashAlg 5% Gk ZR s Lk

sessionValue 23 E 1 HMAC %5 4

nonceNewer Xof il A o I G o R O 5 % T R N BRI B TCM

nonceOlder it T iy 4 o X M i TCM s 36 T [ 285 & 2 i e 9 7 2

C.11.3 CrB#&:XMS#Hm=E

U T2 U 0 T T B B L s A A TV R A TR L ISR CLo,
KDFa (hashAlg,sessionKey,"CFB",nonceNewer,nonceOlder, bits)

% C.10 KDPa £&#f

hashAlg 5 &im R B e Rk
sessionKey 5o KB 215 %A
CFB AT X4l KDFaO B tR%
nonceNewer I Hsf ) i 4 98 FH 7 R R 28 49 I P TCM
nonceOlder A 14 I BRF T CME R 25 6% 16 B 8 P 7
bits xR B T AL RO —A TV

iR [E1E A 1 R\ A H5 F B A 4 22 f0n 2 % 4, oA i\ 27 TR TV, T in 25 % 47 fn
IV BB T 208 A B S50, AR5 55 200 A0 SC I A0 X5 Bk a8 B R0 R 0 4 4 0 30 3k 3k 2 80 0
TR EAT N

C.12 ZRIPHFH

C.12.1  #f&
HZAARALT TCM P B AL T — A 5 800 E S P 3200 4 1T SCHY E— 15 1] J2 il 1 A2

PRI TIRE . TCM NAF Y R/NIE H 2 A R AY . R 32 R 7 0 G i Ml — 77 it 2 TCM B B 9 o2 8 I8 4
TCM fal FHPERL 2 B . 25 32 R4 X G A7 B 3 00 2 Ik o £ I 2 7 6 )i TCML A 2N A7

C.12.2 XH&BRIP

S ARAPUE G 1 % LR 4 AL 4 BT Lk AL P A e ) A TR VR AR I SN AT G Y 32 PR PO R A9 1B B
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SEREVER AT . e B ARG A AG DN 0 B2 AR P 0 R B BIL R AR A BCIE AL R B
SRR A I 0080 TR . R OE BV A A G U IR 2 S R X R . RO SR R R
A5 A S 28 DI CHE 44 B B9 478 22 Jr LI R 32 DR 4 Xk R AR AL 55 9 28 AT TE A M 15 2 6 XT3 AN

C.12.3 RH{PE

Xof U DI P DR AP A T AN 5 4 . X SR e 5 AR ORI I AR (N A i . b DN AR
HMAC %8, 75— % 8 AR PR % 4 .

(8T T A O BRI 25 2% B 0 HMAC %58 . A7 i sk IR IR T BRSO . WER R X 4 2 )2
Y45 A8 e i X g T Ab (B A XS G B DX S P B seed Value, i R PR 9 X 2 B R X 4
(duplication blob) , W Ff R A& 5 A5 FH BT AC 15 2 B9 FE X AR O 2 O 4 00 M = B 85 . e 80 12 1 B i 470 42
B TR R EEXS FR DR A i IR AR A Y 2 5

R T HE R R L AE KDFaO i T A FE X R4, i R0 A X TR . o7 ik F A2 v
B BH DLOR A7 BRI 21 23 Uk 2 4 5 ) ORGSR OH R £ FURR DX

encSensitive : =CFB,g a1, (symKey, symlv ,sensitive)

J9 7 HMAC %487 0 F 51 A R TR 7E KDFaO i F Rl 1. 24 HMAC F T 4837 fHm 21 )2

25 ) B DX R P A ] RO G A R i B R T I
outerHMAC : =HMAC, y.mer; (HMACkey, symlv || encSensitive || name.buffer)

TEFRAT XS BRI 5 ] o B =l 22 YAl T AR [ 9 0 B 25 81, A5 D e 2 /0 TV, gk il 7 TCM2_Ob-
jectChange Auth O 5 B0F X G 9 U X 4 K A= B 4 I, #8801 ) 69 08 B 85 9 . 68 1 77 X 4 1 Jn 8%
TCM & YCHRAT I i # 25 A= i — D BEHL TV,

C.12.4 XtFRin=

XEFR BT T I i TCM2_Create O g sl TCM2_TmportO) 5 A B X G B9 BUR X I, 4 Bk
BREL TCM2_ObjectChange Auth () 1if . i ] {1 & 3 S DXCSUE BT hn 2 . % Pk s B IR 2 A AC U X
ol r A A T RN SZ R AP I A R

JFH T 000 285 ) G 50U DX I8 1Y) 3 2 98 ) e AL X 2 M 114 X R 5 Y

I B ARSI R AR

symKey : =KDFa(pNameAlg, seedValue ,"STORAGE",name, NULL, bits)

Horpr . pNameAlg 90 R A7 5219 5B nameAlg; seed Value S % G2 A0 T G 5UR% X I8 (9 %F K Fift -
{E; “STORAGE” 2 H] T X453 KDF & B s name Sy 8 1% / fff 25 79 X G2 19 44 B 5 bits S %8 Bk % 41 Br
1 AR R

A symKey # F R AR 47 % G2 19 508K X Sk s TCMKg B g — A BALIY TV (symlv) %l 5
X R i B I e RN R o XA symI VAL B 7EFA A DCCBRNURE X HMAC 35, 2 in %%
TCM2_ActivateCredential O FP i FH #4) &2 il S0ER X 38 sk AL 4 B L i &2 #) symIV,

symKey Fl symlv F x5 SUSECRE HE47 %

encSensitive : =CFB,s,,a, (symKey, symlv ,sensitive)

Horp , CFBysyun % WIFE CFDB #8220 (8 1 A0 G2 1 X6 Bk 5 12 0 A7 X B in 2% 5 symKey Ry 22 X515
F XS FREE P s symlv ok H RNG (# TV 5 05 sensitive J&— 0 & 32 f 4 10 fUR X 2548 ) TCM2B_
SENSITIVE,

B AR5 AL BENL symIv i TCM2B_TV JC7E I 25 HOH 7 5T . O 56 BT Siboe o . fn 2R
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symlIV g2 WA 2 i) Jin 2 ) 5308 45 AT Aol {6
C.12.5 =EE4

SERAMEN HMAC %9 (HMACkey) 1 U0F
HMACKey : =KDFa(pNameAlg, seedValue ,"INTEGRITY",NULL,NULL,bits)

HoAp, pNameAlg B XF 2 B4 A2 7 S ) nameAlg; seedValue iy % 42 AC XoF 4 48508% X 38 19 X7 Bk Bl 1
{H; “INTEGRITY” 2 1] T X 73 KDF JH & (1918 ; bits 2 pNameAlg A= (145 22 (1) FL R 4L

SRIG M HMACkey #4758 8 M 1158 . HMAC 27 symIV I 2 4177 42 1 encSensitive | 3
T,

outerHMA : =HMAC, x.meri, (HMACkey, symIv| | encSensitive| | name.buffer)

Horp , HMAC jnamenss 2 B8 F X 2 A X % 1) nameAlg 1) HMAC p& % ; HMACkey, symlv 5 enc-
Sensitive J& Z {ij A2 $8 7 A2 HH s name. buffer Sy R 47 x5 R 5 24 FR O L8 R/ANFBO «

SEREMEAE AR X FR TV Z 0,

C.13 ZERIPWEMEREN
C.13.1 #id

TCM SRR Z R0 82 WA B A0 . A B A7 5% B A B0 J2 IR S R A O — A e At 26
TR X G Co 4 B al A H A 32 2 48 ) W 2 CRRE D 2119038 122 438
XA R S R AT R G4 AE A BT Gl i PCR 842 BUHE 3 43 B X 4, I (7 Ak AR 26 X 2 41 1)

G=giin
C.13.2 WHEZEMERXRXEZR

JZR GG VA TCM B AL Al 2 910 R . O 1 RIS P12 &5 0 Bl 1 3 1 T A2 Al
P — 2 Sk A AR X R 4

YA XFRAFAETE TCM MBI 74k 55 51 R 1% 0 42 vh i 0% IX Bl 4 b A . 2 3 3 R X
SR X BT R B BEAY o P T B TR oh A7 A TR R R TR R AR A BE R — AN SR AR
2U0F G T e B2 YRS R IR R PR IR A B0 R T 5 2 X G B LA B ) 55 S A A R L fi
P X PR

JEREEH RN RAA LT RER . PR HAL R G B4 5 G102 SO 5 B AR B R R T X 42
PR SR IZ A G R TCM EM T i CE . HP 005 U2 A iz B IR e £ .
BRARFTIRIME AT R A5 W 53 G n] BARAT R A . AT AE Al S ) n] 2 A% 4] .

SRR AT AT 0T B 285 A 0 G T AN 2 A X0 Pk 2 A %) G B A i 85 B 0 R R R B 2 T A A A 7 )
i EEZ ik 2z — . B S A A R A — A e A A7 T B AT A X R bR R CIE X B 2 1) B X
RO ST AR FRBR T T B AR SUZ S A AT A BT . DR 4T % 49 52 ) % S R AT
TE SRR A B A AR R R E LB ) — 2SR

C.13.3 &l

S ) 2 FOVE R G A A BT 0 TR R A B . X AR I SRS B (NP) Hil 5~ R 4] A [d] — 4>
TCM F % A TCM B2k &5k,
— AN G B A T e e T G ) S R ke ) A A A
BB il 5 B — A SR M 2335 . SRS PP 8 75 2 HAT — a2 % 2 5 B R S0 commandCode
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{Hi% &l TCM2_CC_Duplicate, iXJ& ¥ MR il (2K H T 3 ug i) DUP f €5,

SR AR N X 52 b IF AR B A NP 5 8 R i ORI 254 . AE AT TCM2_Import
O T35 LA X G2 N HINER ™ e 3 S P38 DA 22 W o i 1) SO S Al 45 4 T B AS e 4 A T

a) PR

1 TCM2_Duplicate ) J5 ik v, i I35 AT 48 28 L A5 T P9 350 0 B i 42 e f 4P 0 42

W SR A 22 52 % 42 vf EncryptedDuplication J& £ /& SET 1y, W& Zix 4 2 BA W3, JF H
F A X A TCM_RH_NULL,

— SIS G R R P B B . B — BB R IR R B A B A ]
NP {5375 K % .

S 4 TP BT AT X R B9 encryptedDuplication J& 1 W AT AH ] B9 32 E

b) N ERE il %

X T — B B, TCM TS USRI (9 58 B Ve 28 . X S R B3 (B A0 1% 5 I % 5 M DG 166 1 2 3 IX 3
445K
innerIntegrity :=H,,n.a (Sensitive | | name )
Kb

Hoene  — MR R09 nameAlg 19445 R AL

sensitive —A> TCM2B_SENSITIVE 1 ;

name  — @RI R LK

5 e B EAE ) TCM2B_DIGEST Hij & T Sk X 5, 22 v X (52 % P 4 22 08 n SO qED i
CEB Jn% .

encSensitive : =CFB,gymai (symKey,0,innerIntegrity || sensitive )

X
CFB,symale —fi A A rhAe g B AR CFB BT SEAT XAk 0 % 5
symKey — RV AR 4T, )2 TCM2_Duplicate O) J7 i H Y encryptionKeyIn £ 4§
o RNG 1 1HE
innerIntegrity —3 H b5 1 NMARKKIE ;
sensitive —1E b HFE 1 A d ) sensitive BU{E
encSensitive : = sensitive

o) HMERA il f A
TESE B B A B Be 1 77 A2 1Y encSensitive S AT i85 58 8 P A Ay . (HJE RIS RT K B P
% NP BHEX PRI AR . AR 09 i i NP i dE X AR B . ZER s A Rk 17 AR 7
o TESEHEEMEAE Z AT EBERN 1 T encSensitive 5 encSensitive i il % .
95 5 PP BUAE X FR N %% %% 8 (symKey) 3 1 F 51 1) 77 A
symKey : =KDFa(npNameAlg, seed,"STORAGE",Name,NULL, bits)

X

symKey — TN encSensitive;
npNameAlg ——NP i) nameAlg;

seed X FRFR A 5
“STORAGE” — M T X Jr KDF & {8 ;
Name — YN R R 4 R
bits XS FR PR L
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dupSensitive : = CFB,,s,mai, (symKey,0,encSensitive )

K.
CFB,symae — 1€ CFB # CF it I AQ X 52 58 1 % B i %% 5
symKey O 1 AN B X FR % B 5

encSensitive —3kH P 2 PNAIE 3 AN ME,
PRk A —A 2k AR B HMAC %% .
HMACKey :=KDFa(npNameAlg, seed,"INTEGRITY",NULL,NULL,bits)

Aih,
npNameAlg —XF 4 NP fJ nameAlg;

seed —TE ) P — A2 2 {5 T A R R Y 4E
“INTEGRITY” — M T X KDF H& 98 ;

bits —H1 npNameAlg Az 875 2 1907 %0

SR JG 7E dupSensitive £t A B HMAC, 0G0 X3 ) 44 B8 & 7 HMAC 15, Ui B
A 7E TCM2_ImportO) b8 B HE 24 09 A JERTRAA X I A4 2 fiff 2 0k X 4
outerHMAC : =HMAC, x.mers (HMACKey, dupSensitive| | Name)

K

HMAC, xomene— 18 1] NP ) nameAlg ) HMAC pRET;

HMACkey ——— B AR FRAR A T B (A W o P8 3 AR
dupSensitive AT O WS 2 o FAY R BRI 2% U X
Name — XN R LR,

T 528 A il 13 A, TCM2_DuplicateO) J5 #: 2k i B9 TCM2B_PUBLIC #l TCM2B_ENCRYPTED_
SECRET H T3 NP (/A F AL #5451 TCM ) TCM2_ImportO) F . 1SR RAA X 3k Bk W &
T | D0 FH T P R 1 % B BT B 4R T TCML,

TCM2_TmportO J5 B F AR B NP #5300 5 %4 Bk 2 4] . TOM2B_PRIVATE B fif # . W77 16
B A% L I P HR AU A X BR BT % TCM2B_PRIVATE, 76X Bk i 85 =2 J o K 4 52 2k i 8

(A1 C.6~ & C.8 Ui T 75 SR DXl v 95 A i PN 08 ke i 52 1 blob i 4k B,
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1) HBUR X 35 B TPM2B_SENSITIVE KA
LGES
[
SR YIE
R Sk

MR

2) WA ANIBaE:, BB encSensitive:=sensitive

3) HHAAXREF LTk, AR FE

4) i Gl g — A xR (symKey) :
symKey=KDFa(npNameAlg,seed,” STORAGE” ,Name,NULL,bits)

5) JEidn# encSensitivesk A @t dupSensitive

dupSensitive:=CFB (symKey,0,sensitive)

npSymAlg!

6) MR 3B A KR F i HHMACH Y
HMACkey:=KDFa(npNameAlg,seed,” INTEGRITY” NULL ,NULL,bits)
7) fEdupSensitive i+ 5HMAC

outerHMAC: :l-lMACWN e Alg(HMACkey,dupSens itive||Name)
VE KR IR AR/ B LA i A TPMR2B_PRIVATE
4ifdo

B C6 RANBHRIABMBHRNES TR

1) HeRBURIX B TPM2B_SENSITIVE PN
PR TS
& BE{H
X XA E R
X gom ) nos
2) ifﬁir{nerlntegrit)./(wgﬂy‘iﬁﬁﬁ){.ﬁ. ?JE R
innerIntegrity:=H . (sensitive|[name)
‘ K
| BURRR
& B E(E
g R YIE
[BURRY ) Uk

3) AencryptionKeyIn¥t B & &4 (symKey) B%HTPMRA K BEHLE

4) JEidhn# innerIntegrity f M TPM2B_SENSITIVE

4 iencSensitive
encSensitive:=CFB_ | Mg(symKey,O,innerlntegrity||sensitive)
VE: KA RN B DA G5 - TPM2B PRIVATE
o R&

B C.7 #HAEWNEIEM TCM_RH_NULL # NP B & #5318
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1) K RUR DXL B RTPM2B_SENSITIVE J/h
FE: KRTRIRAR RN B VE A R TPM2B PRIVATE i | BUBRA
S5k, XA FBTPM2B_SENSITIVERN & B
TPM2B_PRIVATEZE X fIME— P 2. X [ xiE B
ﬁ AUk A ] Sk

B C.8 &AM EM TCM_RH_NULL 4 NP 8 #1172

C.13.4 E#H4A

S AR AV B R IR S A X R s B DUAE O — N B R Gk i IS Re A B T A R A
By . EHIAEZHAR T WE R AR ) — X % . v i = — A = ARk A Z A B B 5 —
AR IREER

B X G B Rk o L 8 M (fixedParent) o W12R fixedParent Jy CLEAR, W ] i i TCM2_Du-
plicate O F LRV G o %A SO VFLE BT SCRE 52 R 4% % 42 1 B0k IX 88, DU ] £ AR i) TCM 2
WER e . B WA A P AT B SR A S AR BRI L e fixedParent J& 1 () % &
e,

AR XL BA fixedParent CLEAR, B2 E AL AR . A1R X 2R RAAGE %50 Wiz 46 B 3
AN . KT AR R B L S A 0 A X G A X R S AR I SR R

HA fixedParent SET WX R AGEEHZLZ N, H2 . R EAE fixedParent CLEAR 3 H A %G
S AT B A

HA5 fixedParent SET 3f H %4 B4 fixedParent CLEAR [y 4H 2 i %} 22 2 & T 42 4] 28 1 20 1
X5, Al I fixed TCM J& HE{E ) SET AR iax 2exf 5, & il 4 i A X 2 EB B A fixed TCM
JEMAE A CLEAR,

Xgnl e 2RI RO . IR H 2 A A7 i % B B A fixedParent CLEAR, 804 41 ) 584
Xf 4% J HoH 4 2 — HAT fixedParent CLEAR, )4 & A= 53X F i i

C.13.5 {RipAH

T ORI 3 P A9 53 CIEXTAR W BRI 2% 2 ) 8 1 R /INE QR 37 A — SRR o R 37 4R 52 T AR
8 BT A5 Ji AR A 47 H A 52 AR S AR

A o BRI A AN R A A7 fid B A R ) 4 50k L n] T R A M E SR R A A I 2 A A R
XY fixed TCM J& £ SET . W20 52 14 i A7 45 5 4% 1060 AR IR A9 3005 4 . 2R R 19 fixed TCM
ANJE SET , AR 7002 pi R 52 )2 K 254 v A4 S 1 AR 1) 52 A BR 1

PRAP phy 52 T ASBIR TTT A J2 8  J Dt DA A o) C BIR ToHE S2  ARE o 1 B 47 e B T AR 52
R 0 G A7 AE 0 2 R EE A AR R G B BRAEXS 21 fixed TCM J& SET, & C.9 &R T 78 & Hil
B E RS
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PiE LHIESE 75
TR AR5

IR, Sk
R

B C9 RIP4A

C.13.6 EXEBHRHE

MG BE R GBI RS LU E R R BEREW ., EMNEARN R EGE T FEETHMBZER RS W
o, DL R 2 AT i) TCM2_DuplicateO) J5 ik B3 .
= CA1 A T X E 02 R &S R MR v BB 4L & VU S B 41 & 1 BE

®C11 BREMEMEHBRE

fixedParent fixedTCM A&
0 0 XA G Fom— D2 HIR
0 1 XYL A SEAHE Y

WHEIERKANM FHAABYP AP HNTL., BAGEE TCM2 _
Duplicate) H1 A% objectHandle 5|

1 1 M H A R TERE TCM LRI A0 4, JF HARTT R 5 il 3% X 4

C13.7 EMFEREM

FXRIE N FEF IR BIXT G X5 G20 N FE R R0 320 2 09 44 BRUR A= 1 6 Bk 2% A1 R O 4
X G2 B SRR X3, A 2, At X 2 A FH G A % B 485 60 in %%

— HLBIEE, F2 0 G AT QAT o] oA w] 480 2 — AR AT A B AR R A /IR 1R S

F X4 A B A fixedParent 1{H } SET 5 CLEAR, Wi x4 B A fixedParent {4 % SET,
T fixedTCM (1914 K SET,
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#* C12 BoR T WM R AR IREE B E A S ZmRC CV DR R RIS .

F C12 AFHEREHIZE

fixedTCM # 8 T XTI fixedParent
1 fift
parent object CLEAR SET
CLEAR CLEAR N N A2 X 4 [y fixedTCM J& P & CLEAR., W] F % 4 11y
CLEAR SET fixedTCM 3R 5 CLEAR
SET SET N R % 82 N2 Y fixedTCM 5 SET, M| fixedParent #l
SET CLEAR J fixed TCM R £E T X 4 B A AH R (19 1% &

E B TAERMHE, EXFL (Primary Object) AT L8N A HA — A B &4 SET #Y fixedTCM JgE .
iE 2. WIRAKZF fixedTCM Sl SET, W+ % 2 /& 7] & il 19 (fixedParent == CLEAR) 8 A 7] & il (fixedParent
== SET), WRFXGREATE S0, WFHELE S HAAXZ A fixedTCM % #

X AR [ TCM2_Create () J7 1% fil TCM2_CreatePrimary () J5 1/ DL K FE N2 % % [ TCM2_
Load O 773 Ja & fil %t 4 [ TCM2_Import O J7 % 2 He DX S A 2 00 25 70 1 5 1) — Bk

e ] TCM2_LoadExternal O J7 ¥ H0 % F X 5 F R K: 28 X 5 1 )2 IR &5 Wik B ) — 8ok, X2
R AR AT JE IR G ) — 4, OF H i B AT, Ak, TCM2_LoadExternal O J5 35 ] T Ik vJ
REAFHE T 5 —A TCM 2 A 3L X, (i TCM K 2 45 44 a4 52 i 399 1) o 287 A 100 A 8 46 X
B 23 AR XA O . X B HAA 5 T X S A i TCM T8 56 19 2 R 45 4 J M PRI AN )2 IR
S5 R AE .

C.14 EiREHEP
C.14.1 #ER

TCM S FF I T7E TCM b3 k3 H1 836 B B AL B 4P Dbl a2 A 7o v A 40 42 436 2 s AR 0 70 Tl 45
TCM it G . (A5 FE 48 48 M JOIE IR W% X G0t B AEfr E /9 TCM v, (FUZBRARFEIR SR BE A 0 R e K
IER TCM B b a3l Az R UE X 4 75 32 A 4 2 A w6

C.14.2  hix

SR I 1 A A 28 1) AR A 4R I 4R LA 2SR IR 9 TCM X 2 i 2~ JE IR 2 TCM 35 5 % 4
G # o EXO B GEE o FES P 2R A 2 EX A9 ST 48 A1 23 J& DXl 15 7 (9 T 8 DUB SE X 5 02 15 B 4%
WeSEHE o AR SR | UG 30 4 (I R O o I DX e S

et P AT RE BEOR ALY A L KU 5 “ER A T [A] — TCM A7 R0 G id SR 41 4 w] i A .
N TR — 5 SRR AR L X SRR AT N SRS T ER 9 A H1 3 Cwrap) SR I B

IR I B4 LR AL FR) 0 R AL i an Ak . AR Al i I EK A R 3] TCM A
IFER TCM IR 7] G248 I 28 25 910K fi 2% 7246 . TCM ¥ fili AL AT “EX i 25 SE 98 00 28 5% 41, OF 10 30E SE 95
MR N MFA) 2 H EEFE TCM Hh, 0 TCM 256X 1Y J& 1 5 75 4 52 B2 B 1) s 1k
PETEC . [l TCM 3R 8155 4 0 %% 4% 91 .

U3 A 5E ) A TCM Xt 4 BAT AR 482 TCM Y SR 48 42 B 35 S At i) SR 48 ok (R b Bl . 2kt
OB W YT T AU L R B GE s ol W 5 28 44 S P A 20 TCM. L L T JC 75 2 #5
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Y TCM,

PR PPSCAY SR AR R B BHL R S B B IR W A O Sy AR A AR A B X R B AR AT 5 B . SRR B At
HAAEEA K A TCM BAEATE BRI B0 T A2 AR - Iy TCM AN 20 SRR 3 At 2 1)t A Uk i 2 4t
AT AAB IR B A BRI o A 90 2 3L 25 R 3 3o 5 1) S 90 DGO P BRAE X 5 5 EK Ak T AR 9 TCM
A SRR S I OIS IR X —

C.143 RI{pEHE

PR R AL 0 R PR BUE B A & 78 TCM2_ ActivateCredential O i Iy it TCM 3R 8] ({8 . % {H AJ L)
JEAEE AR AL A B A S 4 e AL b RO A AT PN A (E U T AL S X R S B AR R B R
A

FEHR PR AL 38 5 52 M HMAC R 88 E (CVD i %5 75 =0 5 55 98 Bt 0 R IRl X3 T
1A A B AR N “IDENTITY” M A “DUPLICATE”,

C.14.4 XtFRmm=E

it 72 32 ER”HE XS FRIEE R4 09 (8 b IR A2 ok 19 . A= i 5 19 07 125 Hy “ER” 1 JE X R 55 0
Ko AERIE BT R AR L RS N “INTEGRITY .
25 E R F{E L B AR
symKey : =KDFa(ekNameAlg, seed,"STORAGE" ,name,NULL, bits)

A

ekNameAlg —HE“EK”%4IA) nameAlg;

seed — (AR E T ERKY AR X BR G 12 28 R A O U AR R A R T
"STORAGE" — M F X3 KDF {fi ] i {8 5

name — 5 SCHK B XTG4 R 5

bits XS BB T L

symKey A] i Fn# CV, IV &k 0,
encldentity :=CFB s,mai, (symKey,0,CV )

A

CFB.isyumni,—— CFB AR T 1 X FR 0 285 4 AR R “ EX %85 81 1) 6 R 53k
symKey —XJFRE 48 ;

CV — =¥ (TCM2B_DIGEST).

C.14.5 HMAC

S5 ) HIMAC A 15 11 T encldentity {8, 304 T 4 TCM A iF o H4% 5% 48 5 1 4 0 %4 42
AHOCHE , IF B 1k 8B CV
HMAC %8 (HMACkey) e8P i385
HMAKey :=KDFa(ekNameAlg, seed, "INTEGRITY",NULL,NULL, bits)

K
ekNameAlg —— H#“EK”f) nameAlg;
seed ——— XPFR AR s TR 2 T ER” XS AR SR Oy 1 A il

"INTEGRITY" — ] T IX 4> KDF f{#i JH {8 ;
ekNameAlg 4 B B9 2 R AL 5L,

bits
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RJI5 . HMACkey HF 528 M35,

identity HMAC : =HMAC numerrs (HMACKey, encldentity || Name )

K.
HMAC jvamenis— T8 “EK” ) nameAlg 1) HMAC K%
HMACkey — M“EK”Xt FR AR5 (E IR A= (1018 5

encldentity  —— A A5 A0 G AR 238 AR X 48 5
Name — R R B AR
SEAE R4 R 5K identity HMACCK/INVRTZS B2 (ED BUAE encldentity 2 R 128 b X rp R A8 15 B9
C.15 WHEM
C.15.1 EXEM

Xt G g P R EAS JE A AR = b

a)
b)
c)

C.15.2

Restricted J& '« 24 % 9] 1 B 0@ PR L %0 B RE R AE BT A il B i i

Sign J& 1« 249 1 1% B I P, TCM il FH S0 X 35 81 e 25 44 33l

Decrypt J& 1 - 4 %5 5150 & 8 PRI L 45y A8 08 B i 2% % 81 . TCM. A T S0 DX I8 0 A 911 08 i 7
Bl o o S X Bk A 85 5 B . TCML M) P AU DXl 1) %85 B R e 75 530

Hft Bk

XF R Ja e A A A LR S A

a)
b)

c)

d

e)

D

stClear: 2 Xf G U8 I & PRI R B R AE Startup (CLEAR)#4E J5 W BT N4 2= TCM.,
sensitiveDataOrigin: 24 X§ R X 55 & & PE . i TCM A= gl 2 s . & 0, i o8 O 32 3t
userWithAuth: 24Xt 52 15 B & M B, 26 B P00 1) X6 52 s 75 0 FH 432 AU $2 485 T P M (a3 AL
A BRI R 20 P SR R RO R AL P M AL
adminWithPolicy : 4 % G2 15 & It J8 1k i o 3 W] YR 7 ] stk X6 G2 i 55 222 DLAET 3L 03 ) €60 R 3 A2 %o
LRI, BN, 752 HMAC 24 9 # FHZBUE R 15 4] .

noDA ;% G2 1 & b M B, 3R W7 [R) X6 G2 A SR 42 AR 0, AN 25 08 ) i e AR 4 oS S5 Al
XF R PUE o

encryptedDuplication: 24 X} 4 % B I )& M i, 3 B % 2 75 & Hl B, 75 38 &£ newParentHandle,
WA B MR F K newParentHandle 3¢ % 25 TCM_RH_NULL, % 8 75 &2 il i % A4 41 &8
ESE

C.16 X&G&HTE

C.16.1

AR

O FE DA S RS IRRE PR (S B e R C.13 Pt vl .
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x C13 AHRESHY

24 fili b
type PRUKT B 1 25 R
nameAlg BRI G2 44 BRI 420 50k
Xt 4 I ok

a) ¥ (sign,encrypt.restricted) ;

b) &AL (userWithAuth,adminWithPolicy,noDA) ;
c)  H#l(fixedParent,fixed TCM) ;

4 PIE (sensitiveDataOrigin) ;

e) Ak (stClear)

objectAttributes

authPolicy AL WA

BgeF x4 280,
[type]parameters | XFF X FRAF G, 45 38 & % G100 /N RTBR AN 2 A5
Xof T AB X BROF G2 B 8 A 8 B KN LB 44 T S8 N AR N 5 7 1k

Boge T 4 264,
[type Junique Xt T A AR G L U A R4
it T Xt B R 42 1 e Ao R X e AT 2 A (B

C.16.2 HREXiE

R IX R 8 FE A5G A E ARTE TCM R 2 07 B I 75 2008 (0 B0 » & A0 35 B2 ASLAE PR S A5
B BURIX I gty insk C.14 fros.

x Cl14 HRREBSH

ZH fifi ik
sensitiveType BRI 4 Al
authValue X4 0 BAUE

X X BT At B L T R UG AR S R o AR BT R R E .

X T H A AR X BR B X TR Y

TR AR R AR X R —MREE . B 5 EUR K EEE #Ta0EHE IR S R
A3 28 e X L) unique T2 BE

seedValue

I e T sensitiveType,

X T ARX R B LS R T A .

X HMAC slixf Fr 5 8 . WS HUE %4 .
XF TR X5 e S B0 BUR B I

[sensitiveType ]sensitive

C.16.3 FAHRXI

AAE TCM [ B 07 & A4 SRR DI 20 PR A se O . TCM2_Load O & #4 52 £ 97 8¢
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B DX SRR A A XK
C.16.4 RZEZ

XFRBIIRE #4 QN JE 24 FiI R G4 FRRIAC % BIBR E 44 20 TR a0 25
C.16.5 HEXIEMN=E

2SR FHAAAT DXIIS X0 i 25 25 911 2 vh S8 401 9 B 2 b - IR AR 1R 31D
>4 52l SR XIS Xk R T 5 % B2 e ORI 9 A0 IR AE AR B

C.16.6 B R i3 B i

ST HIMAC 5 46 75 56 AT B 15 S8 X I ) 52 4
C.17 & tlE
C.17.1 #Ei&

TCM2_Create() #1 TCM2_CreatePrimary(O) F T8l #&#4E & TCM Storage Hierarchy — &4 i ¥t 4
(EHMEHE) ., TCM2_CreatePrimary O f#i Fi 32 P 7 IR 4= A1 28 £ X 42, TCM2_Create O H F A1 2 iy
TCM BfEHLEA: B (RNG) 7 A 1 B AL A 78GR X 5 . 3500 G 0 A0 25 B 0 57 1~ (L, 3 3l X 4
EI’J'\H”%HETT%{E B,

XL SR AL A

a) AL ;

b)) BURSHE 5

o BIEEREE Y PCR;

RN 2 ot} ¥

e) BB IX B A

D A K A0 S

g AIERH,

C.17.2 AHEER

SR R IR T A R TR R . TCM TIOR8 T 3 X S iy .
AR A% 2N 5 BT AT ZER X R B i A SUAH DC I . A B i 7 b, fE— AR PRUE R Cunique) i
TCM U .

C.17.3 HR&S¥E

B X R 5 B A U S BUE AV R 19 authValue $E47 ) 4 35 B I AT $ Bt Al — 28 X 5 4
BSBUA . BURSEUE T LU N % 1 808 B 400

fefitsy TCM YU S SUE (inSensitive 2800 al 2 £ 0 A5 i A9 3L T 2235 B9 0% $oR 72 TCM2_
Create ) #l TCM2_CreatePrimary O JEAT A% . oy T4 T2 0 09 8% o vF (il A [ B 2 Iﬁﬁﬁ&ﬂﬂ]
T« DRI T T 00 52 AR HG At A R AR 9 23 35 A 6 5 T B X R 0 A BT I R A 2 T A IR] . X RE T
i DR A 1 A % B 9 SRS 23 B Sl R IO B L (E ) TR AR

C.17.4 GIZiEER PCR

TCM2_CreateO) 8§, TCM2_CreatePrimary ) Z % 7E7E B9 PCR % £ 2 F T 1k ¥ & Ge 0 3 A1 @ )
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LI H BN PCRH . MRS G @ 8008 5k 3T B A PCR F A7 22125 A B, I 44 0 A, 35 76 iy 4 1 17 3R [7] 174
BIEFHE (TCM2B_CREATION_DATA) i,

C.17.5 nEalg

AR T TCM el ffi jj TCM2_CreateO) Fl TCM2_CreatePrimary ) {12 80k 15 & 1) 2 % 4 19
AEP R,
WERSHORIEW AR R R

C.17.6 mMEXIEE#E

TT 5 AR DX P 2 Y 5 R R T R 2R Y i S B A B AR Y 28 R B R A R

R SRR DXl B P A U S SR R Bl . SRS B 2l TCM 42 it 24 TCM 24k i) 57 Bt
BLF XL 7o, TCM $ 43 i $e g 8 02 LSS A 5 S0 SCHE 9 3225 B3 A 7 vh IR AR ok, G HR Y
AR AR AR BT A R A FE XS, X T X 42, SE AT L RNG FREL TCM 2 it 1% 45
B A AR XS G 1 T BOl A X GO T (H S AT BB O A T

a)  XZIEA (type)

XF AU IR type ZHUR AT G0 LR 28R S8 RIA

b)  FZAUHE (authValue)

$F2 ) authValue & )\ TCM2 _ Create () 8{ TCM2 _ CreatePrimary ( ) [J inSensitive & % 11
user Auth 7 B il T >k

¢) seedValue

seedValue “F B T X R % 40 . HMAC 2P REHE X ARG B . B3 T 0RAF B X PR A7 6 2% 4
X FR 2 B FR T . X F BT A X G 2T Can SR A7 76D » seedValue J&XF 4 19 nameAlg A= % 19 $if 22 1)
KN,

A 224 4 X6 FR 5% B J2: A7 il % I A5 B seed Value, % 18 FIAE % 81 R 1 ok Az pl 52 4 1 FBL 25 1% 1Y)
(B MR R) T X4 . seedValue BYR/NFIXFR nameAlg H i 5125 7 A 14 2 R /N — B

XF T A 5 seedValue BEIE if N RNG o 4 B K 1 At L 0 B8 1 FH 5 32 %0 AR [R) 19 J7 125 A
YTl KDFaO L 2 F FR

seedValue :=KDFa(hashAlg, seed,"seedValue",tName, proof, bits)

K

hashAlg —7F TCM2_Create) H1, 238 L % 4 i) nameAlg; fF TCM2_CreatePrimary () 1,
Pkl W N kS P BT

seed — X T EX G R AR X T HAL X R R 5 E % AR H A A R KN
BEDLEL 5

“seedValue" —— 15 KDFaO 1 FE (7 b5 5 707 201k 10 T~ 146 5 19524 o

tName — i AR AR P A9 nameAlg T8 A EEAR MR B 24 R

proof —— AR X SR SR JZ R TR AN AT & i 32X S I Ry ehProof s X T BT A L
XTG4 s E b IX

bits AR T nameAlg Az B4 ZE A 2L

d) RS EE (sensitive)
Nof B X 42 SRR 4 19 type 9 TCM_ALG_SYMCIPHER & TCM_ALG_KEYEDHASH. X} FXf

PR G SR A T ek A T S s TCM A R
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AN SRR GBI H1 (Y sensitiveDataOrigin J& 4 2 CLEAR , W GUSEE B 8 F & 424k . b 8 1 35 $2 41t
B BURECHR L T TCM2_Create O 5 TCM2_CreatePrimary O ] inSensitive 24 iy 5 7 Be

IR sensitiveDataOrigin J& 4 SET, W FEH TCM 28U s 775 , 3 H inSensitive 23 f %L
I T BN s G b X

FH P B2 A4t B 0 B 2 A 0 A AR P parameter.symDetail. keyBits.sym $§ 78 B R/, B PR EF BT 28 AL
LG VAN A S R

AP HRAER HMAC B8R VR T 248 05 B O/ 128 AN BN E . 3 R/MER
il 128 AL FEAT 2N Tl TCM Z ] 1 451 He 75

QSR A R SR AL UG i TCM A2 B sensitive, X F TCM_ALG_KEYEDHASH X} £, J K/
AZ X2 nameAlg B EA(E K/, X T TCM_ALG_SYMCIPHER *f £, H:. K/ T (parameters.
symDetail.keyBits.sym + 7)/ 8,

XF T 4 T G N RNG AR BN R B sensitive, sensitive 3] ] 55 3200 AR R 9 J7 v
PERL. T KDFaO L R iR .

sensitive :=KDFa(hashAlg, seed,"sensitive",tName, NULL, bits)

X

hashAlg —7F TCM2_Create() {1, J238 & %} 2 i) nameAlg; 7f TCM2_CreatePrimary () {7, J&
& B P U R AR R A

seed — X T EXGRAR EE PR A X T H ALK F R 5 F % YR B A A R RN B

PLEL

"sensitive" 5 KDFaO fifi FH B AR A5 25 AN [A] 1) 25 28k 0 T R AR 8 I 245 R

tName —fi A AR Y name Alg T3 Y B HE AR Al Y 44 K 5

bits — X} F TCM_ALG_SYMCIPHER X} % , & 4§ parameters.symDdtail. keyBits.sym [

{5 X7 F HAth X &, 28 0] @Az b namealg A= 5 4 ZE AU %K.
AERT RN G2 AE R FR 24 0 % Y sensitive 2 FAEH .

C.17.7 QIEHEMRIE

LA XS Z i, TCM 4 8l — B 254 2 88 4 *ﬁ#LﬁJ@XﬂL%E’Jﬂ X LR A 4

X4 A Ak B ) PCR Y f 22 {0 A48 /R 9 R P 45 19 PCR B A B, PCR &£ & 7E TCM2_
CreateO) fll TCM2_CreatePrimaryO) & F38 7~ 19 PCR,

a)  BIEEXF R ANLE

b) A nameAlg, AR BB HAM T WH K8 TCM2_ALG_NULL;

o) EPHMAFR ., WIRACE R EE AT W KR % B A T 1Y AT

& REHMMRE A, R R ER AR T W R E 24 K A 2% B 10 4 4 5

e) I I B AY — 2L 5 R OCHK Y H A B

R 1 iX SEfE 2 b TCM K B S5IE i SIS L1 TCM Bk A1)t B 2 75l TCM A2 il

C.17.8 BIERIR

B E X G, B S R AE) TCM X Al b I [l AR . 4n 2R B 7T A X G4 Al Dy
TCM #£i& [fl TCM_RC_OBJECT_MEMORY,
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C.18 Xt& %

C.18.1 #fi&

X G 2 Al AR E] TCM Aol Fl Y 3 1 s ks . TCM 0l FH sl 8 sl 0 42 22 Wi, 7 s vk %2 . i 2% nT g
e TR AL R P A AL
A FUB 52 00 8 2R3 4 2 8] TCM[ TCM2_LoadExternal O ], 1, ] [/ B i 2% 2 22358 43 F0 FA A
AL TCM2 _load () ], 7 S S48 1 mli foft FH A DX sl DU 5 S8 48 75 4> 78 40
MBS G0 AT 2B . XA IR LN N
a)  MEFAA X B HMAC J& 15 18— 3 O 1 508% X8 A Bl 48 o8 0% DX 3l 4 41 g 28
A X I VT AL, FX 5 IE AR R IRAE .
b) RS UM 7 2 B AUR R 1 28 3 Xk i — B R R B 1k A S X AR X
AN TE B IR iy b 55 1 0 G SR R PIAT I A, D) g o 3 AT A FH 4 R 5 At v 2 A ) 1) 2 X3
JERE A BRI B S A L X EOCHE . i AE TCM2_PolicySecret O Hrffi F 1 3%t 4 W Moty
H ALk TCM B g B A A A] BT 75 222 {1 policysdigest,
o) JRMEREE B X ST B A, R T8 R M A A R I X S A B . X R O X 4]
fiE 2 B R AR — SO A B . 58 3 Pk P e A 1 {EL(E AT B R B 1R 1
o MREET fixed TCM, AL —Z I fixed TCM 17 % & ;
o NE fixedParent & CLEAR, IR A fixedTCM t1 )i /&2 CLEAR;
o R restricted J& SET A — A% 4 8 fift % nl L B ) SET,

C.18.2 HAmExMKAHXES

> FUI AR AR X FR % A 1 28 J AR A i X A UG B B a0 52 i B A 4 ik . — U 3
I3 WX G BRI FH 5 QB R G B b i — N2 IR 2 % 50 Bl R B8R 28 44 i) R U G B DA A
TCM W] e 7 7E 5 % o A 1R — e WA .

4 TCM2_LoadExternal O ff inPrivate 28 [ K /N Z W, AU N #, public-only,

C.18.3 Jm#EspERXT &

MR G AVFEARE T TCM 2R S5 2% 51 E A TCM gy ok B . A7 i 2 3k % FR 25 50 19 2
L3843 IE AT fE ] TCM B0 UE28 44 o AT 4% 1 %% 9, URE AT fd ] TCM 8 X ) 2% 5 5 4 >k in 5 5 fig
G/
TCM2_LoadExternal O J T 4R A EB X G2 . AL 28 24 F 38 43 i X7 G2 00 a8 Pk 2 AT 2 09 . B 45 44
SRR, ORI T S 2 WS 48 T RN A RO R R A

IR G2 1 BR324 B B0 DX SAS F A R0 8 L {HL AT 0 S 0 & AT I %
TR AN B Bt L 75 B E fixedParent Al fixedTCM i CLEAR, K #F £/ X 4 76 AT ] 40, 35 30E 5 11
KA R a2

ISR G0, BT R IR SRR SGI . IX AR VFFE A4 Al TCM2_VerifySignature O o1 8] # 5§ 5
SRR AR

USR5 AR G2 S HK Y J2 IR 25 R B 2R DK R BT iz o6 %2 . in SR8 A TCM2_LoadExternal O) i} £
FH T ORHR I R WS WA 2 I 80Z 0 4 .

C.19 &eESExH

w5

ERTHTEE EXR . HXGh i E TCM A R (E 6 F 80519 KDE # Bk AOR: A= i
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BEm B D BEALAE . oA PR L E J2 A DR A AR ) 0 T BT B A e E X R BT A TCM AR AR .

O T RIS B AR [ 19 07 3 1 32 X SR Gl R DR AR T AN T 3 A TR
TCM fy RNG A il bt HLFP -

AN B seed Ml KDF 77 ik R SEBUAE RO G2 o (6 HIAS 1R 7 9 1) d5 T REAY L T =22 — 2 2B )8R Tk
XERREEPIR R B TR RO AR R Al FAS [ (14 75 ik 2 1 36 R A0 38 X G L B L

W 2RAEE T seed-and-KDF {4 75 15 B 2 25 81 I T X6 G2 A0 1 ol 7 {0 10 & X 5% 2 4 5 J3E 1) A%
Xt F—A~ symCipher X & . & 1Y % 4 8 B2l W2 X AR PI B RN X T keyedHash XF 4, % 425 2 3@
5 keyedHash Xf G2 A fili Fi A 5 ZAH TR o 0 AR X AR B 22 4 ik B BRI B R Rl T A2 e X 8K
P x5 o 245k B ABE O nameAlg B2 RN

C.20 LFTx&®
C.20.1 HE&

N1 ARVFEVFZ N R F Z A5 TCM, TCM 324§ 1R SCHE B, R 3 0 A9 6 2 Fn 2 i )
TE T B IR E] TCM v, FF A H A U 7P IEFE M ] TCM iR A7 . TCM B4 BELEF (TRMD £ 55 28
e b NS, DUEAE TS 20 7 TCM v 2 {1000 2 1) B

A PR A 1R SC 5 OCH M R SO S RS 1 S R S,

I EL S LR R

a) TCM2_ContextSave()——TCM 58 ML %3 I3 ] 5 A 4R R B R 3¢

b)  TCM2_ContextLoad O)—— SR VPR S HTRAF Y [ F ST # 3] TCM RAM Jf 53 it — >R 4 5

¢) TCM2 FlushContext()—— M TCM RAM F i 53 EMWNMHE LN E T XEE;

d) TCM2_EvictControl ) —— R AT A F 8 F & B (445 & E A TCM2_Startup O ZFH 4 E AR FF

TCM 3E B X4 . 1% 20 R [l — AN B A

PRAF I R SC R Jy g6 B AR B9 TCM, il i 76 42 i R SO R 9 (8 i 48 3 o — 19
UEB DR B S0 2 . 24 J2 UK G5 A6 A E A (T kst L R BE PR B % B R SCY B R AR 4 B R SOk
| TCM . EF SCHYIEHECR 7EH F A e e, ik Ak, >4 SPS 5 EPS & A4 A2 b iy, TCM By HE
5 9 MEE B {H ehProof th2x k& A28 4k,

T A X G205 1 R AF LR SO TCM BB Jesk . fE) m R se s, 24 TCM & & i, F
TR SO N B K S I AT R AR R SO S g, ORI S S B S S
KMl TCM &8 2 AR A 2. R E T — X2 0 stClear @1 AR5 X AR EARFR BT 3
£ TCM & F &5 L0, 78 TCM $i47 Startup (CLEAR) I} 15 28 880, IR FAXF 219 stClear J§
PEE CLEAR,#E F — K TCM B/l . %4 G0 R AF LT SO=RA 800 - 9 Bl ik 8] TCM

£ TCM2_StartupO Z J5 . X MR A SR B AE TCM A7, TCM % J5 45 3 4% (TRMD 75 22
AT AR Ay 23 35 B A AR A7 T S0, DM ZE TCM 5 sl 5 Wk J5 il A .

PRAF I T SCR 45 R AT H A2 107 78 8 SC AR R A 1) 1 ST 258 5 Jin 2% 1) O XA 4 HL 58 A AL

C.20.2 LETx##E

B SCHARAT B AR BT SCEUIE B S5 AR AL
a) Pl
b) AJ#H savedHandle;
o) JRWIEFESS;
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& sEEMEN HMAC;

e) M MR

Jon 2 1) B e f B #E TCM b 8 8 5 3 X R sl 2318 1 F SO i 85cdls .

R SO S AR R R I A SR T R LS RN AR ML R . AR AN BN SGHEAT N .

F3ls

BEUCARAT R ST AR 25 A OB B DR AP (. OR3P (2 HMAC % 8 X FR % B0 A0 A6 1 . 3X SE {5
b 7E A G R AL — ST BRI AR A ME— . T R ORI G E AR TE LR SCES R YR A S
B, WA T A RUT A S . DA TR AUF S L B S0 W ARG T T E
R,

BEA TS THRAFSS . 11508 (objectContextID) 2y B 25 X 52 FlF 51 X G 42 1L P 51 5,
WARGER % BT SOt T Bas i e 19 . 34088 (contextCounter) A T &35 #2 4L 7 31 5, I 78 A1 2
UM BRSO . B BR SCES I TCM K )y 91 2 80 8 o 28 B R SOOI 4 1T 1
TR E .

g ER SO TCM 72 TH R R AR Z iR & P S SRR AR AT ATIE R N o X T — X, w4790
SN TG SR SR AT RS . X TSR RS W NN TR P 84S H AN R TR 84S
£ VI 2

1E) i B AR L B . objectContextID J&—A~ 64 i i+ % & . 76 8 gl 90 46 Ak S & HUK G R 25 3 i
KN T

am

R3¢ savedHandle %5 388 b SCH 2B (W sk 1E5) o b SCHY 28 Y 1 ff A o] BT
Mg FIE T SRR E . R B SCH ) saved Handle {8 3002F 38 2, AN 2 Jm# 8 3,

XFF 2, Tie BT SCORAE TCM i 868 & 76 AR 2 1 F SO, #4304 e A [R) 1Y) /)
1. savedHandle 5 TCM Rk 5| <G A A . 2338 A ik A TCM_HT_HMAC_SESSION
(02,) 8 #% TCM_HT_POLICY_SESSION(03,4) #] 4 i f5 155 515 (MSO) . AJAR 2 5| b 09 {8 38 ] (R Ak
HIAR B L = AN N A T TCM, #£ ] B BARSE B b, 53 bR SCR A I IR B 62 76 0 3] MAX_
ACTIVE_SESSIONS-1 [ 35 Fl P 20 SR m A a3 ) DU TCM A i D2 0F AS R 1R SCak A7
— L Ab A

—4 TCM_HT_TRANSIENT (80,5) savedHandle /4 1 5% &5 735 (MSO) 5% I F L& —4
X5 X T —MX 4, EFCE 1 savedHandle Z2280F AR R TCM Ak 5| F1Z X 2 00 AR 1H CH i
B4 1R SCORTE TCM ERF, TCM AR B % BT SCAET (5 B . I, savedHandle & FH T Il B X
% BRIl RS H T EF SRR . MR savedHandle I FHERBES X R B SCHZEA,

=~ savedHandle A 82 SCRBEAS X4 L F SO0 4 .

a) 000000, MHFTERR—DBESXZEAE stateClear J& 1 ;

b) 0000 01y RN —AJFFNR G

c) 000002, MHFER—DBEEEXTRAE stateClear JEB 1.

W savedHandle 26152 TCM_HT_TRANSIENT, ] TCM ¥ A~ 4 A i g% in 2858 b & B F 4 4
FI 0 =AM Z A B AR A HABE A T 3.

EA stateClear J&PE X 2 ¥ 78 Startup(CLEAR) I 28k . A T 52 13X — 45, TCM ¥ 76 X 42 (1) 52
FPEE S clearCount,
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%} savedHandle {7 80 00 00 00,585 80 00 00 01,4 (4 | F3C A TCM Ab B AH R 69 . X 43 1% 51 %
SRR R T 5 TCM %545 B4R CTRMD AR I R 3¢, TRM 55 B2 LA ] - H Al % 25 % 42 18 Jr
B HF IS . R P FIE G0 b SCEE R U 81 5 6 30 23 5000, 97 DA AR R A P R SR R
A7 R 30, I X Gy b SCEE A I AR 2 B

T3 E ¥ Hierarchy

R IR IR ZHL hierarchy #8575 bR SCANEECR B B A TR B0 UE (R . X5 T X5 42, I A H
% 10 2 R GG E 3T xF 4, 7T §E iy TCM_RH_NULL, JEAIXF £ Masiii T2 ETF 2R EEWH
ZHh .

C.20.3 LETXHERIP

ETXRERP

X B G 20 B RS T TR AP R AR B R SCRIPLE PE . B TCM R R ik % (H 2R 7E TCM |58
IR AT AT XoF R 43 2 %8 R Sy it v A AR

Y B 3CH TCM2_ContextSave O @l £ 1 . 7 1) 4 {8 75 i % 2 1 47 fiff /£ TCM2B_CONTEXT _
SENSITIVE [ F3crr, fngk bR Seud, 750 i a4 5 m#) TCM2B_CONTEXT_SENSITIVE # 3
TR SO B AR S EAT L. WERAE A AR TR ) TCM 3 AR OB L TR oA 33X 2 i 28 B 1 ) 38 4
Br Mo B AR

IEE bR S EOR A O R AN TV, BORTESUE BT SC58 8k 2 Fi AR AR UM PR A TV,

KDFaO JiF A4 o B # 41, 1V T B R 3oms# . WA SE0h .

(symKey,symlv) :=KDFa(hashAlg, hProof ,vendorString,sequence,handle, bits)
A

hashAlg — R AR B AL

hProof 5 R SOOI 2 R G5 A8 JCHK A IE B E 5
vendorString T X% KDF Hi&E i E ;

sequence ——TCMS_CONTEXT )75 241 ;

handle —TCMS_CONTEXT MM 5%

bits X R BN T SN BT R AL E

W — AN A AR R B A TV TS S 2 iE F R S
encContext : = CFB,a, (symKey,symlv,context )

L

CFB,..n,— TCM J R E £ A9 X PRI AL CFB AR 2 47 6 5% 5

S — A I R

symlv  — 8 — AR IV;

context — #EF Y T 3 TCM2B_CONTEXT_DATA),

symKey

T EEMERP
PRAFIY T SCy s el TCM T 3 3k 5 10 240 S0k 17 HMAC 97, frik 22 s Bk 2 Ag
TCM I S AR AR] 44 28 505 1A e v e &2 i B
HMAC J2fdi Ji] 5 % 42 BT & 1 J2 UK 45 ¥4 A 56 196 A Sk W (M e 100 . rly T 368 T 7 56 BE 110 32 b 7 o il
B} B B4, PR I 24 DG I6 ) 3 7 B i SR T AR AE A9 R SO HMAC 50 28 G O FLi B F Xl BER
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Fn# . HMAC #1535 rp iy HoAl (8 F At 1 F S8R0 TR Sl e T 2 e sk,
ME— T A AR A7 Y R SCRA TCM RS U E E TCM,
S8 P G RNIE Bf X AL T2 7 R IR S R
— B LR SC HMAC 528N .

conte xt HMAC : =HMAC, 4o, (hProof ,resetValue { | |ClearCount }

| | sequence| | handle| | encContext )

EaviE e

HMAC, .00, —— HMAC i} R E L2485 2% .

hProof —TCMS_CONTEXT |- F 3CHJZ IR 4544 2 0k £ 19 J2 I S5 M E D

resetValue — IR B TE R TCM E I s 3, JF HA7E A TCM A= iy i A 25
B ECHE — AL 7R R TCM 3 & B, JF H B vendorAlg A B 4k 2L
KN,

clearCount ———F A . AR TCM PR EZ if 353 , /£ TCM E iy o] s sk &, {02
BIREAE R 80 00 00 024 I A 415 A

sequence —TCMS_CONTEXT By 5% .

handle ——TCMS_CONTEXT a3 %,

encContext —— BN T 3¢,
C.20.4 WHETXERE

PRAFXF G0 B SCHE K XX S BN SCHYRIAS SR AT 58 B MRS A N5 TR UG IR . JRde 1R SC
PR TCM Hr, TCM R 8 Al . R AR XS R SCrT H TCM2_ContextLoad O 58 il 23] TCM
Hr, WA TCM A 26880 0] T AE R N 20 50T 43 B — A Ap Al . G 2R R — X 50 A R A £ T
TCM WAE U EATARZ R0, W% I F 3C{E 3 TCM2_FlushContext O 8% #% TCM2_Startup (O M
DAL v R O 53 O 83 R DG 366 A J2 R -

TN G 15 43 BC 25 126 52 10 RIAR AN B 43 B0 265 A 4] F At TCM (1 3535 X R 8235 . N TCM 4 7 kil
BT G T AR 0 28k k) A 2 % G2 BB LA AR A B 45 5 — A TCM Bl

AT AR TR AR B AN Z R SCRIA . YXTRATE TCM A i B 8 I A AR
W ERARAE T G 1R SO Bl S S8 2. AR AT B8 25 izt 42 40 B AS [R] 9 AT A

4y 500 G ORI I )22 R 2 0 T M T b B N TCM YA HR R B 5 12 U2 OR 45 40 SR 19 BT A X 4
TCM ¥ AT F—~ /7B B AR A7 1T 3.

MR E g 2 ek k2 | ¢ TCM2_load () , TCM2_CreatePrimary () , TCM2_LoadExternal ()
. TCM2_ContextLoad ) ]3f H TCM %4 & 1) RAM & 244 %F % 84, TCM #43% [7] TCM_RC_object_
MEMORY #f TCM_RC_MEMORY . % & 05 5 fr TRM 4R B, B8 78 1 i & 58 B2 A7 22
TCM NAEHFHIZ A S 84135, W TCM g M TCM RC_OBJECT_MEMORY ., | 275 i A TCM 4
FERE X% . i TCM 3R il TCM_RC_MEMORY, ] A TCM RAM H il 5 % 42 8§ 5234 i 2 58 i Y
5.

i A 5] H— A FF A (persistent) X & Bf , TCM 0Kz 0 N NV B 8l 81— A X S, i
WA n B A, TCM $#3& [f]l TCM_RC_OBJECT_MEMORY.,

FVFSEIAE AT TCM2_Import O B X5 G2 4 i A hy 1 5 P9 A7 G R4 A A T 05 [ml TCM
RC_object_ MEMORY,

NS TCM i G G 476 R AR Ay I B P9 A7 & DO 4 P 476 R 1 i 2 45 R R 0 A A
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WHR TCM ZELZ M FTUL S Shutdown(STATE) , WA XT 4 R OB 7E TCM & #7ja shak TCM
WAL G kST F . I AME B 2, Al stClear JE PRI NT 4, G RAEX L el £ ik E TR
PR AR BRSO TCM E8 3 shih 2k %k, I RAF I % L F SCfE & TCM # B 5 BakL.

C205 SELTXER

231 | N 3CH TCM2_StartAuthSession O &, 5415 R SURME—1 . MR SiHRER
BT e TCM B Wl 4748 TCM b AHARBERI AL . ok &06 B F SCRAEIE — k. X &k b
ﬁFjCEI’Ji;ﬁbBE%JET@E%?P*REJ&E’JT“KI&H%

S TG BIRAS 5 &R QB A A S . ST TG SR . H # continueSession
bk ijALSE 1M e, 5% i TCM2_FlushContextO fill # TCM £33F 4 | F 3¢,

IR B A S B — A 5 e M B SCH SRS (context counter) , % 3 58S 78 45 B #2480
#H BT ORI . BTHEE B4 O R s E i s B R SC I RIPE SR BN U RA S . AR R
IR EHMER 206 L 3C M2 A A FOH B RA 5 . contextCounter i 4 Shutdown(STATE) 47,
FHE TCM EHEEMNEE.

TCM 4e47 I K 2305 5008 e o DA B W] 36 0F 3587 N4 316 R SO o A . 22k TCM L #ff
PRI B N SO IEA 09 R SC MRS A bR S8R

RSB RS contextCounter Y K/INE M BRER BEAS bR SCH AR M AR K/ DRI 38088 HOxF R
ZHON AR R R, X ERE ARSI N R RS R X )T R E ATk
SRS B

TCM IFI&A A FkilFr 023 M2 48— 4578, R e 2k 2 LR & JF H — s 2 A RAF 1
Sl bR SO BRI 545 T B Y AR AR B SO B IR S TR

B SO B AZAL S 5 B F RS B R SO B AR A O SLBR I e R . G R 2 0E 00 B i m0hn 20K 1
TCM Jo¥ER A R SO 25 BT 8] ] B, 00 B i o] — S5 2 (TCM_RC_CONTEXT_GAP) , i A
S AN BN S . R R R A R 4 R T S R S B AN ER I A R SR
BT H IR 1 T A AR

2 TCM & [l TCM_RC_CONTEXT_GAP i, B4 AUV BN B A 233 . JF B R e if n s i IH 1
FERTE . N E R S E R TR TS . B 5 T 8 — il s R A .

FEARAT TCM2_Startup O J5 kil 57 TCM RAM [ 254 b F 3C. ARAEM &% LN SCAR S TR IF A
TR SR JG FB mEk . PRAF I &33& 1 F 3CHE ST_CLEAR B JEAK .

C20.6 ETXZEH

N TCM RAM w5 5 %68 G2 582 36 SC R A 1 SC LA AR V7 i 28 55 A0 s R il 2 3 sl xt 42 1 2ot

o PRAESTE BRSO TCM RAM Aol B K38 43 2 9% 1N 30, RAEXT R BT XASHH N TCM
V\JTEP%H%&O T AR LB, TCM2_FlushContext O 234 H W TCM RAM B R (H A £ i i%
XG0 B PR R SCOERk . W T AR e & iE B LR SUE7E TCM RAM g A7 1, TCM2_
FlushContext ) # B {# 235 LR .

A i F§ TCM2_EvictControl O ffi % 4 £ TCM NV P 5 R 48, 4358 5 k45 A B, TCM2_
FlushContextO #l ST_CLEAR X} X} 4 % A 5 i

C.20.7 XEEHHEMERTE

RZHEAEHT - TCM Bt A A8 TRM K 2 X N TCM AT G P9 77 0 28R 8 O ) XF R . Xl
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LR 5 A 0, TCM ) % G2 M8 44 Sl oAt FH 82, TCM. %8 545 B 2 75 52 Ab 140 0] A 1 390 %) 5 70 9 0L 1) A
X i 5 2 - TCM2_Import O FIf FHF A X 4 .

TCM2_ImportO R i/F 5L I AE T ARG T 454 0o 0 P X SR 4 R A S L]0 A7 A . i 2 o8 iU
TSR T . S T ST 0 A R O R R, D gk 1T S B AT i 4 iR [l TCM _RC _ OBJECT _
MEMORY ., iR [l A% A7 T $5055) Hy 5% 5487 3 4 Ak 3 iy o 197 A A 4 v

ARG HIRE AT G, QiR AE AT AL W) i TCM 52 8LR [B] TCM RC_OBJECT_MEMO-
RY., X3 TCM g% 5 055 AR AR DR 5y F 46 T8 2, 0 L e 40 20 0 G288 b DL R A7 45 2400 Ak
B, A A SR T K I B X G A R A R AT R RS

C.21 iEFA
C21.1 ik

UEW AR TCM Xt R 17 % 24 B e
C.21.2 #fEiEB&H

PR HETIE B 45 4 B 9 25 WL 3 CL15.,

& C.15 IREIEMRLEH

ZH KR ik
magic TCM_GENERATED TE B 25 f fE — f
type TCMI_ST_ATTEST B RIE ) 25 44 114 24
qualifiedSigner TCM2B_NAME 26 44 BB R A 4% B
extraData TCM2B_DATA A O B AR Y AN ERAE B
clockInfo TCMS_CLOCK_INFO | Clock, resetCount, restartCount, Safe {&
firmwareVersion UINT64 TCM ¥y [ {4 b A
[ typeJattested TCMU_ATTEST 5 BYAIE WIS B
C.21.3 BEFA

TCM F 2 A JE Endorsement JZ X i) resetCount, restartCount Fll firmwareVersion [ 5 B 1 %8
TR VB E R B 1E 1% Bh BRI

C.21.4 HE£EMHEIE

BAUEW a2 WA — 4 qualifyingData #9240, %2 80 98 1 07 B8 — O BEPLE LURR £}
TIE Y A ff i

C.22 THZTFEH
C.22.1

TCM2_Hash Ol FI 45 52 19 7% 152 50 12 B it 00008 DR 4 22 A SR A e 2 9 B8 i TCML i i A & IX
BRI« DU ] 2 P 0 i 4
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C.22.2 HMAC
TCM2_HMACO¥{#i i TCM N #B HMAC %452 50 5 i) HMAC,
C.22.3 Zi%E, HMAC

FEITHEFT

fEZR 7 4 v s TCMOREfet BT e 5006 X6 ) 91 v %) o A B 3 L8

TCM2_SequenceComplete ) 5 BL 4415 J5 91 3F 1R MIECHE S 22 . 53 A, an SR T 00 2 4 22 0 B0 A 2
L TCM_GENERATED_VALUE JF 3k , W Az jft— A S0k 32 B nl il F 52 R G0 48 22 04725 4 .

FBE PN -

a) TCM2_HashSequenceStart() (hashAlg & X #4251 s bl o &

b) TCM2_SequenceUpdate() (L1 ;)5 &

c¢) TCM2_SequenceComplete(),

HMAC F 73l

X HMAC 751, TCM Rl F 48 2 19 % BAAE S HMAC 259 O 6 FT 6 1 109 2% 53 1 00 ) 910 1) 5
¥E T HMAC i1,

TCM2_SequenceComplete() 58 i, HMAC JF 51 3+i1& Ml HMAC 1§,

HMAC JF31

a)  TCM2_HMAC_StartO (hashAlg & 32 #9276 s Bl 5

b) TCM2_SequenceUpdate() (Za 1) ;b5 &

c¢) TCM2_SequenceComplete(),

F3lET

o 9095 KB Ak 22 3F H TCM RERE i [ 2 e PR 25 Of B 78 32 AR 97 O 0

FP 5 bR SCHEA3 TE — > A0 AR s DUSE B AT QAT AT i B X 52— R Bl CRAF RIS & 110 i 2 5 i B 0 A
[G] » XA P ) B SCAE B 0 I AR 2 BB . B itk 2 b . TCM2 _ReadPublic O JE % B2 WUF 41 /9 23 3t
.

2§ TCM2_SequenceComplete ) iH) 52 U 57 51 E T SOR N TCM Hb i

JP 9 2 F L BGE DR AR IR 2 3 80 TCM 3 ABIE .

Xt FR 02

TCM2_EncryptDecrypt ) & X T80 e 1 X k0 2 F0 1 % .

AEXTFR AN A2 2 IR AE

7.7 RT3 R AT ARXS BRI A A iR A,

C.23 REHTEEERHZ O EF 5

W RGE TE 7T O ARSI O AHDRAS 1 i B Q1 nl (S 4 1R 2. THANL R G E S SR b 328 A
O UUE T OANRAS  IF HAR R CH 3 0 o] 5 AR JF LG AT F 15 1 18 i S A i AR5 . e 4R AR5
& CRTM, ili# CRTM f— ME M HFE /R CRTM B4 (03 B PCR, X5 S0k #2 7] 1w A4
AN F AR B A5 (R4 .

C.24 ®iE A
C.24.1 #i&

TCM B AT HI T ICUE RS [A] BRI ] 42 56 0 i i (o] 406 . 24 TCM e 60 i i, g b 2 1 i 3 1 19y L 9
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AL T RE .
P[] 28 74 38 ok DA i 2 2 R8T
a) 2HY Clock, Time,resetCount il restartCount [J{E[ TCM2_GetTime(O) ];
b) B [A] R A AN R B BUE R 25 44 % A FN Clock . resetCount Fl restartCount [ TCM2_GetTime()
TCM2_Quote() \ TCM2_Certify O FlH At 527 i il i1 2 44 #5245 5
o) EE T L4 b LB E] L resetCount F restartCount] TCM2_PolicyCounter Timer() J#
AL WS . SV X G HA A i R 0T RR A

C.24.2 ®HiEE

Time J&—4> 64 M HEH. EAE S &G —NEM B TCM2_StartupO) (J7 &£ 2 )5 BB A [ L) Z 5
(ms) N AL ],

C.243 ERITHE

BT TCM ZAioh, HoAb g4 7T i 53 TCM o s s RTR A4S, 851 R G 25
I [H] T

fE TCM B it S A BB BRI BUEE RN 0. XAS B EEhaE RTR FEMEKL .
X S AV TR Y S I R X Bl A RTR S o,

C.24.4 XTHWHAEEMBEHERNEIEEHN

A b B B T B AR — B A B R T (A lb) AE B P R SE B 22 R ARRE— AN 225 . WAROE B
BN B0E T B ATLT 808V 6 80T R IR 2 B B i o o R R 23 A 3 1 B 5 )
Pt A A s 1) 38R A e ] FR ) 0 X 4 s PR R R

10 S I ) [E] B T 1 ms (9 SR A IE AT (BR T 5 resetCount Fl restartCount H RN 4 1 AH JCHR
BF) o AR (] B G AN B O it >R o b 2 i B i), i 2R Clock MY {EC W] BB & “ 2k B 17, Safe ikt
ooy R RE R AR R
C.245 EHMHRATE

BF BT N UESS A4 3% ] LA (B, 4 3 28 {8 R AE — & B AT AR 1R 2 0 & . B A A IE & L & — 4>
TCMS_CLOCK_INFO %5#y . %45 #4461 & Bt 4 . resetCount ., restartCount Fil Safe, TAEZE M i 61 & 38
AN B RRAS S 1 64 AL . BASAIEB A — AR A 128 A7 1R A 8 . % (8 75 25 41 00 A6 4w T N 2

W,
C.25 FEZKHETFES
C.25.1 #&

A TCM # B A AR S KAttt . AE 2 RAFGE S T TORA7
a) NV &K5|{H;

b) H TCM2_EvictControl ¥ Ak B Xf 42 ;

¢)  H TCM2_Shutdown O£ AERIRES 5

D FEAL NV

C.25.2 NV %3]

NV Z51J&H TCM M E X p92s i) . NV R 5| iy E— B AR fE AR R
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NV R BA .

a)  ARPVEIRN % AR B R SNV R BIEH R, TR &S]

b)  nameAlg: %S R AE R 51 44 FROGTHE Pl B A4 s

o BAURNE AZ S ORI R NV BRG]0 1 5 2 5

) NV RE|EMEAZSEWE TR A L R ERESRER NV K5 1% 4 ;

e FAUE . ZEKEAKRT NV R nameAlg A i 475 225 19 K B

D FBRRGIEIERNE XS EEE R A NV SR s 1 /A 715 5

g  AIARME NV R AU NV RG] 54k .

NV RG340 i NV R G154 1 Bt 438 40 (BR T authValue #1251 8085 48 #4158, IF i
nameAlg Xf H #4742 B A0 3 DL A= U 511 44 7K

NV Z 8| fewhids & M E—MRBAZES (%% TCMA_NV_ORDERY), IBA&ZR5EH T E M &H
B AR . TCM 3T RG0S BES I ZE A NV NE, BREIHES RS NE BE RS
B RAM g1 84, IRE NV K51 19385 K W EIZAAE TCM2_ShutdownO) | B3,

TCM ARG KR8 GFE R G| G RG] AT BRI YRR LD d AR ] —Fp R 5] L AL RE
FE SR ERD AT A NV NFE I &0 B A T s ik .

4B NV &3]

ik TCM2_NV_DefineSpace OXf NV KRG #AT40 . 4 FCR 517 F 6 BT A E =L JHH
FAEE XNV R AR E T AR NV RG AL E R 5|7 )45 i 5w R 08 B 55 A 8Os 22 o X1
FRA/ B KN AE NV R 55 A JCEE AT B NV IR [0 4% 5% (TCM_RC_NV_UNINITIAL-
IZED).

NV R #E L. B TCMA_NV_WRITTEN J& %6y CLEAR., NV &5 #E L5 H I
PRI AR AEVE I TZ NV & 81347 TCM2_PolicyNV O Fl TCM2_NV_Read O #: 4 .

BB AZES|B, TCMA_NV_WRITTEN #&#% % ) SET,

TCM ZHFPUFPATE ) NV R 5] 24

a) WEZRB| — WRBIKMM S T H TCM2_NV_WriteO #4718k i) TCM A 3% B (1 503

b) R —HRII XS T TCM2_NV_Increment O) #E 47 & 2 i — 4~ 64 it

IERE

o MFBRERI— R KBRS TGRSR 0 1Y 64 i, JF A TCM2_NV_SetBits O i# 17
&k

D YRR WRGIEREE T - HEA 5 PCR BT HIE ., JHH ] TCM2_NV_Extend
O#F T,

TCM R 2 A # KT A H TCMA_NV_POLICY_DELETE Jg ) SET, W ¥ & £ A4 fig
AT . B A TCM F 523 T TCM2_NV_UndefineSpaceSpecial O B, A" o 17 8% 1% £

M NV &3]

i 17 TCM2_NV_UndefineSpace () 8f TCM2_NV_UndefineSpaceSpecial ) # & B 8 & X i NV
%5l

TCM2_NV_UndefineSpace T MR NV 8RS, MR RSB EEOY 5 5Bl R 51 B AU R

TCM2_Clear O ¥4 M B AT 4] i F 7 4 & 2 £0E LAY NV & 5], TCM2_Clear O fifi § TCM_RH_
LOCKOUT % TCM_RH_PLATFORM,

BE#H RS

B R G MarA B NV R 2R, T A B R 2T E R, TCM2_NV_Write O H
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T E RS, TCM2_NV _Increment O F FE M5 #% % 5] . TCM2_NV_SetBits O H T & st i F
B8, TCM2_NV_Extend O F F& Mk R &K1,

BFH NV LiE RG]

TCM2_NV_WriteO Jl FE MR 5 N A .

M ARGFEE AR, TCM2_NV_WriteO Y offset ZHAI GEA HZE 3 H data ZE0 K/NATBE/N T
£GP

WA TCM2_NV_WriteO) H data B0 offset 2500 K/NZ K TR KN W TCM # A 4
T BAE IR M — AR iR

FEAEAT TCM2_NV_Write O (LFFF K/ L i RAE Sk o W& 515 TCMA_NV_WRITTEN J&
PTE¥ S SET. B IRE ARPI A AT ] /AL o7 41 #05 BA F1{H

W@ # 5| B TCMA_NV_ORDERLY J&#:, WALE AR5 RAM A, WA I8 G . fir
AR R A0 R LR B .

NV it # 28 &5l

HEGIHA TCMA_NV_COUNTER Jg 14 SET B}, & £ 34 Hol &t Jf B HARE ] TCM2_
NV _IncrementO) #Ef74504K .

Bl NV H5gsmf A B A, 3F B TCMA_NV_WRITTEN Jg& 6 3 CLEAR,

eG4 TCM2_NV _Increment () |, TCM #:#& & 5| f§ TCMA_NV_WRITTEN J& ¥%. W5 »
CLEAR, W] TCM ¥ ] TCM MK NV i8S Z o MEW iH 4k 8 5 By it 8de(d . IfE n & TCM
A i A AR ] NV IR 90 A 1 R 14, TCMA_NV_WRITTEN J& 4% ) SET,

fER A TCMA_NV_WRITTEN Jf 4047 o] I 75 0 46 AL 4E 2 J5 . TCM K38 1 1155 8

i TCMA_NV_ORDERLY J& ¥ CLEAR, W33 34 8 76 78088 1 NV RA Bk A CR R 7E
RAM A, W TCMA_NV_ORDERLY J& ¥4 SET, Wl i% i 35 8K 76 11 5048 19 RAM A | &k,
Jf B AR 516 #EE WK 3020 B8R 19 NV AR,

A TCMA_NV_ORDERLY J& ¥ & X —A~R 51 k48 s K m R B MR 51, IF B TCM
A 7 R A I R AT R B R . XTI AR B R OR Y RS I B R A B E R, B RS A NV,
THECES A9 B (MAX_ORDERLY _COUNT) 5 sZ Bl A 5%, 1] fifi il TCM2_GetCapability (capability =
TCM_CAP_PT,property = TCM_PT_ORDERLY_COUNT)ZH. WEMWHES 32 MiZ—. il £5
JY =D Hrh N 7 1~32 Z ],

BEHCNV B g i HAE AR /N Tz s Se i i 118 .

FE SR EER I NV 5] R 8 B0 10 RAM @A (09 I0F 07 48 4 402, w5 5 3 BUs 19 NVl
A, Wl F§ TCM2 _ GetCapability (TCM _ CAP _ TCM _ PROPERTIES, TCM _PT _ ORDERLY _
COUND# 3 TCM Bk & . %Ay MAX_ORDERLY_COUNT,

E SCAALFBEa Y ISR NV R 5| AR E SCE TR R . 0 TCM I B4 ¥ O¢ FI B A 23
BEE NV,

NV P &5l

W8] TCMA_NV_BITS J@&#:% SET B}, Hfgid i+ TCM2_NV_SetBits O #E4T 1824 .

A NV i FBRBI8 . B WA E, I H TCMA_NV_WRITTEN J&#:¥ & CLEAR,

1A TCM2_NV _SetBits () |-, TCM ¥ # % Z 5| f§ TCMA_NV_WRITTEN J& ¥, WH W
CLEAR, ] TCM &% &5 1 64 ix & AZE, TCM % &5 1 TCMA_NV_WRITTEN EH K&
4 SET,

5t TCMA_NV_Written £l & 0 B 9] i ik 2 J5 » TCM KX NV & 5] d i bits Z 817 OR
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BAE,

i TCMA_NV_ORDERLY &P AN SET, MZE5G 1) NV AHS ARG WHE . WREA bits 2
SET, W A FEF th PuAT i 2 if TCMA_NV_WRITTEN 25 CLEAR, A 288 NV R 5 8l .

WA TCMA_NV_ORDERLY Jy SET, WK 5558 4 7 B 80408 1) RAM A . (HR 2 5 A NV,
BARAUAR B 7 Shutdown(STATE) I,

NV i RE %5l

MR5| HA TCMA_NV_EXTEND Jg&#: SET i}, H Al i+ TCM2_NV_SetBits O #4758k .

Bl NV § R . e %A E. 3 B TCMA_NV_WRITTEN J§ % & CLEAR,

1EA TCM2_NV _Extend () I, TCM ¥ # 2 & 8| fi§ TCMA_NV_WRITTEN J& #:. 4
CLEAR, U TCM 2x¥ 251 91 46 Ak Ry 48 28 0 B A 1 /N2 R 519 nameAlg Az iU 5 22 {1 19 K/
TCM ¥ %5]f# TCMA_NV_WRITTEN Jg 1% % & SET,

KA TCMA_NV_WRITTEN Jf 347 T B HIdA 1L )G  TCM B4 DL R 5 ik R 5]

nvIindex—>data,., = H,.mear (nvIndex—>data,, || data.buffer)

Krrs

Homeale nvindex—nameAlg H 487K 1) A B 51k 5

nvindex—data — 5| AR FEIH ;

data.buffer MASENBIEE WX,

W TCMA_NV_ORDERLY J&#: ) SET, W& 5| 1) NV {HE AME S5 15 .

A TCMA_NV_ORDERLY 25 SET, W8 R 5 1) RAM A HA LG A NV, i {2
{383 7 Shutdown(CLEAR) I,

REEHE NV 5|

TCM2_PolicyNV O A ] T7E & A 2 P38 NV K31 BN %S . TCM2_PolicyNVO R 44 NV %
WHES S HEETS R,

TCM2_PolicyNV O Z BB W 5 . 4028 Lh e oy, W) TCM A F L 88 Fnoxd 51 & 51 (1 4E auth-
Policy) ) Js [ 42 il >k B8 policyDigest, 417 & 5| 14 018 5 0 & 4t 17 — Rl U3 & 51 0% 0558 & P 1 7
B R T A SO Z A A RIS A BGR T authPolicy, 05 0 W /2 1% 508 A 685 A &5, W Af
WOk R ER SR A R E B A RG] . 2R RVF IS A B W JC kW R 51 A R O S ik
A,

WERAE 2 LEHE RS AZFITE TCM2_PolicyNVO HH i 7 NV & 5], ] TCM # i [ H iR

C.253 FiEEMERBEHRMIR

TCM2_EvictControl O H] Tl ¥ C M ZRH xF LA f£ 2] TCM 1y NV f7fitf v PR il HFF Afk . %
2 TR BRAF AR 42

KT AR AP 0 G A AR N FE R RAA B4y . I R AR BEAL T NULL 2t b,
B REABERA stClear JEME SET, Jf HZ X L AGE & HAT stClear J& 1% SET MM 518,

TCM2_EvictControlO) ] objectHandle Z 1Y 2 RIHf 5 T X 5 f& B R A AL IE J& R A VEAF6f 2%
TR BR . 2R objectHandle f&—ANWEAXT 4 . WPKG HRE A4k s 2R objectHandle J& — AN H¢ A M X4,
W LM B

2 [k 25 0 G2 4 A AL I, TCM2_EvictControl O Y persistent Handle 2 %45 7~ B 44 A1 AR 43 0 45 1% %)
SR ARAS o A SFIZ AR B S e 45 R A G2 ) TCM A V12 R A A4 14 40 i

Fe AR 2 (B AE T & R A 5 Z R34 50 T . N BR 45 A0 el s 55 28 T 5 A6 X 2 I 2 AUAT g
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T e .
C.25.4 [ TCM2_ShutdownO) {FEH RS

NV EF #HE

I 25 A o R B 2 DA A “ 6 B 2 R AE B NV, AT “ B sh "ok &8 . BB 3h A IEH . B ]
RESPATHIR I IR T . I B0 Bl Ui 48 21 — A4 e 5 A9 3003 45 # CORDERLY _DATA) H, RN K 1 3%
C.16 iz,

% C.16  ORDERLY_DATA £#H N E

S i & HE
TCM2_Clear() ,
Clock A , ZEATAA] ] A1 RAM Jig A8 ) Clock B 4T fa]
clock TCM2_Startup() ,
e I T

passage of time

HF 2 TCMS_CLOCK_INFO 5 #) h iz 45 i & 4. | TCM2_Clear(),

clockSafe MR B A BN B % & CLEAR., 3 H — B Clock ) | TCM2_Startup() .,
RAM {H 8% . i A&k & CLEAR {H passage of time
NV EBREHE

I 5548 T A ERE AE A7 Shutdown(STATE) I #{R A2 2] NV [HAN R J5 2L 1Y Startup j& TCM Reset
o, TCM Restart, WPKE 5% B S FEER A0 46 FL (8. 1 28 780 (0 50 305 ol i 4 3] B 4 B0 25 49 (STATE
CLEAR_DATA) . Nk C.17 Fixs.

% C.17 STATE_CLEAR_DATA Z&#HIA A

ZHU R e
shEnable T Z R MM E . B\ s ib{E s SET TCM2_HierarchyControl()
ehEnable BB REME . BIAvRILE N SET TCM2_HierarchyControl()

H T platformPolicy F 4% % & . BRI\ 90 46 1L (H R . .
platformAlg TCM2_SetPrimaryPolicy()
TCM2_ALG_NULL

, AR 20 A R W 25 3 JF B AR AR 2 TCM_RH_ . o ,
platformPolicy ) B TCM2_SetPrimaryPolicy ()
PLATFORM. U {f F 5w . BRIAWIIRALIE B & Z2 vh X

WA ) 2 TCM_RH_PLATFORM I H. il i 25
platformAuth ek HMAC i #2380, W A AE . BRIA ¥ 4G | TCM2_HierarchyChangeAuth()
AH R 2 Fop X

< XA TE Startup (STATE) i 8 1 PCR 119 54 45 TEM2 PCR Extend()
pcroave ) . _ _k.xten
My, g T PCR 4 45 E 8 TCM HLE i &

NV EEH#E
A5 B BE 2 ZE AR ] Shutdown(STATE) EARAFR] NV, 38 i J5 28 AR 25 AL 1) Startup i
TR . R TCM A7, WK 3 261 15 8 oy HL 48 8 W00 dn A (. bk 288 7Y 1 B0 ol i 42 300 B 5 ol
45K (STATE_RESET_DATA) H, fngk C.18 Jif7 .
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% C.18 STATE_RESET DATA Z#HHI AR

ZH i A M
A TCM_RH_NULL J2 ¥ %5 14 5 . 14 92 f (42 458 Jir A
nullProof S5 R SC S R B 4 — A A0 E B A s 90 4R
1Kk B RNG
Seed R FE 0 T A L TCM_RH_NULL f 2 42 %F £ 19 i
nullSee
BT & B IR LIRS B RNG
TCM $i47 TCM %k &2 B 38 i /9 18 s F T 432 stClear X
clearCount L) RS, MEYE TCM YR & J5 a] AN 5 7% w1 46 4k | TCM2_Startup(CLEAR)
H %
o R R SCORAERT G B 3 I i T F B8 s T O B A IR . .
objectContextID . TCM2_ContextSave()
A7 G W90 25 2% AR TV T2 0 — 15 90 B AR (o &
A HAFRFERBNE RS0 LT U RAS 84l s T | TCM2_ContextLoadO, ContextSaveQ)
contextArra
Y Bi7 1k B R AL S0 s A JC R AR I IR AR ) L Start AuthSession()
. MTREADRAER EF S0 & MA S 18 ¥ 46 6 | TCM2 _ ContextSave (), TCM2 _
contextCount
hE StartAuthSession()
115 TCM RE , TCM E Hi )5 3h 5 DRTM {4 ¥ $ i . .
restartCount . ) TCM2_Startup()
MR (B o %
it PCR WY AR B, [ B0 (B 76 3R s 25 3% v . .
TCM2_PCR_Extend() ,
perUpdateCounter | AF DL BRI B A9 B F SCE&TE R TR S WA T, % EA . .
TCM2_PCR_Reset()
SEE., WRERIE
commitCounter TCM2_CommitO) i FAT R B w1 iR fL (B o0 & TCM2_Commit()
) FH 00 v B Bt 2 44 45 A v folt /%) £ B AT A 19 188 s 9 46
commitNonce
A SR A BE LA A A
. A ] i, T 4878 P B Be 25 42 2 4E b R — AN By B4 | sign-phase  of two-phase sign,
commitArray

KA PR L E A 423 CLEAR

TCM2_Commit()

E BOAEEMENHTEAS TCM EE, RS ARTEEdE "5 o .

C.25.5 HALHy NV HIE

BB 2 TCM th 83 447 76 19 8Ol . #5 A M NV Bl 7 F PERSISTENT_DATA %54y 1h . %
C.197 % H T PERSISTENT_DATA ZE# )N & .

% C.19 PERSISTENT_DATA AR

ZH i Ban HHHE
W 24 TCM_RH_OWNER j#47 TCM2_Clear()
disableClear - TCM2_ClearControl(), TCM2_Clear()
B W fE D CLEAR
) TCM2 _ SetPrimaryPolicy ( ), TCM2 _
ownerAlg JHF ownerPolicy ) 2% 5B 1%

Clear()
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% C.19 PERSISTENT_DATA ZE#B AR (&)

ZH iR HCH
Poli R B AN £ 305 J2 5 Wg 23 06 JF B A AT J& TCML_ | TCM2 _ SetPrimaryPolicy ( ), TCM2 _
ownerPolicy
RH_OWNER. Il fifi ] 5 mg Clear()
TCM2 _ SetPrimaryPolicy ( ), TCM2 _
endorsementAlg i T endorsementPolicy 4455
Clear()
IR A R R S0, H AR & TCM_ | TCM2 _ SetPrimaryPolicy ( ), TCM2 _
endorsementPolicy
RH_ENDORSEMENT, U] i Ff 5 W% Clear()
Auth MR R A E TCM_RH_OWNER., H4##/ &H | TCM2 _ HierarchyChangeAuth ( ),
ownerAut
A B HIMAC 2 i B 00 00 11 A 0 TCM2_Clear()
MR A 52 TCM_RH_ENDORSEMENT, H | TCM2 _ HierarchyChangeAuth ( ),
endorsementAuth
L % o HMAC 2 G $2 (132 A3 W F 28Ul | TCM2_Clear()
lockoutAuth R A AR TCM_RH_LOCKOUT, Hi# g% | TCM2 _ HierarchyChangeAuth ( ),
ockoutAut
5, HMAC 2 3% 4 B2 4%, ) A 52 AU TCM2_Clear)
TCM2 _ SetPrimaryPolicy ( ), TCM2 _
lockoutAlg F T lockoutPolicy 1) 4% 5B 1%
Clear()
AR A £ i R S W 23, LA A A & TCM_ | TCM2 _ SetPrimaryPolicy ( ), TCM2 _
lockoutPolicy
RH_LOCKOUT, Jul fi F 5 % Clear()
spSeed FE0if 22 Y0 45 ) 1 o TCM2_Clear()
TR RGP IEHE. AT NFEZ R H
shProof . ) TCM2_Clear()
3T G R0 tickets FE ARAFAIXT 4 1R 3¢
resetCount R TCM & v it 386 38 B9 1 Bk TCM Reset, TCM2_Clear(O)
fGk TCM BB BF 33 3 (8 . % (B FHAE resetValue
totalResetCount . TCM Reset
ARSI BT S
S LI, XS — A Fed] , FH F 38 o 76 i
ppList TCM_RH_PLATFORM #4722 AL B SR 5 B #3 | TCM2_PP_Commands()
A4
32 5 ML o R 4P B0 0 R R AL IR B i 7 £ | TCM2_DictionaryAttackLockReset () #%
failed Tries I AE lockoutRecovery B [E] PN 2R K& A BAC A ML, W) | AL 2k T, passage of time (recovery-
M B VT 328 Uk Time)
maxTries TCM #E A 8i5E Z 11 » failed Tries )i KAE TCM2_DictionaryAttackParameters()

recovery Time

3 0 failed Tries 22 /i W 28 15k A4 B[]

TCM2_DictionaryAttackParameters()

ffi f§ TCM_RH_LOCKOUT #2424 W J5 5 25 32 1Y

RAM H PR AR — 2L

lockoutRecovery T TCM2_DictionaryAttackParameters()
i [
) . B TCM _RH _ LOCKOUT auth failure,
lockoutAuthEnabled | CLEAR, TCM_RH_LOCKOUT Af¢H F AL
passage of time (lockoutRecovery)
TE TCM2_ShutdownO) FlI & {7 Z 6] , 3% 4 TCM 44>
orderlyState Sl TCMOR SR HE B DUE NV kS 5 TCM | 2404
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C.26 $&iRF0iR [B]F3
C.26.1 $EizEE

A AT R TCM K 2 [B]— > 10 7154 45 W ma 7 ACAS A Kedls 60 . B 17l AAgE R R
SCHEWT R BN 200 s — AR R A 2 SR AR AT Sl B 15 5L

C.26.2 $HiRjE TCM KR

2 TCM 3R [ 5 i 4 BT A M F B L 75 22 TOM R P FF TCMURZAS . BR T AT B X7 e o 32 4
M B IR AN, TCM 1 2 B (GO B AT W B i i & —FF
W AR NV RAM B, 15 TCM A M NV 5 2 ik & L ¢ Ri25H NV,

C.26.3 REHBEE

DY A 0 R T TCM AEJCIE B R 3R W A 9% P52 R sl 1 50 103 47 o

a)  BESIR
M TCM (9 % % 4 Al #E LB, B3R 1 TCM_RC_OBJECT_MEMORY, 44 3% I F SCH f
FERUET, TR 7 TCM_RC_SESSION_MEMORY ., 4 TCM 43 fdf B i) /A 4 4l 48 B 0 g
A% TCM_RC_SESSION_HANDLES,

b) Il B YR
D iR TCM & [ — A5, 55 228 TCM BRI E B4 2 1 I AT Z B AR A .
2) m%wﬁéAizA%ﬁ%%%ﬁﬁﬁé%mmeMhLTHLMRLMmmmY
3) W RAE AN T 23 U5 Z W0 NI BR — A~ 23 3E . ) TCM 5 1] TCM_RC_SESSION_HAN-

DLES,

C.26.4 iEMEASH T

K E TCM g i A& 5 S — A~ 32 A7 M (A2 TCM H Al AR 19 12 v R A% 35 & 1 2 45 sl d ik
AR 20 437 B AR AR

C.27 BEBRWANHH

TCM A5 — A~ 2 A A% /51 I, B4 51 B A 8 1 — > 35T NV RAM A7 8 (9 32 58 0k
Ao NV s ) ML 68 i A GPIO By i), — Rl 2 TF & TS X NV R 5| 5] a4
GPIO Mg} . ZME AT ZE WA B S GPIO 5l CH NV &5, 2 —A> GPIO 5| A & 1 % 5
e X Ea A S xR GPIO 5 A SCE: . NV 5 & ik GPIO 5] 1wk FH T 4% A 503 i
e AN, TCM B35 19 GPIO {8 AR M) NV A 24 e TF 61,
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Mt & D
(ERHE

EXRHESWNR-EX

ARIAFER 4 NS % T ISO/IEC 11889 F B FRME . b i [A] 1 52 2 4 5 X HR— BE R AT .
a) FSEMMFECHSENENE DI

b) BT EBPSHENAEILED.2;

o MiEATSEHENEIED.S,

F D1 ELSEFMMFR CE ISO/IEC 11889-1.2015 ZE&HmSXTRIF R

A F S G ISO Fr i 55 5% 4 '

5.2~5.6 A {5 5E T & iR 9 Tursted Platforms

C.1 TCM [ %4

11 TPM Architecture

C.2 TCM H % 4

10 TPM Protections

C.3 TCM PATHRE

12 TPM Operational States

C.4 TCM #4355,

13 TPM Control Domains

C.5 FFh¥

14 Primary Seeds

C.6 TCM A #4

15 TPM handles

C.7 TCM X} % 4 Fx

16 Names

C.8 PCR #:4E

17 PCR Operations

C.9 TCM iy 4/ Ml Jvj 45 44

18 TPM Command/Response Structure

C.10 424

19 Authorizations and Acknowledgements

C.11 &G

21 Session-based encryption

C.12 ZAE Y 17 it

22 Protected Storage

C.13 SZ R BAT il IR XA

23 Portected Storage Hierarchy

C.14 EHi R

24 Credential Protection

C.15 X g )& 1t

25 Object Attributes

C.16 X% 45 Mm%

26 Object Structure Elements

C.17 X Al

27 Object Creation

C.18 X4 hn#k

28 Object Loading

C.19 Xt &4l &% Bl

29 Object Creation in Reference Implementation

C.20 Fx&EH

30 Context management

C.21 4EH

31 Attestation
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F D1 5= CE ISO/IEC 11889-1.2015 =& HEXM BB R (L)
A% S B S 1SO AR UE L 5 i 5

C.22 B S5 R AL

32 Cryptographic Support Functions

C.23 BE {477 5 BE kAR A A% 0 B 1] 2 37

34 Hardware Core Root of Trust Measurement Event Se-

quence

C.24 W} Ja) 4o 14

36 Timing components

C.25 5y RVEAF 4%

37 NV Memory

C.26 Hi i R (8] i

39 Erros and Response Codes

C.27 3@ 4 A i ity 40 General Purpose 1/0
& D.2 $£7EF5ISO/IEC 11889-3.2015 ELHEFTRIFR
AT S ISO #rfE % 5% 4t 5
7.2 Bohan 2 10 Start-up
7.3 Ay A 11 Testing
7.4 SRS 12 Session Commands
7.5 MR 13 Object Commands

7.6 5l Ay

14 Duplication Commands

7.7 SRR A (N 7.7.2 R 7.7.3.2015 4F R PR
Vi 2o WOETANES S

15 Asymmetric Primitives

7.8 XTFRE LA A

16 Symmetric Primitives

7.9 BEHLECKR A d S

17 Random Number Generator

7.10 22 /HMAC 154

18 Hash/HMAC/Event Sequences

711 IEW] 4

19 Attestation Commands

7.12 s EC #48#H a4

20 Ephemeral EC Keys

7.13 B4 KBS 21 Signing and Signature Verification
7.14 RS 23 Integrity Collection(PCR)

7.15 SRR A

24 Enhanced Authorization(EA)Commands

7.16 43 )z A

25 Hierarchy Commands

717 T A A

26 Dictionary Attack Functions

7.18 I He A

27 Miscellaneous Management Functions

7.19 B FCEB A

29 Context Management
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£ D.2 #7E=5ISO/IEC 11889-3.2015 E& R EXTHBIE R (L)

RSN S

ISO FrifE 55 5% 4 =

7.20 JE S

31 Capability Commands

7.21 NV /e a4

32 Non-volatile Storage

% D.3 B3 A 5 ISO/IEC 11889-2.2015 =L HEXRIBE R

A SR B S G S 1SO #7152 4 5
A1 A 7.5 TPM_CC(Command Codes)
A.2 1R [l i 7.6 TPM_RC(Response Codes)
5 Base Types
o 6 Constants
A3 HEARH &

7 Handles
9 Interface Types

A4 B RE X

10 Structure Definitions

A5 HHS RN

11 Algorithm Parameters and Structures

A6 BY /X 5550

12 Key/Objects Complex

AT NV 1451

13 NV Storage Structures

A8 bR SCH

14 Context Data
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Mt R E
(&ER
CRERARLT R v ESY]

E.1 EF ICM H{5EsEEiE

ISO/TEC 27070 5 X T 4 — ) Al 5 A e, BARSCBUE s0Aa$6 TCM S5 W] 19 ) 45 25 B 45 B, 1200 i
R AT E TG S AR T TCM 528, 2 LAY (9 (5 4T B AL s it A, DLIRT EL 1,
VMM VM
CRTM BIOS Boot Loader oS vTCM Manager:
Core Code

\"*A\‘ " A"/ P 4

TCM(PCR) VICM(vPCR)
— EE » PCRIEY B

B E1 {SEHER

ZE N EEAEUT =B
a)  TEENZR GG .
D &4 EHE,CRTM JE & BIOS, I8 w45 R Y 3] TCM iy PCR B ;
2)  BIOS Bt Boot Loader, J- 5 B 45 4 @ 5] TCM i) PCR H ;
3) Boot Loader & OS, I ¥ &858y 3 TCM i) PCR B,
b) £ VMM J2 {5 AT 5515 8 .
D OS i VMM, ¥ = 45 1Y g 3] TCM 1y PCR | ;
2) VMM ERHEE VMM 2 vICM & B8 L KA 5 A% D AR IS , 6 B 45 R 9 e 5
TCM % PCR H,
o 1 VM ZEME TR 4 .
1 vTCM 4§ BLERVE A K 20000 W] {5 B8 1 AL, 4 JFC B2 B LR 1) vTCM 5245 iy vPCRLOJHE
2) VvTCM JE & VM Jg gl it B 5 S i 40 40 Um0 R 3 55 FL O A R 7E B ML AT A ) shad f 2%
ol 3 BN AEOR A .
E.2 #3EE TCM WA {5 B3
B4R TCM 38 o B 3% 32 3057 5 BT 26 1958 i, BIGE i 39 5 0 TCM 19 GPTO 8 4 1% Ze 4% 1) CPU
MG S FE B L 25 8 ER A TCM $52: 8 47 CPU WS R, IR B 4 Flash & 0938 4 5T A N
5, 55 I BUBE AT X B B AR Flash (800 2 205 B 1, SR i — SO0 4k 2L is 47 IARR —

QI EZ S =E
. BERAE TCM 24 CRTM f1 TCM 34 78— I & 2 5 im itk

E3 ETFTCM EZx&&5RSHAIEEE

ISO/IEC 27071 ¢ 3= ZERLE M BE A 2 M2 55 19 A5 14 428 22 4 BOR L n] 5 i SRR 20 5 AR 1 - B 1R 22
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AR AT AR O BE AR AR AL AR AR B0 iE 45 L 2 031 5 85 BT B A L o Rk R R LG AR T B o2
B R BTHBL WA E.2.,

/ HbE BB L BB \ / By se B S HUHRS \

EEH] BHEGIHE ZREIEH LR EADLE

t

St e SED - | sewmme | | seEn
< > iR
WA 1
‘ YE LR

)

I
WA | A
TCM

N

E.2 TW{EH#ZEREKIT

e | ass
TCM

AR e Hh B 22 4> 45 He (Hardware Security Modules, HSM) & — Fift [ 22 o i 1 BB 28 1 22 4 46
o TR s S PRt B i H S T Re . X b Rl 0 2 B H ] ol T A B AR B (Trusted Cryp-
tography Module, TCM) 7t 24,

AFE R (Trusted Module, TM) 7E A4 i FH 28 491 v 2 — A~ il 52 09 BE 22, & ol 7 58 ol 7 22 4 A
(=AM T Y AT E AR AL % 15 LA™ A4 & A S U RE .

AfFE AR (Root of Trust,RoT) & AT — 35 5l 22 391 22 4 72 D) 5 1] Qi) &2 47 it 4l L 300 Tk A/ 50T
B BIAAE . AR Y AT E AR AR AT E AR . 7E SR EREE b L ) AT {E AR A [R) D e FT RE i 24
G BESIAT o A I HT v o 4 30 AT A5 AR R T [ A {5 AT 09 6 1 2 e A e 4 8, OF BnT 3R (5 DL R Dhsg a3
] A PR A 2 A ] 4 L2 A A TR R B S ) 0 R R T IR B L AR e R R B B S A
ATy 3R AR

R ADL AT {5 AR pR A B AT A A S b e A BOR R E AR ) e ik A b iy ISO/IEC 27070 451y LRI (R
HR AR 5 AT (AR A R D RE . 7E S BRI o BT[] AR AE 2 AN T — AW AT {5 AR 0 R AT 5 AR

MR AT (E AR AR ALY T BE . 7T 20 RTMLRTR 1 RTS, ] 38 i 24> 8l &2 e, SR, Ho ] (5 36 88
)R 5 A R 14 2 A P R T 42 R 7 AR T A e s

B 0 UE A3 02 i AT A5 J7 CRERIE ATAF 28 = ) Wi & 25 {5 Y X.509 TE45 . & 45 5 k55 1 By &R 5
AMERIE 2 . AT {5 7 CEAE I 56 = J7) i [n] 54> 4 38 ] {5 AR R B A4S 40040 o] (5 AR A & GE 5 . A Al {5
R CRLHE K LA w5 D #RA — D B 4y

S 31 BH P TR B T ek B 5 A DG 1% % B HAAT R T i R % B B R O DT A IR 55 ) o S A

SERE M R bl SRR B e R A A (Integrity Measurement Collectors, IMC) Fl 58 35 14 B & 30 IEF2 17
(Integrity Measurement Verifiers, IMV)ZH i, it IMC 1 5% 78 326 B2 30E B 10 DA B B W48 58 25 4 53
IMV 33 5 4iF IMC & 3% 04 10 58 3 M

240



GB/T 29829—2022

G I 2 8 A (ol R 55 ) 1) e A% 4 (R 55 ) 6k JFC SR 1 A A P 8 Py — P 7 3 o AR R A 9 H
Prde I i 2R G (PR B E X 75 — D RGE QR )V B 8 B EER . 7R {5 b I AE X
i AR 55 22 18] AT R 1] 222 5 ik B o LA DR Al 4 R 90 5 8 O 3k A2 %) O 9 22 A SR o ik R R W AT 22 i it
PeT5 58 AL L B A4 R ] R T T 1 B R I T A

DR DR DA I WA AR 0 1) KAl 1) S 8 P RS AT O8 368 1 W B0 A — S 25 O 1R 3 2 1 B 4 A S A
PIHEAT 26 44 B W] 6 R K00 1) S8 R MR AR AT PR 3 1 o A2 SRR 2 5 48 IR 55 19 2 00T T A0 7 B30 X 42
LRIV B0 T 2 0, 3% — A 48 DR b TR B dl e ofE Ol 5 AR 28 5 19 B ) B, JF LI 4 9 AH OGS v A7
i 7 A3 PRAR 5G9 B 0 R b L 90RA7 Bh T I 95 Ak BN

AR AR R I T RS Bl g VIR I 5 A 5 S IR 55 CREIE 5 e g5 ) 22 (Dt 57 22 4l A ) i 4
By L 8% T R B Chn e J e ) By 1k P 4 A Mk A



GB/T 29829—2022

Z % x #

(1] GB/T 18336 (rA&R) (FEHAR ZaEAR (5 EEARZ &AL EN

(2] GB/T 22239 fRELEHR MEKLEFHMYIAZR

[3] GB/T 29827 fREZAEHA WHFEIHHEME FIFEF6ERDGEZN

[4] GB/T 29828 fFEZeHAR W EIEME FIEEHREN

[5] GB/T 30847.1 REGSEHMATHRE WEHHAFGFEHREZRE 51 50 ik 50

[6] GB/T 30847.2 RGSHM TR WFEHIEFEWERERE 82 80 FIE5

(7] GB/T 36639 fFELZAEHA WHEITEMRE RFE&GIEEES

[8] GB/T 37935 fFEZEHAR WETEML AIEHRE

[9] GB/T 38638 fREL4HA WAEIE AEHHEEREH

[10] GB/T 38644 fFRZL2HA AMFEHHE AE &N T &

[(11] GM/T 0011  wIfFIHE  WI{EH M S G DIRE 5 4 1AL

[12] GM/T 0012 WIfFiH4E Al A et 1 HLYE

[13] GM/T 0013 AI{FTHEE Al {E 5 WA B s 1 A5 5 P XA v

[14] ISO/IEC 11889-1 Information technology—Trusted Platform Module Library—
Part 1:Architecture

[15] ISO/IEC 11889-2 Information technology—Trusted Platform Module Library—
Part 2. Structures

[16] ISO/IEC 11889-3 Information technology—Trusted Platform Module Library—
Part 3:Commands

[17] TISO/IEC 27070 Information technology—Security techniques—Requirements for estab-
lishing virtualized roots of trust

[18] ISO/IEC 27071 Information technology—Security techniques—Security recommendations for

establishing trusted connections between devices and services





 
 
    
   HistoryItem_V1
   AddMaskingTape
        
     Range: current page
     Mask co-ordinates: Horizontal, vertical offset 53.44, 42.19 Width 493.19 Height 140.64 points
     Mask co-ordinates: Horizontal, vertical offset 555.07, 628.20 Width 43.13 Height 156.58 points
     来源: 下左
      

        
     1
     0
     BL
    
            
                
         1
         CurrentPage
         1
              

       CurrentAVDoc
          

     53.4444 42.1887 493.189 140.6432 555.072 628.2023 43.1306 156.5828 
      

        
     QITE_QuiteImposingPlus2
     Quite Imposing Plus 2 2.0
     Quite Imposing Plus 2
     1
      

        
     258
     259
     258
     1
      

   1
  

 HistoryList_V1
 qi2base



		2025-03-18T15:37:59+0800




