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Guide to Use

. Considering the dramatically diversifying digital environment with its complex changes and
the widening scope of data processing, we have published a consent guide that can help the
information subject be fully familiarized with the details before they grant consent.

2. The duties and recommendations listed in the guide can be utilized by comprehensively
referring to the relevant data, including the related laws/posting provisions, "Personal
Information Protection Act and Guide/Posting Interpretation , and the guideline, etc.

* For more information about the Personal Information Protection Act, enforcement ordinance, posting and

more: visit the national legislation information center. (www.law.go.kr)
** See the following sites

. If you want consulting on this guide or have inquiries about the Personal Information
Protection Act, visit ‘Personal Information Infringement Reporting Center
(www.privacy.kisa.or.kr, dial 118 (no area code))’ or call the ‘Personal Information Law
Interpretation Support Center(02-2100-3043).’

We plan to reflect the changes in the personal information protection related laws and
systems and ICT environment and consistently update the guide. The latest data for the
personal information protection guide and brochure is posted at the website below.

*“Personal information protection commission’s nuri book(www.pipc.go.kr)’(policy:law/legal
information/guides) “Personal information protection portal(www.privacy.go.kr)’(data vault/guide data)

. This guide shall replace the existing publications TPersonal Information Collection
Minimization Guide(’20.12.); and TOnline Personal Information Handling Guide(’20.12.); .


http://www.privacy.kisa.or.kr/
http://www.privacy.kisa.or.kr/
http://www.privacy.kisa.or.kr/
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Overview

Background

© Suggestion of the principles of fair consent system implementation

Addressing the tradition of excessive consent requests* and formalization of consent**

* More than 94% of personal information handlers in the private and public
sectors responded that the ‘information subject’'s consent is the basis for personal information
collection.’ (2021 Personal information protection status investigation)

** To the question of why the information subject does not check the consent, the largest share

of respondents said ‘because they must use the service regardless of the content of the
consent(34.9%).’ (2021 personal information protection status investigation)

Suggesting compliance items for consent including the handling of the minimum personal
information required, clear notification of the consent details, guarantee of active selection
rights for the information subject and so on.

© How to prepare consent in each phase and case studies

Explains the stepwise consent preparation methods of the personal information manager to
guarantee the actual consent rights for the information subject.

Reviews examples of actual consent, and guides them on the examples of consent in main
areas to help the personal information manager to easily prepare agreements.

Improves on the traditional typical consent actions of the information subject and
unnecessary demands for consent from the personal information handler in order to
achieve the actual implementation of the personal information protection rules.
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Meaning of Consent System

@ Critical means of right of self-determination for personal information

- Self-determination rights for the personal information are guaranteed by Articles 10 and 17
of the constitution and are specified in the Personal Information Protection Act(hereinafter
referred to as protection act).

* The right for the information subject to decide on when and whom and to what extent their
personal information is disclosed and used (Constitutional court 99 Heon M313, etc.)

Korean constitution

Article 10 Every Korean has dignity and value as a human and the right to pursue
happiness. The country has the duty to check the basic human rights of every individual
that cannot be infringed and guarantee them.

Article 17 Every Korean should have the right to avoid infringement of their privacy
and freedom.

- Article 4 of the Personal Information Protection Act defines the rights of the information
subject to grant and determine consent over personal information handling and the like.

Personal information protection rights

Article 4(Rights of the Information Subject) The information subject has the following
rights related to handling of their personal information.
1. Right to receive information about their personal information handling

2. Right to determine and select the scope of consent and whether to accept the handling
of personal information

Note) Information that Information Subject Must Know before Granting
Consent(Appendix 2)

@ Consent on the requirements on personal information handling

- The Personal Information Protection Act suggests special provisions of the law, execution
of duties by the public organization, the information subject’s contract signing and
execution and so on as the requirements for collection and use (Article 15), supply(Article
17) and use and supply for purposes other than the intended purpose of use (Article 18)
with regard to personal information handling, and also specifies that personal information
can be collected, used and supplied even when consent from the information subject is
given.

- Unlike other personal information handling requirements, consent is a means of the
information subject to exercise the right to control their personal information handling.

Note) Information that Personal Information Handler Must Know before Obtaining
Consent (Appendix 3)
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Status of Personal Information Acts/Systems in Korea
and Overseas

© Domestic personal information protection law and systems

(Personal Information Protection Act) Article 3 (Principles for Protecting Personal
Information), Article 4 (Rights of Data Subjects), Article 15 (Collection and Use of
Personal Information), Article 17 (Provision of Personal Information), Article 18
(Limitation to Out-of-Purpose Use and Provision of Personal Information), Article 22
(Methods of Obtaining Consent), Article 23 (Limitation to Processing of Sensitive
Information), and Article 24 (Limitation to Processing of Personally Identifiable
Information) state that the personal information manager should obtain consent to handle
the personal information of the data subject.

(Guideline) The two types of existing guides containing duplicated content related to

personal information handling consent have been merged as an easy-to-understand guide

on consent to personal information handling.

* The personal information handling minimization guides and the online personal information handling guide are
discarded.

% Reference 1: Comparison between the consent-related guides(2 types) and the
guide on consent of personal information handling.

© QOverseas personal information protection law and systems

.

EU EDPB(European Data Protection Board) offers consent-related guides to provide
information regarding valid consent factors defined by GDPR.

* (D Freely Given, @ Specific, @ Informed, @ Unambiguous indication of wishes

% Reference 2 : EU consent guidelines ('20.5.)

In the consumer privacy bill of rights (USA), it states that the information subject should
have individual control rights guaranteed for them to easily and clearly select whether to
grant consent.

% Reference 3 : US consumer privacy bills of rights ('12.2.)
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Reference 1: Comparison between the consent-related guides(2 types) and the
guide on consent of personal information handling.

Consent related guidelines (2 types)

Consent related guidelines (2 types)

: Transfer to consent guides.

: Transfer to other guides and so on.

<Minimum personal information collection
guideline>

1. Personal information collection principles

2. Personal information manager's action

guides

- Collection of minimum personal
information required

- Guarantee of actual consent rights for the
information subjects

- Restricted handling of unique ID
information and sensitive information

3. The consent to personal information
collection and use and the consent
preparation guideline

<Online personal information handling
guideline>

1. Minimum personal information required
collection criteria
- Basic principles and details

2. Easy-to-understand consent preparation
criteria
- How to get consent and details of such
method

3. Personal information handling policy
disclosure and operation criteria

4. Stepwise personal information
discarding criteria

5. Personal information viewing
demand operation criteria

6. Personal information usage details
notice criteria

Compliance Items for Obtaining Consent
Handling of minimum personal information
required

Clear Notification of Consent Details
Confirmation of Active Willingness of
Information Subject

Guarantee of Rights to Select for
Information Subject

How to Prepare Consent and Handling
Items

Checkpoints before Preparing Consent
Preparation of Consent

Actions after Granting Consent

Example of Consent in Main Areas

- Personal information disclosure and

operation criteria are reflected in the
personal information handling policy
preparation guides.

- Step-wise personal information disposal

criteria is reflected in the Personal
Information Protection Action guides.

- Personal information perusal request

operation criteria and use details notice
operation criteria are reflected in the
‘Personal information protection act and
guide posting interpretation.’
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Reference 2 EU Consent related guidelines(’20.5.) : Valid consent factors

1. Freely Given

+ If the information subject feels coerced to consent or will be subject to disadvantages by
declining to consent, it means that they do not have freedom to grant consent, and thus it is
not a valid consent.

+ If there exists an imbalance of power between the user and the employer or public authority
as the subject of power, consent is restricted to use as lawful requirements of personal
information handling.

- If attempts are made to obtain consent together with the contractual terms when it is not
mandatory personal information that must be handled to establish a contract or if consent is
required jointly with other terms and conditions, it is an invalid consent.

% Consent should be distinguished from personal information handling necessary for contracts, and
should be obtained in a form where the data subject can make a free choice.

+ The controller must prove that rejection or withdrawal of consent can be allowed without any
cost or disadvantages.

2. Specific
+ The goals of personal information handling should be specifically stated.

+ When asking for consent, make sure to specifically state the goals of handling and do not
expand the scope of such goals.
% In the event of changes in the goals, make sure to get consent again.

3. Informed

+ Make sure to provide sufficient necessary information for the information subject to make a
selection.

- (1) Identity of the controller, (2) goals of processing, (3) collected and used personal
information items (4) right to revoke consent, (5) information about data use for automated
decision making, (6) danger that can arise from cross-border transfers

- If there is a joint controller or if you want to supply it to a third party, then you must
additionally specify the recipient and the supplied items.

+ Information can be provided in every format including written, audio, video message, etc.

- Should use easy-to-understand, clear and general language that general readers can
understand. Should provide information in a form that easily explains the details of personal
information handling for the data subject separately from other contracts.

# If it is difficult to clearly check the details as they are unclearly stated in other contracts, then it cannot

be regarded as a valid format of consent.

4. Unambiguous indication of wishes

+ Itis valid consent only if the information subject explicitly states their willingness to consent.
% If the consent checkbox is already checked before consent is granted, then it is not valid, since the
data subject does not need to act.

+ The controller can develop and apply their own specific method of consenting.
% A physical action such as swiping the smartphone screen, shaking one’s hands in front of the
smartphone camera or turning the smartphone clockwise is allowed.

+ Consent should be granted before handling the personal information.
% There can be negative effects if the data subject does not read the details of consent, so care should
be taken to make sure the issues are resolved by developing proper consent methods without just
going through seemingly formal procedures.
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Reference 3 US consumer privacy bills of rights (’12.2.) : 7 Principles to protect
privacy
1. Individual Control

+ Individual Control: Consumers have a right to exercise control over what personal data
companies collect from them and how they use it.

+ Companies should allow a consumer to make a meaningful decision on personal information
collection and use by providing them with clear and easy to make selection rights.

+ Revoke and limitation: Consumers have a right to revocation and limitation on consent.

2. Transparency

- Transparency: Consumers have a right to easily understandable and accessible information
about privacy and security practices.

- Companies should clearly state personal information items to be collected and the reasons
for its collection, etc. and provide them to consumers.
3. Respect for Context

- Respect for Context: Consumers have a right to expect that companies will collect, use, and
disclose personal data in ways that are consistent with the context in which consumers
provide the data.

- If the company uses personal information for purposes not in the context, they should clearly
state it and guarantee the selection rights for customers.
4. Security
+ Security: Consumers have a right to the secure and responsible handling of personal data.
+ The company should assess the security risk and protect personal information against threats
such as loss, illegal access and so on.
5. Access and Accuracy

+ Access and Accuracy: Consumers have a right to access and correct personal data in usable
formats, in a manner that is appropriate considering the sensitivity of the data and the risk of
adverse consequences to consumers if the data is inaccurate.

+ A company should provide consumers with proper methods or chances to correct the
incorrect data.
6. Focused Collection

+ Focused Collection: Consumers have a right to reasonable limits on the personal data that
companies collect and retain.

- A company should collect the minimal personal information for achieving the goals.

7. Accountability

+ Accountability: Consumers have a right to have their personal data handled by companies
with appropriate measures in place to assure they adhere to the Consumer Privacy Bill of
Rights.

+ The company should notify consumers about the principles that must be complied with and
train employees to enable them to lawfully process personal information.

I. Overview 9



Target of Application

- Every personal information controller, such as a public organization or private business,
that processes personal information when granted consent

Personal Information
Controller

(5}

(M

0

Personal Information Controller refers to public institutions,
corporations, organizations and individuals that
handle personal information by themselves or through others to
operate personal information files for business purposes.

Confirmation Criteria to determine a personal information controller*

1. Operation of the personal information file for the purpose of business

+ A personal information controller has to handle personal information for the purpose of
business, and thus an entity which processes personal information for purely individual
purposes or housekeeping works cannot be a personal information controller.

+ Business means all the duties or business that one must continue to be involved with
due to one’s social rank or vocation, and is not relevant to the wage or benefits at all,
and even if it is a single case incident, as long as the person expresses willingness to
repeat or continue it, it can be seen as business.

+ Personal information file is a group of personal information systematically arranged or
configured according to a certain rule to enable easy searching for the personal
information, and the personal information controller is a person who processes personal
information to operate the personal information file.

2. Handle personal information by yourself or through other persons

+ The personal information processor can process personal information on their own but
can also vicariously process it through other persons.

- A consignee, agent or aide hired to process personal information can fall under the
category of personal information processor.

3. Public organization, corporate, group, individual

+ The Personal Information Protection Act defines the concept of personal information
controller broadly so that it can be applied to every personal information processing
person, as it is a general law for personal information protection. Thus, public
organizations, non-profit or for-profit organizations, groups or individuals can all fall
under the category of personal information processor.

* See Personal Information Protection Act and guide/posting interpretation, pp.17~21.
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Compliance Items for
Obtaining Consent

Handling of Minimum Necessary Personal Information

Collection of minimum personal information required

Must collect minimum personal information required only.

Considering the goals businesses seek to execute by collecting personal information, you
must collect the minimal personal information within the reasonable scope.

- For a hiring contract, only collect the information related to the establishment and
fulfillment of the hiring contract, and do not collect personal information not directly
relevant to the applicant, etc.

Phvsical conditions. hometown. marital status. or properties of a iob seeker irrelevant to

SElslE] the hirina contract
1 Incorrect example of excessive personal information collection. such as familv's

educational backaround. vocation and so on
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- Even if only the minimal personal information is collected that reflects the goals of
collection, we must respect the willingness of the data subject regarding the personal
information items subject to collection.

- If a contact is required, then notify the data subject about the purpose of use for
each of contact including mobile phone number, home telephone number, company
telephone number, email address and so on, and collect the minimal personal
information necessary based on the choice made by the data subject.

Incorrect case of collectina multiple pieces of contact information at the same
2 time
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- The personal information process should be responsible for proving that the minimal
personal information is within the scope of goals of the personal information processing.

- If the collected information becomes unnecessary, then you must dispose of it and
consistently manage it thereafter.

SEMIE Incorrect case of collectina personal information that cannot be verified as
3 necessarv for mileaose membership manaaement

>HAFE =H.018 52

oI 27X . Membership management, mileage accumulation
Z! ZHE . Name, email, mobile phone number, hobby, marital status, height, weight, education, job, income, property
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@ Collection when necessary

If you collect personal information ahead of time despite there being uncertainty
regarding how it will be used, it can fall under the category of unnecessary personal
information collection, and thus you must collect personal information only when it

becomes necessary to do so.

- Itis desirable to collect the personal information necessary for membership signup and
member service supply, and collect the personal information related to online payment or
delivery at the time when it is applicable.

- But it is possible to collect information related to online payment and delivery based

on independent selections by the data subject for the convenience of the data
subject who would like to repeatedly use such online payment and delivery service.

SEE] Incorrect case of collectina pavment and deliverv information when sianina up
4 for a department store membershin
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@ Collection of minimum personal information required
Must collect the minimum personal information required only.

+Minimize the personal information items to be provided.

- Make sure that no excessive personal information is provided regardless of the
goals of use for the recipient.

- Minimize the scope of the third parties who receive personal information.

- Do not use expressions such as ‘etc., and so on’ when indicating the scope of
recipients because it can lead to an unexpected expansion of the scope of the
personal information controller, and make sure to provide a homepage link that can
identify any third parties who receive the personal information.

% If it is difficult to specify a third party who receives personal information due to special
circumstances, it is possible to obtain consent after notifying them about the special
circumstance, the type of third party and so on.

Incorrect case related to consent to supplv personal information to a third party
5

1. Recipients of personal information : OO Life Insurance, A A Life Insurance, oo Life
Insurance, etc.elete this.

| or v company selling insurance products that is indicated on the 00 of the
company’s home page as of December 11, 2021.
(Specific company name can be checked at the ## website.)

2. Goals of use for the recipient : V¥V _insurance product guide and sales marketing phone
calls

3. Personal information items provided : name, date of birth, mobile phone number

4. Ownership and usage period : Month Date of OO00O

5. Right to reject consent and disadvantages : The data subject has the right to refuse to consent to the
supply of their personal information to a third party, and if they do, they cannot receive guidance on
insurance products.

| hereby permit the above personal information to be shared with a third party. (Optional)
Permit o Do not permit o

14 Easy-to-understand Consent to Personal Information Handling



Clear Notice of Consent Details

@ Notice about the personal information controller

Make sure to clearly indicate the identity of the person to process personal
information (personal information controller).

- If the personal information controller is not clearly shown, then the user can raise an issue
regarding whether the consent is valid.

- If the consignee of the personal information handling business obtains consent on
personal information handling instead of the personal information controller, etc.
you must clearly indicate the identity of the consignor that actually collects the
personal information, and specify that the personal information handling business is
consigned from someone else.

- If the data subject uses an online platform, you should clearly indicate the identity

of the person handling the personal information, namely, a business operator or
seller.

@ Notice about the details of personal information handling

- (Collection and use) i) Goals, ii) Iltems, iii) Ownership and usage period, iv)
Fact that they can decline consent and disadvantages of declining
(Supply) i) Recipients, ii) Goals iii) ltems, iv) Ownership and usage period,
v) Fact that they can decline consent and disadvantages of declining

- If there are items to report when obtaining consent of handling details, consider the
specific context and make sure to specifically notify the data subject about necessary items
for making a decision on giving consent.

SEMIE Case of incomnplete notice of personal information collection aoals in the
6 personal information handlina consent document

» Consent of personal information collection and use

Goals of linf ti lecti Failure to acknowledge the goals of personal
0als of personal information collection | __ | information collection on the personal information
(Omitted) collection and use consent document

1. Personal information collection items : Blood type, handicap, vocation

2. Ownership and usage period : 6 months from the date of collection
* You have the right to decline the personal information collection, and if you do, you cannot get
promotional ads or customized ads.

I hereby consent to the above personal information collection and
use. (Optional) Accept o Do not accept o
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- Itis desirable to specifically state the personal information collection items.

- Use of expressions such as ‘~etc’ and expanding the scope of collection does not
mean that sufficient information is provided to obtain consent, allowing room for
disputes.

SEMIE Incorrect case of notice that can lead to expansion of the scope of personal
7 information collection items
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- Provide specific and clear details of disadvantages when consent is refused, so the data
subject’s right to select is not infringed.

SEIEY Incorrect case of poorly written notice about disadvantaaes if the data subiect
8 declines to consent to personal information collection and use

» Consent to personal information collection and use
ooooo is collecting personal information for the following purposes.
1. Personal information collection goals and items
@  Member sign-up
- Self-identification due to membership service use : sex, ID, duplicated confirmation information,
date of birth, password, email, address, telephone number
- Data to provide customized services : date of birth, email address, mobile telephone number

2 Service use information
- User’s convenience service provided, use information analysis, data acquired in case of cyber
attacks: access IP address, contents use logs, cookies

The restriction of service if consent is
refused is not explicitly stated.

2. Ownership and retention period: (at the time of membdrship withdrawal),
% Dear customer, you have the right to reject above term*nd conditions.

But if you reject them, there may be some restrictions on your service use.l

| hereby consent to the above personal information collection and use. (Optional)
Accept o Do not accept o
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When asking for consent, you must clearly distinguish each consent item and make
sure that the information subject can clearly understand them.

< When there are two or more personal information handling items, you must clearly
distinguish each consent item and make sure that the information subject can clearly
understand them, and consent should be obtained separately.

% If you want to obtain consent from the data subject and collect and use personal information
such as names, contacts, addresses, and date of birth for the purpose of service supply, and
supply names, contacts and date of birth to another business operator for the purpose of
partnership service supply, you must separately notify the customer of the personal
information collection and use by your company and by the partner company, and receive
consent for each separately.

When obtaining consent via written paper(e-doc included), make sure to clearly
indicate the critical items such as purposes of collection and use, items and so on
set forth by the president's decree for ease of understanding.

- The fact that the personal information can be used to contact the data subject for the
purpose of goods or service advertisement or sales solicitation, which is one of the goals of
personal information collection and use, the fact that sensitive information such as driver's
license, passport number, foreigner's registration number is handled, personal information
ownership and use period(if supplied, the ownership and use period for the recipient), the
recipient of personal information and their purpose of use and so on should be indicated
via the means set forth by the personal information protection commission.

How to indicate critical items on written consent(Personal information handling
method posting, Article 4)

- Use a font size of at least 9 points and make it at least 20% bigger than the other text for
good visibility.

+ Use an appropriate font size, thickness or underline, etc. to clearly indicate the content.

- If there are many items to be consented to, and it is difficult to clearly understand the critical
details, then make sure to distinguish such critical details from the remaining details by
marking them properly.

- If consent is obtained from e-documents such as through a website, mobile app, etc. the
original font size should be at least 9 points.

- Depending on the medium (PC- malil - telephone- SMS- social media, etc.), the
resolution or the user environment (Ul) and so on, the legible font size for the data
subject can vary, but at a minimum you must ensure that the data subject can read
it properly by zooming in.

Il. Compliance Items for Obtaining Consent 17



® Personal information handling for advertisements

If you collect personal information for product and service
advertisement and marketing, make sure to clearly indicate the goals.

- When you try to obtain consent for personal information handling to advertise services or
goods to the data subject or solicit their sales to the data subject, make sure to clearly
notify the data subject about them first.

- While collecting personal information for advertisement or marketing, you should
not add goals such as additional service supply, partnership service supply, etc.

SEldE] Incorrect case of unclear auidance on the fact that marketina purposes are
9 included in it

1. Personal information collection goals :|Send informative emails to improve customers’ convenience|,
send news for members.

2. Personal information collection items : name, mobile phone number, email address

3. Ownership and retention period : at the time of membership withdrawal

* Sirmadam, you have the right to refuse to provide your personal information, and if you do so, you will
no longer receive information emails or newsletters.

| hereby consent to the above personal information collection and use.
(Optional) Accept o Do not accept o

# (Unclear goals of collection) Sending informative emails to improve customer's convenience
— (Example of modification) Advertisement on new product development related to
purchased items

- Unless it is unavoidably necessary to collect personal information for fulfilment or
establishment of the contract, as long as you use cookies and so on to collect personal
information, you must first obtain consent from the data subject.

* Text file transmitted from the website visited by the user to the user's web browser

SELIEN Incorrect case of failure to obtain consent from the data subiect when collectina
10 personal information included in the cookies for marketina purposes
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@ Separate consent for uniquely identifying information and sensitive
information

Except for the resident registration number, uniquely identifying
information or sensitive information can be handled only if there is a legal
basis in the laws or consent is obtained separately.

- Uniquely identifying information (excluding the resident registration number) or sensitive
information should not be handled at the sole discretion of the personal information

controller without a legal basis.

% Uniquely identifying information: Resident registration number, passport number, driver's
license number, foreigner registration number

% Sensitive information : ideology, beliefs, admission to or withdrawal from a trade union or
political party, political opinions, health, sexual preference, and other personal information that
is likely to markedly threaten the privacy of any data subject

- If the collection of such information is indispensable despite a lack of legal grounds, then
clearly state the goals and obtain consent from the data subject before handling it.

< You should not obtain consent to collect uniquely identifying information or sensitive
information simply because there is a possibility of its collection in the future.

=SENEN Incorrect case of collectina sensitive information despite low possibility of its
11 use in the future
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The resident registration number can be handled only if there are legal grounds
according to the laws, president's decree, national assembly rules, supreme court
rules, constitutional court’s small rules, central election management committee’s
rules or the board of audit and inspection of Korea’s rules.

- Resident registration number cannot be handled based on consent from the data subject,
and can be handled only if the laws or president’s decree specifically demands or permits
its handling.

- Even where the resident registration number is handled according to Article 24-2
Paragraph 1 of the Personal Information Protection Act, when the data subject
signs up for a membership at the homepage, you should provide a means to sign
up without using their resident registration number.

- When handling a resident registration number, it is desirable to provide guidance on the
goals and the legal background.

SEMPIEN Incorrect case of failure to auide the subiect on the leaal backaround for
12 resident reaistration number handlina
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Confirmation of Active Willingness of Information
Subject

Can use paper, telephone, internet, phone(Main content) + internet(details),
e-mails and so on to notify them of the details of consent and check their
willingness to give consent.

How to inforn;s:;)éi(;t of details of Hovalltﬁ];ﬁglttge"
consent

Written Written(sign or stamp)

Tel Voice
Tel(brief items)+internet(details) Voice + click
Internet Click
Sending emails Receiving emails
Other similar methods

Guidance on the details of consent

The details of consent should be prepared in plain language via writing, telephone, internet,

mobile app, email, etc. so that anyone can easily understand it; if it conveyed by voice, use

a normal conversation pace.

% Avoid the excessive use of legal terms and long phrases. If you must use professional terms,
then provide explanations separately.

Confirmation of the details of consent

Willingness to consent should be checked explicitly through signs/stamps or voice for the
information subject, or email indicating ‘consent,” ‘consent’ clicked on the internet
homepage, etc. which indicate active actions or statement.

% To check willingness to consent, you can use a way to inform the details of
consent.

- Do not make a phone call to demand consent without differentiating between the
items requiring consent and not requiring consent. Just because the phone call
goes through, it does not mean that they are willing to give consent.

- Even when they prepare a personal information handling consent document online,
the Consent check box should not be set to Yes by default.*

* If the Consent box is set to Yes on the internet homepage, then then the data subject might
skip to the next screen without reading it, in which case it cannot be assumed that consent
has been given.
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SEMIEN Incorrect case of settina the Consent box in the personal information handlina
13 consent document to Yes bv default
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- Since there are increasingly numerous and diversifying cases of personal information
handling, there can be many complex issues to be reported when the data subject gives
consent.

- You must seek out various ways to ensure that the data subject fully understands
the necessary information for giving consent, and then decides whether to give
consent and expresses their willingness.

Reference 4 Case of ruling related to lawful consent(Supreme court 2014 Du
2638)

(O Lawful consent means that the user can freely exercise their right to make a decision on
personal information. To make sure that ordinary users can easily understand the specifics
of the legal notice, the entire legal notice should be clearly indicated.

@ In addition, even if your user is likely to realize that consent is being sought as well as the
legal notices, it is not sufficient, but you have to make sure users are fully aware of the fact
and are making a voluntary decision to give consent.

(® By placing the legal notice section very close to the user's consent section, allow users to
fully understand the legal notice before granting consent, and the expression of willingness

to give consent should be made under the condition where users clearly understand that
they are giving consent.
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® Consent from a child under age 14

When obtaining consent to process the personal information of a child
under age 14, you must obtain consent from their legal representative.

- The minimal information necessary to obtain consent from a legal guardian can be directly
collected from a child without consent from their legal representative.

* In general, a parent as a parental authority plays the role of legal representative, but
depending on circumstances, the legal representative may be a custodian appointed by the
court.

- In case of non-face-to-face membership signup such as on the internet, for the check of
whether the person is 14 years or older, it is desirable for the information subject to enter
the legal date of birth on their own or check the field “14 years or older” on their own.

How to verifv whether the person is below the aae of 14 vears old
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Guarantee of Rights to Select for Information Subject

@) Items not requiring consent should be excluded from the scope of
consent requirements

Differentiate items requiring consent from those not requiring consent, and
exclude those not requiring consent from the scope of consent
requirement.

- If you do not differentiate items requiring consent from items not requiring consent when
demanding consent, it can cause confusion, so be extra careful.

* If the law has special provisions or it is unavoidably necessary to comply with the legal duties,
or for the successful establishment and fulfillment of the contract with the information subject,
etc., and thus you try to collect personal information and use within the scope of goals.

Personal information protection rights

Article 22 (Method of Obtaining Consent) 3When a personal information manager obtains
the consent of an information subject regarding the management of personal information
pursuant to Articles 15 (1) 1, Article 17 (1) 1, subparagraph 1 of Article 23 and Article 24 (1)
1, he or she shall classify the personal information that can be managed without obtaining
the consent of the information subject and the personal information requiring the consent of
the information subject for the purpose of entering into a contract with the information
subject. In such cases, a personal information manager is responsible for proving that the
personal information is information that can be managed without obtaining consent.

- When processing the personal information that does not require consent, it is desirable to
guide the information subject regarding personal information handling items, goals and
basis, etc.

SEMIEY Case of auidina them on the personal information that can be handled without
15 their consent

» Consent to personal information collection and use

| If unavoidably necessary for fulfillment of legal duty or due to the existence of special |pr0visi0ns in the
law, it is possible to collect and use the personal information without consent from the data subject.

1. Basis for collection and use : Framework Act on Consumers, Atrticle 48, Personal Information
Protection Act, Article 15 Paragraph 1 Subparagraph 2

2. Goals of collection : Enforcement of recall duties for defective products
3. Personal information items to be collected : ID, password, email address

4. Ownership and use period : Framework Act of Consumers, Article 48 states the
requirements for recall duty enforcement
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@ Guarantee that the data subject has the actual right to decide whether to
give consent

You should guarantee that the data subject has the actual right to
device whether to give consent or not.

- If the data subject can make a choice, then you should never restrict their use of the service
because they did not give consent.

- In particular, if the setting is such that users cannot move to the next step online
unless they accept the minimal personal information handling necessary, then even
if the data subject gives consent, it does not necessarily mean that their willingness
to give consent is established.

Incorrect case of ensurina users cannot move to the next screen unless consent
) is aiven
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- Generally, in the relation between business owners and workers or administration and
ordinary Korea, there is a limitation of guaranteeing freedom to give consent, and thus it is
desirable to process the personal information on a basis other than the consent granted.

- However, consent can be used as the basis for processing the contact to give
benefits to the data subject or deliver news to them.

Case of consent in the relations between business owners-workers or
administration-citizen.

» (Case that can be interpreted as coercion) If the employer does not fully explain about the
need for and justification of monitoring equipment inside the business premises to workers
or seek out their understanding but still demands them to give consent, then it is highly
likely to be interpreted as coercion.

» (Case of non-coercion) The administration sends a newsletter only if the user gives consent
on the homepage.
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@ Prohibited disadvantages due to refusal to consent

Just because the data subject refuses to give consent or demands the
suspension of handling, etc. you cannot give them disadvantages by
demanding additional fees or rewards.

- Just because the data subject does not consent to the handling of personal information
beyond the scope of minimal personal information handling necessary, you cannot refuse
to supply goods or services to the data subject.

- Personal information necessary for additional goods and service supplies in
addition to the original goods and service supplies

SENIEN Incorrect case of denvina supply of aoods or service due to the reason that thev
18 did not aaree to receive advertisements and marketina

» oo bank refuses to issue credit card because the data subject did not give consent to
advertisement and marketing of check cards, credit cards and loan products.

- If the customer refuses to consent to or demands the suspension of the handling of personal
information, etc. they should not be subject to disadvantages by demanding additional fees,
or

- a deceitful or unfair means or method to cause them to misunderstand the costs or
results of rejecting consent.

- The Personal Information Protection Act states that when obtaining consent, if there are
disadvantages to the information subject should they decline to give consent, the details of
such shall be disclosed to them.

- This does not mean that they can be subject to disadvantages due to
rejection of giving consent, it is more like a provision to require that
you should notify them of the fact that benefits which normally
accompany the consent granted may be absent.

Incorrect case of prohibitina sales of products due to reasons such as
19 reiection of aivina consent to unnecessaryv personal information
handlina

Example

> If a business operator with monopoly status uses their own position to demand the
purchase of additional products or services and decides not to sell the original service or
products if they do not accept the personal information handling related to it, then it is
likely to be a violation of the Personal Information Protection Act.
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How to Prepare Consent
and Handling Items

Checkpoints before Preparing Consent

@® Check the personal information necessary for business handling
- Determine the minimum personal information that is required for the business to be
handled.

% Example) If you collect additional personal information other than the necessary
personal information for the installation and operation of smartphone app, it can be
a violation of the minimum personal information collection principle.

< Check if there is uniquely identifying information* or sensitive information**.

* Uniquely identifying information: Resident registration number, passport number, driver's
license number, foreigner registration number
** Sensitive information : ideology, belief, admission to or withdrawal from a trade union or
political party, political opinions, health, sexual preference, and other personal information that
is likely to markedly threaten the privacy of any data subject

@ Check if consent is required

- Check if it is necessary to obtain consent(if there is a legal basis).

- If consent is required, then prepare a consent document; if not, then guide the
subject on the basis for collection and use.
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Reference 5 Cases where it is possible to collect and use personal information
without consent

1. Where there are special provisions in the law or it is unavoidably necessary to comply with
legal requirements

2. Where it is unavoidably necessary to fulfill the duties set forth for a public organization
according to the law

3. Where it is unavoidably necessary to fulfill and establish the contract with the data subject

4. Where it is deemed obviously necessary for the physical safety and property interests of a
subject of information or a third party when the subject of information or his or her legal
representative cannot give prior consent because he or she is unable to express his or her
intention or by reason of his or her unidentified address, etc.

5. Where it is necessary to achieve the fair benefits of the personal information controller and
such has obviously higher priority than the rights of the data subject. In this case, it shall be
limited to cases where it is significantly relevant to the fair benefits of the personal
information controller and it does not exceed the scope of reasonable benefits.

% However, ICT service providers can collect and use personal information from the data
subject without consent in the following cases.

1. The personal information is necessary for fulfillment of the ICT service supply contract
and it is difficult to obtain consent for due to economical or technical reasons

2. Itis necessary for fee settlement due to ICT service supply

3. There are special provisions in other laws

- Avoid the handling of sensitive or uniquely identifying information as much as possible.

- If there is a ground in the laws or separate consent is obtained, then handle it.

% can handle the resident registration number only if the law, president’s ordinance
and so on have specific grounds in them.

- If the information subject is a child under age 14, you should obtain consent from their
legal representative.

® Check the ownership period for personal information

- Set the ownership period of personal information collected and used.
% See the relevant laws or internal privacy policy.

- If the retention period is not set forth throughout the privacy policy, then considering the
business characteristics, set the minimal retention period necessary.
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@ Confirmation of personal information supply to a third party

-« Check whether it is necessary to supply personal information to a third party.

- 1. A person who receives personal information, 2. Goals of use of personal
information by a person who receives it 3. Personal information items provided, 4.
Ownership/retention period of personal information for a person who receives it 5.
Whether they can refuse consent and if there are disadvantages due to rejection,
and the details of such disadvantages.

- Check whether is necessary to get consent for supply to a third party.

Reference 6 Case where it is possible to supply personal information to a third
party without consent

1. Where there are special provisions in the law or it is unavoidable for compliance with the
legal duties

2. Where it is unavoidably necessary to fulfill the duties set forth for a public organization
according to the law

3. Where it is deemed obviously necessary for the physical safety and property interests of a
subject of information or a third party when the subject of information or his or her legal
representative cannot give prior consent because he or she is unable to express his or her
intention or by reason of his or her unidentified address, etc.

X When it is supplied to a third party overseas, you must obtain consent from the data
subject.

- If the information subject is a child less than age 14, you should obtain consent from their
legal representative.

(® Check whether personal information handling business is consigned

+ When consigning a personal information handling business, there is no need to obtain
consent from the data subject regarding consignment.
% Must post information such as consignment facts, consignment details and consignee on the
homepage, etc.

® Check whether the personal information is used or supplied for purposes
other than the intended purpose

- If you want to change the consented items(item, purposes, ownership and use period, etc.),
you should notify the subject accordingly and obtain their consent.

- If you want to use the personal information being collected and used for purposes other
than the goals of its collection, or supply it to a third party due to changes in the business
environment, separate consent should be obtained.
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Reference 7 Case of using personal information for purposes other than the

intended purpose of use, or supplying it to a third party

« If there is no possibility of unfairly infringing the benefits of the data subject or third party, and
the use falls under any of the following categories, it is permitted.

1.
2.
3.

When separate consent is obtained from the data subject

When there are special provisions in other laws

Where it is deemed obviously necessary for the physical safety and property interests of
a subject of information or a third party, when the subject of information or his or her
legal representative cannot give prior consent because he or she is unable to express
his or her intention or by reason of his or her unidentified address, etc.

Where using personal information for any purpose other than the intended purpose or a
failure to provide a third person with such information makes it impossible to perform
affairs provided for in any other Act, and this has undergone deliberation and resolution
by the Protection Committee

. Where it is necessary to provide personal information to a foreign government or

international organization to fulfill a treaty or other international convention
Where it is necessary for the investigation of a crime, indictment and prosecution
Where it is necessary for a court to proceed with trial-related duties

Where it is necessary for the enforcement of punishment, probation and custody

X ICT service providers are subject to 1 and 2 only, while public organizations are subject to 4

through 8.

@ Check the disadvantages if consent is refused

- Need to clarify the details of benefits provided when consent is granted.

% Unfair disadvantages such as rejection of service or goods sales not directly

relevant to the personal information handling should not be applied.
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Preparation of consent. *Written consent including e-
document

@ Indicate the title of consent
- Prepare the title of consent to make sure that they can easily understand the goals and
content of consent.

% Example) Consent to personal information collection and use for the oo event

- If you want to supply it to a third party as well as to collect and use the information,
indicate this fact as well.

% Example) Consent to personal information collection and use and supply to a third
party for OO membership signup

@ Indicate the details of consent

- Prepare the details related to items, goals, details, ownership and use periods of personal
information to be handled.

Examples

M Details of personal information collection and use

Iltems Goals of collection/use Ownership/retention period
Name, tel Sending SMS with ads 1vyear

+ Necessary items for preparing consent documents include: i) Font size should be at least 9
points and 20% larger than fonts used for other contents, ii) Font color or underline should
be used to clearly indicate the content, iii) If there are too many consent items and it is
hard to distinguish each of them, the critical items should be clearly marked so that they
can be distinguished from others.

Check critical items in the consent document

(D The fact that a data subject may be contacted to promote goods or services or solicit
purchase thereof using the data subject’s personal information with respect to the
purpose of collecting and using personal information

(2 Sensitive information to be processed
Uniquely identifying information to be processed such as passport number, driver’s
license number, and alien registration number

(® The period of retaining and using personal information (in the case of provision,
meaning the period of retaining and using personal information by the recipient)

@ The recipient of personal information and the purpose for which the recipient of the
personal information uses such information.
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® Mark the details of supply of personal information to a third party (if
necessary)

When asking for their consent to personal information collection and use, you must clearly

distinguish each consent item and make sure that the information subject can clearly
understand them.

If you try to obtain separate consent, i) Prepare separate consent documents and

get a sign and stamp on each of them, ii) Prepare only one consent document but

indicate consent boxes for collection/use and supply separately but get only one
signature or stamp.

Examples
Recipient Supplied items Goals of supplies Ownership/retention period
00 Co Name, age, tel Marketing and ads 1 year and 6 months

X You have the right to refuse to consent to supply the above personal information. Please note that if
you do, you will no longer receive marketing or ads services.

| hereby agree to supply the personal information above.

Year Month Date
Name (sign or stamp)

< If the information subject is a child under age 14 >
| hereby accept the personal information collection and use policy specified above.

Year Month Date

Name of legal guardian (Sign or stamp)

oo company

@ Indicate the details of handling sensitive and uniquely identifying
information (if necessary)

- If there is a need to obtain consent from the data subject before handling sensitive or
uniquely identifying information, you should prepare a separate consent document, as
shown in the following example.

# If it is unavoidably necessary due to the legal background, etc., it is desirable to guide them
regarding this fact.

Indicate that they can refuse to consent to providing sensitive and uniquely identifying
information and the details of the disadvantages of refusing if any exist.
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Example Sensitive information

We hereby collect and use the following sensitive information.

Items

Goals of collection/use

Ownership/retention period

Health information

Supply of customized health
information

3years

X You have the right to refuse to consent to the above personal information handling.
Please note that if you refuse, there may be limitations on the use of the customized health

information.

| hereby accept the sensitive personal information policy specified above.

Year Month Date
Name (sign or stamp)

< If the information subject is a child under the age of 14 >
| hereby accept the personal information collection and use policy specified above.

Year Month Date
Name of legal guardian

(Signature or

oo company

Example Unique identification information

As follows, we hereby collect and use the following uniquely identifying information.

Iltems

Goals of collection/use

Ownership/retention period

Passport number

Used to identify the person,
when issuing an entry permit.

2 years

X You have the right to refuse to consent to our handling of the above uniquely identifying information.
Please note that if you refuse, there can be limitations on entry permit issuance or your identification.

| hereby agree to the handling of sensitive personal information policy specified above.

Year Month Date
Name (sign or stamp)

< If the information subject is a child under 14 >
| hereby accept the personal information collection and use policy specified above.

Year Month Date
Name of legal guardian

(Sign or stamp)

- Resident registration number cannot be handled based on consent from the data subject.

oo company

- The resident registration number can be handled only if the laws, president's
decree, national assembly rules, supreme court rules, constitutional court’s small
rules, central election management committee’s rules or the board of audit and
inspection of Korea’s rules specifically demands or permits its handling.
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® Mark the details of personal information handled without the consent

of the data subject

Prepare the items for which the personal information can be handled without the consent of
the data subject as shown in the following example and guide them accordingly.

Examples
According to Article 15 Paragraph 1 Subparagraph 3 of the personal information protection act, we
will collect and use the personal information.

. L Goals of personal information . .
Personal information item pers Basis for collection
collection and use

Name, date of birth, address, . . . r
© o license issuance and reissuance o o related act

o o license

® Indicate the personal information controller

- At the bottom of the consent document, indicate the personal information controller.
% When the consignee collects personal information instead of the personal information
controller, make sure to indicate the personal information controller and the consignee

information separately.
Examples
| hereby accept the personal information collection and use policy specified above.

Year Month Date
Name (sign or stamp)

< If the information subject is a child under 14 >

| hereby accept the personal information collection and use policy specified above.

Year Month Date

Name of lenal auardian (Sign or stamp)

Dear oo company (Consignee A A company)

@ Indication of the right to refuse consent, and disadvantages resulting

therefrom
If the information subject can refuse consent and there are disadvantages due to rejection,

then indicate the details of such disadvantages.
% Ex)You have the right to refuse to consent to supply the above personal information. If you

refuse consent, then you cannot receive the OO service provided.
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Actions after granting consent

@® Confirmation of the willingness of consent

Expression of willingness to give consent should be checked by signature or seal, etc.

If the data subject is a child under 14 then check whether the legal representative gave
consent.

@ Verification of consent

It is the duty of the personal information controller to verify whether the personal
information handled is really necessary for business execution.

If the personal information is handled based on obtained consent, then in the event of

possible disputes regarding the basis for handling the personal information, you should be

able to verify that consent was actually obtained.

- Itis possible for the personal information controller to freely select a verification method as
long as it can verify that the data subject made a decision based on their own free will.

* Recording, written consent stored, etc.
- However, it is not desirable to handle additional personal information beyond the personal
information currently handled for the reason of verifying consent.

* If you obtain consent from the data subject to process their name, telephone number or
address and then mark additional profile such as date of birth on the consent stored for
verification of consent, this type of processing is a case of incorrect handling of personal
information.

% If an ICT service provider obtains consent to collect and use the personal
information of users, then the special provision of Article 39-3 of the
Information Protection Act is applied. (Reference 8)
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Reference 8 Special case of ICT service providers
||

B Strict classification of required and optional consent items

+ Business operator should obtain separate consent for both required items* and optional items
when collecting personal information.

* Personal information that must be obtained to provide the service

** Personal information requested of the user based on needs of the business operator or
additional functions of the service

% When signing up for a membership at the homepage of an online shopping mall,
contact(email address, and so on) for product ads should be an optional item, not a
required item, so that separate consent can be obtained for it.

» Cautions for setting the required consent item necessary for the service supply

 Even if the personal information is supplied after obtaining users’ consent from other
business operators according to Article 17 of the personal information protection act,
you should review the goals, items, use and storage periods and so on agreed upon
by users to make sure that only the minimum personal information is provided.

- In this case, the information is not directly collected from the user, and thus there is no need
to obtain consent as set forth in Article 15 and Article 39-3 Paragraph 1 of the personal
information protection act, but you must indicate the content related to the privacy policy so
that users can check it anytime they want to.

+ In addition, make sure that optional consent items are divided into different service goals and
users can give consent on each of them separately, thus enabling the user's selective
decisions regarding the supply of their personal information.

- Optional consent items should not indicate the service goals too broadly but should be
specific enough to get consent from the data subject.

B How to check the consent from the legal representative

+ Recently, there are many incidents involving supply of inadequate data for children or
collection of children’s personal information without consent from their legal representative
through ICT services in which new technologies such as Al are applied, thus the special
provision for ICT service providers states how to obtain consent from the legal representative
to reinforce personal information protection for children.

+ If the ICT service provider tries to obtain consent from the legal representative of a child
below age 14 regarding personal information handling, etc. you can use one of the following
methods to check if the legal representative has granted consent.

* Even if consent is obtained from the legal representative, in some cases, it is unofficial consent or

even worse, no consent is obtained at all, thus you must check whether the legal representative
actually granted consent.
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Method of Confirming Legal Representative’s Consent(Enforcement decree Article 48-3)

1. Having the legal representative indicate whether he or she consents on the website that specifies the
consent items, and informing the legal representative via mobile text message that the information and
communications service provider confirmed the indication of consent

2. Having the legal representative indicate whether he or she consents on the website that specifies
the consent items, and receiving credit, debit, etc. card information of the legal representative

3. Having the legal representative indicate whether he or she consents on the website that specifies
the consent items, and verifying the identity of the legal representative via an identity verification
process on the legal representative’s mobile phone, etc.

4. Issuing or delivering the document that specifies the consent items to the legal representative directly or
via mail or fax, and having the legal representative submit the document after signing and affixing a seal
on the document with respect to the consent items

5. Sending an email that specifies the consent items and having the legal representative send an e-
mail with an indication of consent

6. Informing the legal representative of the consent items and receiving the legal representative’s
consent via phone call, or providing the legal representative with the means (e.g., web address) to
confirm the consent items and obtaining the legal representative’s consent via a phone call

7. Other methods of informing the legal representative of the consent items and confirming the legal
representative’s indication of consent in a manner comparable to subparagraphs 1 through 6

8. Ifitis difficult for an Information and Communications Service Provider, etc. to indicate all the
consent items due to the particular nature of the medium by which the personal information is
collected, the information and communications service provider may provide the legal
representative with the means to confirm the consent items (e.g., web address, telephone number
of the workplace, etc.).

Collection and use without consent

(Article 39-3 Paragraph 2 Subparagraph 1 of the Personal Information Protection Act, service
use details related personal information) If the personal information is necessary for service
contract fulfillment, even if the business operator collects the personal information by using
an auto collector or the service use details are created and collected in the service supply
process, the minimal collection principle should apply.

However, if due to the information’s characteristics of being consistently collected during the
course of service supply, if it is difficult to obtain consent every time, then it is possible to collect it
without consent.

Even in this case, you should specify the ownership period, purpose of use and items of
personal information collected, and indicate them in the privacy policy.

» Use of personal information for purposes irrelevant to the fulfillment of the
service supply contract

If personal information is collected for a purpose of use irrelevant to the service contract’s

fulfillment,* it should be classified as an optional consent item subject to separate

consent.
* e.g., behavior pattern information collected from cookies for customized ads for individuals

(Article 39-3, Paragraph 2, Subparagraph 2 of the Personal Information Protection Act,
personal information needed for fee payment) Without consent from the user, it is possible to
collect it, but you still have to collect the minimal information necessary to achieve the goal of
fee payment.

- Corresponding cases are service fee related fee amount, fact of payment or non-payment
and so on, and you cannot collect information irrelevant to fee payment for the purpose of
bond collection and so on.

(Article 39-3 Paragraph 2 Subparagraph 3 of the Personal Information Protection Act, if there are
special provisions in the law) Even if there are special provisions in the Personal Information
Protection Act or other laws, but the collection items are defined too broadly, you should collect,
use and store the minimal personal information within the scope of goals defined by the law.*

*

According to Article 6 of the "Act on Consumer Protection in Electronic Commerce, etc. ; , if you
maintain the trade records and store all the personal information apart from the personal information
needed for identification of the trade subject, then it is likely to violate the minimum collection principle.

IIl. How to Prepare Consent and Handling Items
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Example of Consent Document In Main Areas

® HR:labor

Consent to personal information collection and use and supply to athird party for hiring
drivers (Example)

For the smooth hiring of drivers, we would like to collect and use the following personal information
and supply it to a third party as follows. Read the following carefully and decide whether to grant

consent.

» Details of personal information collection and use

Iltems Goals of collection/use Ownership/retention period
Experien rProc(j:eredln%(\;wthr:f(?rcr;wgn?‘ f 180 days after the the hiring is terminated according to
perience | procedures and contirmation o the "Fair Hiring Procedure Act |
experience and qualifications

% You have the right to refuse to consent to the above personal information collection and use.
But if you do, as recruiting interviews cannot be done smoothly, there may be limitations on hiring.

= Do you consent to the personal information handling as specified aboue? Do not
consent
» Details of sensitive information collected and used
Iltems Goa]s o Ownership/retention period
collection/use
Mental Driver hiring 180 days after the the hiring is terminated according to the
illness(Y/N management Fair Hiring Procedure Act |

% You have the right to refuse to consent to the above sensitive information handling.

But if you do, as recruiting interviews cannot be done smoothly, there may be limitations on hiring.

w Do you consent to the sensitive information handling as specified ab@vg2ent Do nott
consen

> Details of uniquely identifying information collected and used

Goa_ls i Ownership/retention period
collection/use

Driver’s license Driver hiring 180 days after the the hiring is terminated according to the Fair
number management Hiring Procedure Act |

% You have the right to refuse to consent to the above uniquely identifying information handling.
But if you do, as recruiting interviews cannot be done smoothly, there may be limitations on hiring.

Iltems

= Do you consent to the uniquely identifying information handling as specified above?

. . . . Consent Do not
> Detail of supply of personal information to a third party consent
Recipient Goals_ of Sl."ppIIEd Ownership/retention period
supplies items
Proceeding with 180 d L . .
00 — : ays after the the hiring is terminated according to
—_— Experiences
affiliates p%gg P the TFair Hiring Procedure Act |

% You have the right to refuse to consent to the above personal information supply.
But if you do, as recruiting interviews cannot be done smoothly, there may be limitations on hiring.

w- Do you consent to the supply of personal information to a third party as specified above?
Do not

Consent consent

Year Month Date

Name (sign or stamp)
oo company
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® School

Consent to personal information collection and use and supply to athird party for field
trips (sample)

The school would like to collect and use the following personal information and supply it to a third
party for the purpose of field trips scheduled to take place on o month o date oo year. Read the
following carefully and decide whether to grant consent.

> Details of personal information collection and use

Items Goals of collection/use Ownershlp/retentlon
period
Student’s name, grade, class and mobile phone
number, and guardian’s name and mobile phone Operation of the field trip 1lyear
number

*% You have the right to refuse to consent to the above personal information collection and use.
But if you do, there can be limitations on the field trip study.

= Do you consent to the personal information handling as specified abcggn?sem Do not
consent

» Details of sensitive information collected and used

. Ownership/retention
Items Goals of collection/use period
Name of disease, infection period, disease infection Student’s health
1vyear
route management
% You have the right to refuse to consent to the above sensitive information handling.
But if you do, there can be limitations on the field trip study.
== Do you consent to the sensitive information handling as specified ab(%@@,?sem clgzsne?;[t

» Detail of supply of personal information to a third party

Ownership/retention

Receiving i ied i
Goals of supplies Supplied items period

organization

ID check for the person Student’'s name, grade, class
oo army base | entering and exiting the field and mobile phone number 1year

trip site
% You have the right to refuse to consent to the above personal information supply.

But if you do, there can be limitations on the field trip study.
== Do you consent to supply of personal information to a third party as specified above?

Do not
consent

Consent

<Other notice items>

According to Article 15 Paragraph 1 Subparagraph 3 of the Personal Information Protection Act,
we will collect and use the following personal information without the consent of the data

subject.

Reason for personal Personal information . .
information handling items e
Student’s name., date of Article 25 of the "Elementary and Junior High
Academic affairs birth and address, and School Education Act
management guardian’s name and date of| Article 21 of the "School Life Record Preparation
birth and Management Rules |
Year Month Date
Self Name (Sign or stamp)
Name of legal guardian (Sign or stamp)

Dear oo school principal
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@ Health-medical(hospital/clinic, pharmacy)

Consent to personal information collection and use and supply to a third party for SMS
service signup

oo hospital wants to collect and use the following personal information and supply it to a third party
for the smooth supply of SMS service. Read it carefully and decide whether to grant consent.

» Details of personal information collection and use

Ownership/retention period

Iltems Goals of collection/use
Name. tel Vaccine shot guidance, latest 1 vear
T medical information =year
% You have the right to refuse to consent to the above personal information collection and use.

But if you do, there can be limitations on the use of the vaccine shot information or the latest medical

information.
= Do you consent to the personal information handling as specified abygent C%gsne%

> Detail of supply of personal information to a third party
Recglvmg Goals of supplies Supplied items Ownershlp/retentlon
organization period
oo research center Collection of customized Sex, age, interest 1lyear
—_— medical information ' ’

% You have the right to refuse to consent to the above personal information supply.
But if you do, there can be limitations on the use of the customized medical information.
w Do you consent to the supply of personal information to a third party as specified above?
Do not
Consent consent

<Other notice items>
According to Article 15 Paragraph 1 Subparagraph 2 of the Personal Information Protection Act,

we will collect and use the following personal information without the consent of the data subject

Goals of personal
information Personal information items Basis for collection
collection and use
Profile such as address - name - contact - resident| Article 22 of the Medical
Preparation of medical |  registration number, main symptoms, diagnosis Act, Article 14 of the
records results, treatment progress, treatment details and enforcement rule for the
date same act
Year Month Date
Self Name (Sign or stamp)
Name (Sign or stamp)

Legal representative
Dear head of oo hospital
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® Travel agency(travel, lodging, rental)

Consent to personal information collection and use and supply to athird party for
membership signup(sample)

For smooth operation of the membership of the homepage of OO travel company, we would like to
collect and use the following personal information and supply it to a third party. Read the following
carefully and decide whether to grant consent.

» Details of personal information collection and use

Iltems Goals of collection/use Ownership/retention period
Travel product and air ticket
Name(Korean/English), contact reservation, membership mileage 2 year
management

% You have the right to refuse to consent to the above personal information collection and use.
But if you do, there can be limitations on the travel product and air ticket reservation and membership
mileage service use.

= Do you consent to the personal information handling as specified above?

Consent

Do not
consent

> Detail of supply of personal information to a third party

Receiving organization | Goals of supplies Supplied items Ownerspl:alﬁggtentlon
Name, contact, interesting
oo hotel Ads and marketing travel destinations, travel 1vyear
history

% You have the right to refuse to consent to the above personal information supply.
But if you do, there can be limitations on the advertisement and marketing service use.
== Do you consent to the supply of personal information to a third party as specified above?

Do not
consent

Consent

Year Month Date
Name (Sign or stamp)

Dear oo travel agency
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@ Construction

Consent to personal information collection and use and supply to a third party for
membership signup on the homepage(sample)

For smooth operation of the membership on the homepage of OO construction company, we would
like to collect and use the following personal information and supply it to a third party. Read the
following carefully and decide whether to grant consent.

> Details of personal information collection and use

Items Goals of collection/use Ownership/retention period

New house owner recruiting
Name, address, contact information, construction industry 1year
trend information provided.

% You have the right to refuse to consent to the above personal information collection and use.
But if you do, there can be limitations on your use of new house or construction trend information.

w Do you consent to the personal information handling as specified above?
Consent

Do not
consent

» Detail of supply of personal information to a third party

Recipient Goals of supplies Supplied items Ownershlp_/retentlon
period
oo architecture research| Customized construction Name. address. contact 1 vear
center trends information collection ! ' yeal

% You have the right to refuse to consent to the above personal information supply.
But if you do, there can be limitations on your use of the customized construction trend information.
w Do you consent to supply your personal information to a third party as specified above?

Do not
consent

Consent

Year Month Date
Name (Sign or stamp)

Dear oo construction CEO
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® Wired broadcasting company

Consent to personal information collection and use and supply to athird party for wired
broadcasting service signup

For smooth operation of the membership signup for cable TV on the homepage of OO wired
broadcasting company, we would like to collect and use the following personal information and
supply and consign it to a third party. Read the following carefully and decide whether to grant

consent.

> Details of personal information collection and use

Iltems Goals of collection/use Ownership/retention period
Name, address, contact Cable TV service supply 2 year

% You have the right to refuse to consent to the collection and use of the above personal information.
But if you do, there can be limitations on the cable TV use.

w Do you consent to the personal information handling as specified above?

Consent

Do not
consent

» Detail of supply of personal information to a third party

Recipient Goals of supplies Supplied items Ownersphelrpigstentlon

Cable TV satisfaction
level surveys
% You have the right to refuse to consent to the above personal information supply.
But if you do, there can be limitations on the use of the service through cable TV satisfaction surveys.
w Do you consent to supply personal information to a third party as specified above?

Name, tel 1lvyear

oo research

Do not

Consent consent
» Details of personal information handling consignment (notice)
Consignee Business details
0o ICT New cable TV installation and disposal, repair and
maintenance service
Year Month Date
Name (Sign or stamp)

Dear oo cable TV company
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Information Personal Information Handler Must
Know before Obtaining Consent
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Information Information Subject Must Know
before Granting Consent
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