INTRA-GROUP DATA PROTECTION AGREEMENT
集团间数据保护协议
This Intra-group Data Protection Agreement (this “Agreement”) dated as of [DD/MM/YYYY22 March 2024] (the “Effective Date”) is entered into in Beijing:
本集团间数据保护协议（本“协议”）自【20xx年x月xx日】（“生效日期”）起在北京签订。

between
由

[Volkswagen (Anhui) Digital Sales and Services Co., Ltd.] 	Comment by Yin, Feng (EXTERN): Please update the name and address of VWA.
(hereinafter referred as [DSSO])
【大众汽车（安徽）数字化销售服务有限公司】
（以下简称【DSSO】）
duly registered and validly existing under the laws of the PRC, with its domicile at 
[ No. 3456 Zhujiang Road, Hefei Economic and Technological Development Zone,Anhui Province,230091, PRC ]
根据中国法律正式注册并有效存续，其住所地在【中国安徽省合肥市经济技术开发区珠江路3456号】

and
及

CARIAD (China) Co. Ltd.Volkswagen China Investment Company, Limited
(hereinafter referred as “CARIAD CNVCIC”)
大众酷翼（北京）科技有限公司大众汽车（中国）投资有限公司
（以下简称“VCICARIAD CN”）
duly registered and validly existing under the laws of the PRC, with its domicile at [Room 307, 308 of 3F, Tower 1, No. 12 Qishengzhong Street, Chaoyang District, Beijing, 100028, PRC103,104,105,106, Level 1, Level 5 and Level 7, Tower 1, No. 12 Qishengzhong Street, Chaoyang District, Beijing, PRC]
根据中国法律正式注册并有效存续，其住所地在【北京市朝阳区七圣中街12号院1号楼3层307、308北京市朝阳区七圣中街12号院1号楼1层103、104、105、106、5层、7层】

(referred to collectively as “the Parties” or individually “a Party”)
（统称为“双方”，单独称为“一方”）


PREAMBLE
序言
1. The purpose of this Agreement is to adopt appropriate safeguards to ensure the protection of Data when Data is transferred within VGC entities and to ensure compliance with requirements of Relevant Laws and Regulations. 
本协议旨在采取适当的保障措施，确保数据在VGC实体内传输时得到保护，并确保遵守相关法律法规的要求。
2. This Agreement contemplates Data transfer and Processing between the Parties. A Party will be regarded as a Data Provider when it provides Data to the other Party (which will be regarded as a Data Receiver), and it will be regarded as a Data Receiver when it receives Data from the other Party (which will be regarded as a Data Provider). This Agreement applies to all activities in connection with the provision of Data by the Data Provider and the Processing by the Data Receiver (including the Data Receiver’s staff or its subcontractors (if any)) of the Data provided to it by the Data Provider. Under this Agreement, VWA is identified as the Data Provider and the CARIAD CN is identified as the Data Receiver. In the case where the Parties act as Data Provider and Data Receiver respectively and mutually (where applicable), Tthe description of the respective project/matter for and in relation to which the Data is provided and Processed, the purpose and method of the Processing, type of Data as well as the categories of the Data Subjects, shall be specified in writing in Appendix 2 of the Agreement.	Comment by Yin, Feng (EXTERN): Clarifies the roles of VWA and CARIAD CN under this DPA
本协议涵盖双方之间的数据传输和处理。一方在向另一方（将被视为数据接收方）提供数据时将被视为数据提供方，而在从另一方（将被视为数据提供方）接收数据时将被视为数据接收方。本协议适用于与数据提供方提供的数据和数据接收方（包括数据接收方的员工或其分包商（如有））对数据提供方提供给它的数据的处理有关的所有活动。在双方分别和互相作为数据提供方和数据接收方（如适用）的情况下，有关其各自提供和处理数据的项目/事项的说明、处理目的和方式、数据的类型以及数据主体的类别应以书面形式在本协议的附录2中加以规定。
3. [bookmark: OLE_LINK1][bookmark: OLE_LINK2]The Parties must respectively appoint and notify in writing to the other Party an individual who is authorized to respond to any enquiries concerning the Processing of the Data. The detailed information of each Party’s contact person is specified in Appendix 1. If there is a change in or the long-term incapacitation of the contact person, the other Party shall be informed of the successor or the substitute in writing.
双方必须分别指定一名联系人并（将该联系人的联系方式）以书面形式通知另一方，该人员被授权回应有关数据处理的任何询问。各方联系人的详细信息在附录1中规定。如果联系人发生变化或长期不能履职，一方应以书面形式将继任者或替代者的信息通知另一方。





1. Definition
定义
Unless expressly stated to the contrary or where the context requires otherwise, the following terms shall have the following meanings for the purposes of this Agreement and shall be interpreted in light of the applicable laws and regulations: 
除非有明确的相反说明或上下文另有要求，否则就本协议而言，以下术语具有如下含义，并应根据适用的法律和法规进行解释：
“Relevant Laws and Regulations” means the Civil Code of the People's Republic of China, the Cybersecurity Law of the People's Republic of China, the Data Security Law of the People's Republic of China, the Personal Information Protection Law of the People's Republic of China (“PIPL”), the Several Provisions on Automotive Data Security Management (for Trial Implementation), the Security Assessment Measures for Outbound Data Transfers, Measures on the Standard Contract for Outbound Transfer of Personal Information and other laws, administrative regulations and departmental regulations of the People's Republic of China, as well as other laws, administrative regulations and departmental regulations that amend, modify or supplement the aforesaid laws, administrative regulations and departmental regulations, including the subsequent laws, administrative regulations and departmental regulations that supersede the previous ones.
“相关法律法规”是指《中华人民共和国民法典》《中华人民共和国网络安全法》《中华人民共和国数据安全法》《中华人民共和国个人信息保护法》（“《个人信息保护法》”）《汽车数据安全管理若干规定（试行）》《数据出境安全评估办法》《个人信息出境标准合同办法》和中华人民共和国其他法律、行政法规和部门规章，以及对上述法律、行政法规和部门规章进行修改、变更或补充的其他法律、行政法规和部门规章，包括取代以往法律、行政法规和部门规章的后续法律、行政法规和部门规章。
“Personal Data” or “Personal Information” means any and all kinds of information related to identified or identifiable natural persons recorded by electronic or other means, excluding the information handled anonymously, which shall have the same meaning as defined in the PIPL and applicable laws and regulations of the People's Republic of China. Personal Information includes (but not limited to) names, dates of birth, addresses, contact information, identification numbers, biometric information, records and content of communications, accounts and the passwords, property information, credit reference information, whereabouts and tracks, hotel accommodation information, information concerning health and physiology, information on transactions, online identifier and other relevant information.
“个人数据”或“个人信息”是以电子或者其他方式记录的与已识别或者可识别的自然人有关的各种信息，不包括匿名化处理后的信息，其含义与《个人信息保护法》和中华人民共和国的适用法律法规所规定的定义相同。个人信息包括（但不限于）姓名、出生日期、地址、联系方式、身份证号码、生物特征信息、通信记录和内容、账户和密码、财产信息、信用调查信息、行踪和轨迹、酒店住宿信息、健康和生理信息、交易信息、网络标识符和其他相关信息。
“Sensitive Personal Information” means the Personal Information that is likely to result in damage to the personal dignity of any natural person or damage to his or her personal or property safety once disclosed or illegally used, including such information as biometric identification, religious belief, specific identity, medical health, financial account and whereabouts and tracks, as well as the Personal Information of minors under the age of 14, which shall have the same meaning as defined in the PIPL and applicable laws and regulations of the People's Republic of China.
“敏感个人信息”是指一旦泄露或非法使用，容易导致自然人的人格尊严受到侵害或者人身、财产安全受到危害的个人信息，包括生物识别、宗教信仰、特定身份、医疗健康、金融账户、行踪轨迹等信息，以及不满14岁周岁未成年人的个人信息，其含义与《个人信息保护法》和中华人民共和国的适用法律法规所规定的定义相同。
“Important Data” means data that, once tampered with, destroyed, leaked, illegally obtained or illegally used, may endanger national security, economic operation, social stability, public health and security, etc., according to the Several Provisions on Automotive Data Security Management (for Trial Implementation), including geographic information, passenger flow, vehicle flow and other data of important sensitive areas such as military administrative zones, entities of science, technology and industry for national defense, and party and government organs at the county level or above; data reflecting economic operation such as vehicle flow, logistics, etc.; operational data of the automobile charging network; video and image data outside the vehicles that contain face information, license plate information, etc.; personal information of more than 100,000 persons as the subjects of personal information is involved; and other data that may endanger national security, public interests or the legitimate rights and interests of individuals or organizations as determined by the Cyberspace Administration of China ("CAC") and the authorities of development and reform, industry and information technology, public security and transport, etc., under the State Council.
“重要数据”是指一旦遭到篡改、破坏、泄露或者非法获取、非法利用等，可能危害国家安全、经济运行、社会稳定、公共健康和安全等的数据。根据《汽车数据安全管理若干规定（试行）》，包括以下数据：（一）军事管理区、国防科工单位以及县级以上党政机关等重要敏感区域的地理信息、人员流量、车辆流量等数据；（二）车辆流量、物流等反映经济运行情况的数据；（三）汽车充电网的运行数据；（四）包含人脸信息、车牌信息等的车外视频、图像数据；（五）涉及个人信息主体超过10万人的个人信息；（六）国家网信部门和国务院发展改革、工业和信息化、公安、交通运输等有关部门确定的其他可能危害国家安全、公共利益或者个人、组织合法权益的数据。
“Data” means Personal Data and Important Data collectively.
“数据”指个人数据和重要数据的统称。
“PRC” means the People’s Republic of China (excluding Hong Kong, Macau and Taiwan for the purpose of this Agreement).
“中国”指中华人民共和国（就本协议而言，不包括香港、澳门和台湾）。
“Processing” means any operation or set of operations which is performed on Data or on sets of Data, whether or not by automated means, such as acquisition, adaptation, alignment, alteration, blocking, collection, combination, comparison, consultation, deletion, destruction, disclosure, dissemination, erasure, filing, inputting, linking, making available, marking, mining, modification, organisation, provision, recording, restriction, retrieval, sharing, storage, structuring, transfer, transmission, use, etc. “Process”, Processes” and “Processed” shall be construed accordingly.
“处理”指对数据或数据集执行的任何操作或系列操作，无论此类操作是否通过自动化方式，例如采集、改编、校准、变更、拦截、收集、组合、比较、查阅、删除、销毁、披露、传播、擦除、归档、输入、链接、供应、标记、挖掘、修改、组织、提供、记录、限制、检索、共享、存储、建造、转让、传输、使用等。“处理”和“已处理”须据此解释。
“Domestic Data Transfer” means the case where Data collected and generated during operation within the territory of the PRC is transferred within the territory of the PRC.
“国内数据传输”是指在中国境内运营中收集和产生的数据在中国境内传输的情况。
“Cross-Border Data Transfer” means the case where Data collected and generated during operation within the territory of the PRC is transferred abroad or accessed remotely.
“跨境数据传输”是指在中国境内运营中收集和产生的数据被传输到中国境外或远程访问的情况。
“Data Subject” or “Individual” means the natural person identified by or associated with the personal information.
“数据主体”或“个人”是指由个人信息识别或与之相关的自然人。
“Data Provider” means either PRC-located Party which transfers, shares or otherwise provides Data controlled by it (either directly by itself or indirectly by engaging a qualified service provider) to and/or with the other Party in accordance with this Agreement.
“数据提供方”是指位于中国的任何一方，其根据本协议向和/或与另一方转让、分享或以其他方式提供由其控制的数据（由其自身直接提供或通过聘用合格的服务提供商间接提供）。
“Data Receiver” means either PRC-located Party which agrees to receive Data from the other Party and to Process such Data in accordance with this Agreement.
“数据接收方”是指同意从另一方接收数据并根据本协议处理这些数据的位于中国的任何一方。
“Data Processor” includes "Personal Information Processor" and/or "Important Data Processor" and shall have the same meaning as stipulated in the PIPL and applicable laws and regulations of the People's Republic of China.
“数据处理者”包括“个人信息处理者”和/或“重要数据的处理者”，其含义与《个人信息保护法》和中华人民共和国的适用法律法规所规定的相同。
 “Regulatory Authority" means the Cyberspace Administration departments at or above the provincial level and other industrial competent departments such as the Ministry of Industry and Information Technology.
“监管部门”指省级以上网信部门和工业和信息化部等其他行业主管部门。
“Consent” means a voluntary declaration of approval given by the Data Subject by statement or conduct, in written or any other forms.
“同意”是指数据主体通过声明或行为，以书面或任何其他形式，自愿声明同意。
2. Obligations of the Data Provider
数据提供方的义务 
The Data Provider warrants and undertakes that:
数据提供方保证和承诺：
2.1. It shall comply with the terms of this Agreement and all Relevant Laws and Regulations as applicable. Any Processing and provision of Data to the Data Receiver shall be limited to what is necessary in relation to the purposes for which such Data are Processed as specified in Appendix 2.
遵守本协议的条款和所有适用的相关法律法规。任何处理和向数据接收方提供数据应限于与附录2中规定的该等数据的处理目的有关的必要内容。
2.2. Its acquisition and collection of the Personal Data is in full compliance with the Relevant Laws and Regulations. It shall properly preserve the proof of such compliance, and provide proof of such compliance to the Data Receiver in accordance with Relevant Laws and Regulations or as agreed by both Parties. The failure to provide such evidence and/or proof within a reasonable period shall be considered as a severe breach of the Agreement for which the Data Provider shall be liable under Article ‎7, and the Data Receiver shall also have the right to terminate the Agreement pursuant to Article ‎6.
对个人数据的获取和收集完全符合相关法律法规的规定。数据提供方应妥善保存该等合规的证据，并根据相关法律法规或经双方达成一致向数据接收方提供该等合规的证据。如未能在合理期限内提供该等证据和/或证明，则应视为严重违反协议，数据提供方应根据第7条承担责任，数据接收方也有权根据第6条终止协议。
2.3. It has obtained any and all necessary Consent, permissions and authorizations from the Data Subject in a lawful and effective manner for the transfer, sharing and provision of any Personal Data to the Data Receiver (including the sub-contractors of the Data Receiver under this Agreement) for further Processing, unless as otherwise stipulated by Relevant Laws and Regulations. The purposes, manners and scope of Processing (including further Processing by the Data Receiver and its sub-contracting circumstance under this Agreement) of Personal Data have been fully disclosed to the Data Subject. The Data Provider shall provide evidence and/or proof of such compliance to the Data Receiver for review in accordance with Relevant Laws and Regulations or as agreed by both Parties. The failure to provide such evidence and/or proof within a reasonable period shall be considered as a severe breach of the Agreement for which the Data Provider shall be liable under Article 7‎, and the Data Receiver shall also have the right to terminate the Agreement pursuant to Article ‎6.
除非相关法律法规另有规定，否则在向数据接收方（包括数据接收方在本协议下的分包商）传输、共享和提供任何个人数据以供进一步处理时，已以合法和有效的方式获得数据主体的任何和所有必要的同意、许可和授权。个人数据的处理目的、方式和范围（包括数据接收方及其在本协议下的分包情况）已向数据主体充分披露。数据提供方须根据相关法律法规或经双方达成一致向数据接收方提供有关遵守规定的证据和/或证明，以供审阅。如未能在合理期限内提供该等证据和/或证明，则应视为严重违反协议，数据提供方应根据第7条承担责任，数据接收方也有权根据第6条终止协议。
2.4. Its collection, Processing and provision of the Important Data to the Data Receiver under this Agreement shall be in full compliance with Relevant Laws and Regulations, in particular for any necessary risk assessment or Data protection impact assessment as applicable. 
其根据本协议收集、处理和向数据接收方提供重要数据应完全遵守相关法律法规，特别是任何必要的风险评估或数据保护影响评估（如适用）。
2.5. It ensures that the Data shared is accurate. Where the Data Provider becomes aware of inaccuracies in the Data shared, the Data Provider will notify the Data Receiver.
其确保共享的数据是准确的。如果数据提供方意识到共享的数据有不准确之处，数据提供方将通知数据接收方。
2.6. It shall implement appropriate technical and organizational safeguards as specified in Appendix 3 to protect the Data to be provided to the Data Receiver. The Data Provider shall be responsible for the security of transmission of any Data in transmission to the Data Receiver by using appropriate technical methods in compliance with Relevant Laws and Regulations, applicable standards and industrial best practice.
其应实施附录3规定的适当的技术和组织保障措施，以保护其将提供给数据接收方的数据。数据提供方应负责使用符合相关法律法规、适用标准和行业最佳实践的适当技术方法，确保向数据接收方传输的任何数据的安全。
2.7. The Data Provider shall ensure that any necessary risk assessment or Data protection impact assessment has been properly conducted in respect of its Processing and provision of Data in accordance with Relevant Laws and Regulations. The Data Provider shall properly preserve the proof and/or documentation of such assessment, either in digital or printed form, and shall provide to the Data Receiver’s in accordance with Relevant Laws and Regulations or as agreed by both Parties. The failure to provide such proof and/or documentation within a reasonable period shall be considered as a severe breach of the Agreement for which the Data Provider shall be liable under Article 7, and the Data Receiver shall also have the right to terminate the Agreement pursuant to Article ‎6.
数据提供方应确保根据相关法律法规对其处理和提供数据适当进行任何必要的风险评估或数据保护影响评估。数据提供方应妥善保存此类评估的证明和/或文件，可以是数字形式，也可以是印刷形式，并应根据相关法律法规或经双方达成一致提供给数据接收方。未能在合理期限内提供此类证明和/或文件的，应视为严重违约，数据提供方应根据第7条承担责任，数据接收方也有权根据第6条终止本协议。
2.8. The Data Provider shall promptly inform and consult with the Data Receiver of any enquiry from a Data Subject, Regulatory Authorities or any other competent authority in relation to the Processing of the Data under this Agreement and shall coordinate further steps with the Data Receiver. The Data Provider is externally responsible for the preservation of the rights of Data Subjects, and it will respond to enquiries from Data Subjects and the authority concerning the provision of the Personal Data by the Data Provider and the Data Receiver’s Processing of the Personal Data according to Relevant Laws and Regulations. Responses requested by the Data Subjects shall be made within a legally required time period and the responses requested by the authority shall be made within a reasonable time provided by the requesting authority.The Data Provider shall provide the Data Receiver with necessary information and reasonable efforts in fulfilling related requests to comply the obligations under Relevant Laws and Regulations within a reasonable period. 	Comment by Yin, Feng (EXTERN): As the Data Controller, VWA should be responsible for responding enquires and requests from the Data Subjects and authorities.
如果数据主体、监管机构或任何其他主管机构就本协议下的数据处理提出任何询问，数据提供方应立即通知数据接收方并与其进行协商，并应与数据接收方协调进一步的步骤。数据提供方为满足相关要求应向数据接收方提供必要的信息和合理的努力，以在合理的期限内履行相关法律法规规定的义务。
2.9. The Data Provider shall ensure it has fulfilled all legal obligations related to Cross-Border Data Transfer, including but not limited to notifying the Data Subjects of Cross-Border Data Transfer and obtaining their separate consent; the signing the Standard Contract and further filing with Regulatory Authority or passing the security assessment held by Regulatory Authority, unless the Regulatory Authority provides different requirements regarding the Cross-Border Data Transfer under this Agreement.	Comment by Yin, Feng (EXTERN): As the Data Controller, VWA should be responsible for fulfilling the obligations of cross-border data transfer.

3. Obligations of the Data Receiver
数据接收方的义务
The Data Receiver warrants and undertakes that:
数据接收方保证并承诺：
3.1. It shall Process the Data provided to it by the Data Provider in compliance with the Relevant Laws and Regulations as applicable and this Agreement.
其应在遵守适用的相关法律法规和本协议的情况下处理数据提供方提供给它的数据。
3.2. Under entrusted processing, Iit shall carry out the Processing adhering to the instructions by the Data Provider as specified in the Appendix 2.  The individual at the Data Provider who is authorised to issue instructions and the recipient of the instructions at the Data Receiver are listed in the Appendix 1. Such instructions, any change, cancelation or supplement of/to the instructions shall be made in written form.
在委托处理下，其应按照附录2中规定的数据提供方的指示进行处理。
3.3. For Processing do not fall into Article 3.2, it shall carry out the Processing for purposes and means determined and agreed by the Data Provider and the Data Receiver as specified in the Appendix 2 and the Data Receiver shall ensure compliance with Relevant Laws and Regulations for any Processing within the agreed scope.	Comment by Yin, Feng (EXTERN): CARIAD CN is the entrusted processor of VWA. Therefore, deleting the clauses related to other processing activities.
对于第3.2条以外的处理，其应按照附录2中规定的数据提供方和数据接收方确定和同意的目的和方式进行处理，数据接收方应确保在约定范围内的任何处理符合相关法律法规。
3.4. Unless as otherwise required by Relevant Laws and Regulations, both Parties shall process Important Data hereunder in accordance with the purpose, method and other agreements set forth in Appendix 2.
除非相关法律法规另有要求，否则本协议项下双方应当按照附录2中规定的处理目的、处理方式等约定处理重要数据。
3.5. It has in place and will follow appropriate technical and organizational measures as specified in Appendix 3 to protect the received Data against accidental or unlawful destruction or accidental loss, alteration, unauthorized disclosure or access, and provide a level of security safeguards appropriate to the risk represented by the Processing and the nature of the Data to be protected.
其已制定并将遵循附录3中规定的适当的技术和组织措施，以保护所接收的数据免遭意外或非法破坏或意外损失、更改、未经授权的披露或访问，并提供与处理所代表的风险和要保护的数据的性质相适应的安全保障措施水平。
3.6. Further, if its technical and organizational measures have been compromised which might led to a failure to fulfil its obligations under this Agreement, it shall inform the Data Provider as soon as reasonably possible and the Parties shall discuss and solve the problem as soon as possible.
此外，如果其技术和组织措施受到损害，可能导致其未能履行本协议项下的义务，则其应合理尽快地通知数据提供方，双方应尽快讨论并解决问题。
3.7. It shall notify the Data Provider immediately when it has reasonable grounds to believe that any instructions given by the Data Provider or any Processing agreed by the Parties may violate Relevant Laws and Regulations.
当其有合理的理由相信数据提供方发出的任何指示或双方同意的任何处理可能违反相关法律法规时，其应立即通知数据提供方。
3.8. Upon the Data Provider’s request, iIt shall cooperate with the Data Provider and take reasonable efforts for assisting the Data Provider to carrying out any necessary risk assessment or Data protection impact assessment as required by Relevant Laws and Regulations. 	Comment by Yin, Feng (EXTERN): As the entrusted processor, CARIAD CN is responsible for assisting VWA to conduct DPIA.
其应与数据提供方合作，并采取合理的努力，按照相关法律法规的要求进行任何必要的风险评估或数据保护影响评估。
3.9. [bookmark: _Hlk171085734]The Data Receiver shall, at the Data Provider's request, assist the Data Provider in responding enquiries from the Data Subjects or the authority concerning the processing of the Personal Data under this Agreement or satisfying the rights of Data Subjects provided by Data Protection Laws and Regulations. However, the Data Receiver shall not bear the legal obligation to respond to the enquiry from a Data Subject, regulator or any other authority in relation to the Processing of any Personal Data under this Agreement due to the reason that the Data Receiver is not the Data Controller under this AgreementIt shall promptly inform and consult with the Data Provider of any enquiry from a Data Subject, Regulatory Authorities or any other competent authority in relation to the Processing of the Data under this Agreement and shall coordinate further steps with the Data Provider. It shall provide Data Provider with necessary information and reasonable efforts in fulfilling related requests to comply the obligations under Relevant Laws and Regulations within a reasonable period. 	Comment by Yin, Feng (EXTERN): As the entrusted processor, CARIAD CN is responsible for assisting VWA to respond enquires and requests from Data Subjects and authorities.
对于数据主体、监管机构或任何其他主管机构就本协议项下数据处理提出的任何询问，其应及时通知数据提供方并与其进行协商，并应与数据提供方协调进一步措施。其为满足相关要求应向数据提供方提供必要的信息和合理的努力，以在合理的期限内履行相关法律法规规定的义务。
3.10. The legal obligations under the Cross-Border Data Transfer scenario shall not be borne by the Data Receiver due to the reason that the Data Receiver is not the Data Controller under this Agreement, unless the Regulatory Authority provides different requirements regarding the Cross-Border Data Transfer under this Agreement. If there is any authority request or enquiry related to Cross-Border Data Transfer scenario, the Data Receiver shall not be the responsible party to respond to such request or enquiry, but the Data Receiver shall be allowed to forward such request to the Data Provider. If requested by the Data Provider, the Data Receiver shall support the Data Provider with fulfilling its legal obligations related to Cross-Border Data Transfer.	Comment by Yin, Feng (EXTERN): As the entrusted processor, CARIAD CN is responsible for assisting VWA to fulfill the obligations of cross-border data transfer.

4. Sub-contractors of Data Receiver
数据接收方的分包商	Comment by Yin, Feng (EXTERN): Updated the sub-contracting requirements based on CARIAD CN's practice.
4.1. For entrusted processing, If the Data Receiver has met the requirements under Article 4.2, the Data Receiver may engage a sub-contractor to carry out the Processing on its behalf. 
4.2. To the extent permitted by and in accordance with applicable laws, where the Data Receiver proposes to engage a sub-contractor to process Data received from Data Provider for the purposes as agreed upon by the Parties, the Data Receiver shall ensure that its sub-contractor engaged pursuant to this Article shall be bound by the terms and conditions that are equivalent to or no less strict than the terms and conditions of this Agreement.the Data Receiver shall only disclose the Data under the Agreement to a third party with the authorization from the Data Provider. Such third parties shall be agreed in writing by both Parties, and would process the provided Data within the purpose and means as listed under Appendix 2.  In addition, the Data may only be disclosed to an authorized third party if the third party is or agrees to be bound by an agreement ensures equivalent contractual safeguards of this Agreement as well as the same data protection level under Relevant Laws and Regulations. In this regard, the Data Provider and the Data Receiver shall document all necessary information and measures taken.
就委托处理而言，数据接收方只应在得到数据提供方的授权后向第三方披露本协议下的数据。该等第三方需经双方书面同意，并仅在附录2约定的处理目的和处理方式内处理提供的数据。此外，只有在第三方受协议约束或同意受协议约束的情况下，才可向经授权的第三方披露数据，该第三方约束协议应确保有本协议的同等的合同保障措施且与相关法律法规规定的数据保护水平相同。在这方面，数据提供方和数据接收方应记录所有必要的信息和采取的措施。
4.3. For Processing do not fall into Article 4.1, the Data Receiver shall notify the Data Provider of such disclosure to third party within a reasonable period and ensure a third party can provide appropriate safeguards under Relevant Laws and Regulations. 
对于第4.1条以外的处理，数据接收方应在合理期限内将该向第三方披露事宜通知数据提供方，并确保第三方能够根据相关法律法规提供适当的安全措施。
4.4. Authorized third parties as permitted according to Article 4.1 or Article 4.2 shall only have access to or Process the Data under the Agreement only when such access or Processing has obtained relevant legal ground such as Data Subject’s separate consent when applicable, unless as otherwise stipulated by Relevant Laws and Regulations. 
除非相关法律法规另有规定，只有在获得相应法律基础例如可适用情况下数据主体的单独同意后，根据第4.1条或第4.2条授权的第三方才能访问或处理本协议项下的数据。
5. International Transfers
跨境传输 
5.1. NO CROSS-BORDER TRANSFER: THE PROCESSING OF DATA UNDER THIS AGREEMENT SHALL EXCLUSIVELY TAKE PLACE WITHIN THE TERRITORY OF PRC.  WHERE THERE ARE TRULY NECESSARY BUSINESS NEEDS FOR CROSS-BORDER TRANSFER, BOTH PARTIES SHALL ENTER INTO A LEGALLY BINDING AGREEMENT IN RELATION TO THE CROSS-BORDER DATA TRANSFER IN ACCORDANCE TO RELEVANT LAWS AND REGULATIONS.
不得跨境传输：本协议项下的数据应仅在中国境内进行处理。确因业务需要需跨境传输的，双方应当根据相关法律法规的规定，就跨境数据传输签订具有法律约束力的协议。   
6. Term and Termination
期限和终止
6.1. This Agreement is concluded for an indefinite period of time and can be terminated by each Party with a prior written notice of 3 months.
本协议的期限为持续生效。各方可在事先书面通知3个月的情况下终止协议。
6.2. Either Party (“Non-breaching Party”) may terminate this Agreement at any time with a written notice to the other Party (“Breaching Party”) if there has been a substantial or persistent breach of the provisions of this Agreement by the Breaching Party, and such breach, if curable, has not been cured and rectified within a reasonable period. 
如果一方（“违约方”）严重违反或持续违反本协议的规定，且该等违反（如可纠正）在合理期限内未被纠正，另一方（“守约方”）可在任何时候向违约方发出书面通知，终止本协议。
6.3. In case of any of the following event, this Agreement shall be terminated and the Data Receiver shall return or delete all copies of the Data it has received from the Data Provider pursuant to request by the Data Provider:
如发生以下任何情况，本协议将被终止，数据接收方应根据数据提供方的要求，归还或删除其从数据提供方处收到的所有数据副本。
(a) the Data Provider and the Data Receiver agree to terminate this Agreement;
数据提供方和数据接收方同意终止本协议；
(b) the Regulatory Authority or court has ruled against the Data Provider or the Data Receiver of Processing of Data based on a claim raised by a Data Subject and/or related subjects regulated under other laws and regulations and no appeal is possible; 
监管机构或法院根据数据主体和/或受其他法律法规监管的相关主体提出的主张，对数据提供方或数据接收方的数据处理作出不利裁决，且无法上诉；
(c) the business necessity for which Data Transfer request has been made in the first place is dissolved.
首先提出数据传输请求的商业必要性已经不存在。
6.4. The Data Provider and the Data Receiver agree that the termination of this Agreement at any time, in any circumstances and for whatever reason does not exempt them from any outstanding obligations and/or rights of each Party to the other party(s) under this Agreement that have already accrued as of the date of such termination as regards to the Processing of the Data transferred or provided.
数据提供方和数据接收方同意，本协议在任何时候、任何情况下以及出于任何原因终止，并不免除双方在本协议项下对另一方就传输或提供的数据的处理在终止之日已经产生的任何未履行的义务和/或权利。
7. Liability 
责任
7.1. Either Party shall be liable to the other Party for any harm it causes by any breach of the Agreement. Liability as between the Parties is limited to damages and losses suffered by the non-breaching Party. The breaching Party shall indemnify, defend and hold harmless the other Party from and against all losses, expenses, liabilities, claims, damages and costs they may incur or suffer arising out of or in relation to any breaches by the breaching Party, including legal fees or loss of profits or revenue and/or any penalties, claims or allegations made by a Data Subject or a government authority over the Processing of Data.
任何一方都应对因其违反协议而造成的任何损害向另一方负责。双方之间的责任限于非违约方所遭受的损害及损失。违约方应赔偿另一方，为其辩护并使其免受由于违约方任何违约引起的或与之相关而可能发生或遭受的所有损失、费用、责任、索赔、损害和成本的影响，包括法律费用或利润或收入的损失和/或数据主体或政府当局对数据处理提出的任何罚款、索赔或指控。
7.2. In the event of a breach of the Agreement by a Party as a result of gross negligence and/or wilful misconducts by other Party, the affected Party shall be entitled to claim back form such Party compensation corresponding to its responsibilities for the damages.
如果一方因另一方的严重疏忽和/或故意不当行为而违反协议，受影响的一方应有权向该方索要与其损害责任相应的赔偿。
8. Other Provisions
其他条款
8.1. Hierarchy. In the event of any contradiction and/ or inconsistency between this Agreement and any other existing agreement in relation to the same projects/matters by and between the Parties to the Agreement at the time of its conclusion or execution, the provisions hereof shall prevail.
层级。如果本协议与协议双方在缔约或签署时就相同项目/事项达成的任何其他现有协议之间存在任何矛盾和/或不一致，应以本协议的规定为准。
8.2. Changes to Agreement. Changes, supplements and amendments to this Agreement or any part hereof require written agreement of the Parties. In particular, both Parties agree that Appendix 2 of this Agreement may be updated and amended by the Parties from time to time on a regular basis in writing (including by email). 
协议变更。对本协议及其任何部分的变更、补充和修改需要双方书面同意。特别地，双方同意，双方可以通过包括电子邮件在内的书面形式定期变更和修改本协议附录2。
8.3. Governing Law. The execution, interpretation and performance of this Agreement and any dispute arising from or in relation to this Agreement shall be governed by PRC laws. 
适用法律。本协议的签署、解释和履行以及因本协议产生的或与本协议有关的任何争议均受中华人民共和国法律的管辖。
8.4. Disputes. The Parties agree that each Party shall have the right to submit all disputes arising from or in relation to this Agreement to the Beijing Arbitration Commission for arbitration in Beijing in accordance with the arbitration rules of the Beijing Arbitration Commission in effect at the time of the application for arbitration. Any arbitration award will be final and binding upon the Parties. In the course of dispute resolution, this Agreement shall be continuously valid and binding upon both Parties except for the part under arbitration.
争议解决。双方同意任何一方都有权将由本协议引起的或与本协议有关的所有争议提交给北京仲裁委员会，按照申请仲裁时有效的北京仲裁委员会的仲裁规则在北京进行仲裁。任何仲裁裁决将是最终的，对双方都有约束力。在争议解决过程中，除正在仲裁的部分外，本协议对双方持续有效并具有约束力。
8.5. Severability. If any provision of this Agreement is found to be invalid or unenforceable, the invalidity of such provision shall not affect the other provisions of this Agreement, and all provisions not affected by such invalidity shall remain in full force and effect.
可分割性。如发现本协议的任何条款无效或不可执行，该条款的无效不应影响本协议的其他条款，所有不受此类无效条款影响的条款应保持全部效力。
8.6. Disclosure. The details of the Data Transfer/Data Sharing are specified in the Appendixes. The Parties agree that this Agreement and the Appendix may contain confidential business information which they will not disclose to any third party, except as required by applicable law or in response to a competent regulatory or government agency, or otherwise expressly permitted under this Agreement.
披露。附录中规定了数据传输/数据共享的详细信息。双方同意，本协议和附录中可能包含机密的商业信息，除非适用法律要求或为响应主管监管机构或政府机构的要求，或本协议另行明确允许，否则不得向任何第三方披露。
8.7. Appendix. The Appendix of this Agreement shall be regarded as integral parts of this Agreement and have binding effect on both Parties. 
附件。本协议的附件应视为本协议不可或缺的一部分，对双方均具有约束力。
8.8. Originals. This Agreement shall be executed in [two (2)] originals, [one] for each Party. Each of the originals shall have same legal effect.
原件。本协议一式【二（2）】份，协议双方各执【一（1）】份。每份原件均具有同等的法律效力。
8.9. Languages. This Agreement is written in both English and Chinese. In the case of any inconsistency between the two language versions, the English version shall prevail.
语言。本协议以英文和中文书写。如果这两种语言版本之间有任何不一致，应以英文版本为准。


(Signature Page)
（签字页）

[Volkswagen (Anhui) Digital Sales and Services Co., Ltd.]
【大众汽车（安徽）数字化销售服务有限公司】
(Company Seal)  
（公司印章）

Legal Representative/entrusted agent 法定代表人/受托代理人：  
_________________(Signature or seal)	       _________________(Signature or seal)	
_________________(签名或盖章)	       _________________(签名或盖章)	

Date日期：	 
 ____________________

CARIAD (China) Co. Ltd.
大众酷翼（北京）科技有限公司[Volkswagen China Investment Company, Limited]
大众汽车（中国）投资有限公司
(Company Seal)
（公司印章）

Legal Representative/entrusted agent 法定代表人/受托代理人：  
_________________(Signature or seal)	       _________________(Signature or seal)	
_________________(签名或盖章)	       _________________(签名或盖章)	

Date日期：	 
 ____________________
	
APPENDIX
附录
The Appendix to this Agreement referred to therein forms an integral part of this Agreement.
本协议附录构成本协议的组成部分。

Appendix 1 - List of Parties
附录1 - 缔约方名单

1.	
	Name: 
名称：
	

	Address: 
地址：
	

	Contact person’s name, position and contact details: (data protection officer where applicable):
联系人的姓名、职位和联系方式（如适用，数据保护官）：
	Name: 
Position: 
Contact Information: 
姓名： 
职位： 
联系方式： 



2.
	Name: 
名称：
	

	Address: 
地址：
	

	Contact person’s name, position and contact details (data protection officer where applicable):
联系人的姓名、职位和联系方式（如适用，数据保护官）：
	Name: 
Position: 
Contact Information:
姓名： 
职位： 
联系方式： 




Appendix 2 Description of the Project/Matter and Data Processing (CARIAD CN VCIC as Receiver) 
附录2 项目/事项描述和数据处理（CARIAD CNVCIC作为数据接收方）
EXPLAINATORY NOTE: It must be possible to clearly distinguish the information applicable to each transfer or category of transfers and, in this regard, to determine the respective role(s) of the Parties as Data Provider(s) and/or Data Receiver(s) and processing purposes, processing method, data categories and etc. in correspondence to ensure sufficient clarity to description of related processing activities.
解释性说明：必须能够清楚区分适用于每项传输或传输类别的信息，并在这方面确定双方作为数据提供方和/或数据接收方的各自角色、处理目的、处理方式、数据类别等，以确保相关处理活动的描述足够清晰。
1. Role of Parties
缔约方角色
	Data Provider: 
数据提供方：
	Volkswagen (Anhui) Digital Sales and Services Co., Ltd
大众汽车（安徽）数字化销售服务有限公司

	Data Receiver: 
数据接收方：
	CARIAD (China) Co. Ltd.
大众酷翼（北京）科技有限公司Volkswagen China Investment Company, Limited
大众汽车（中国）投资有限公司


2. The project/matter
项目/事项
 (Description of the project/matter for and in relation to which Data is provided by the Data Provider to the Data Receiver for further Processing)
（描述数据提供方向数据接收方提供数据供进一步处理的项目/事项以及与之有关的项目/事项）


Connected services on MEB-platform vehicles.
…………………………………………………………………………………………….
3. Purpose of the Data Processing:
数据处理的目的：

Delivering connected services to customers with the approach of the need-to-share basis, limited to the use case, secure processing, in line with the law and regulatory requirements, and in good faith.

……………………………………………………………………………………………..
4. Method of the Data Processing:
数据处理的方式：

· Data shall be used only for processing purposes as stated in subsection 3 above.
数据仅可以被用于上述第3点所述的处理目的。
· Data will be processed and stored only within the territory of PRC.
相关数据将仅在中国境内进行处理和保存。
· Data processing adopts following the technical measures outlined in Appendix 3- 
数据处理采用附录3中相关技术措施的要求。
· Data may be provided to/entrusted to process by third parties upon written agreement by both Parties pursuant to Article 4.1 or Article 4.2 of this Agreement (where applicable).
经双方依据本协议第4.1条或第4.2条书面确定第三方后（如适用），数据可能被提供给第三方/委托第三方处理。
· Subject to relevant laws and regulations or relevant internal policies, Data will be stored only for the minimum period necessary for the processing purpose referred to in subsection 3. After the expiration of the storage period, relevant Data will be deleted or anonymized.
受限于相关法律法规或相关内部政策，数据存储期限为第3点处理目的所必需的最短时间；存储期限届满后，相关数据将被删除或匿名化处理。
· For the purpose of carrying out Usage Based Insurance (UBI) and Product optimization Project via data-driven development, CARIAD CN should grant Volkswagen Group (China) Technology Company Limited, an entrusted processor of the VWA, the access to the Driving Reflection Module (DRM) data during the validity period of this Agreement. By referring to Information Security Technology - Personal Information Security Specification (GB/T 35273-2020), the type of personal data in the DRM system only includes the de-identified VIN.  


………………………………………………………………………


Intra-group Data Protection Agreement (Used for Data Exchange between VGC Entities)
集团间数据保护协议（适用于VGC实体间的数据交互）


5. 
INTERNAL

INTERNAL
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6. Types of Data:
数据类型：
Types of Personal Data
个人数据类型
	Personal Information Involved
涉及个人信息
	Data categories 
数据类别 
	List of Personal Data	Comment by Wu, Jianxiong (Jeff) (C|GG): To VWA: CARIAD CN is internally collecting information. Will update in next round.
个人数据清单

	☐
	Basic personal information
个人基本资料
	

	
	
	

	☐
	Personal identity information
个人身份信息
	

	☐
	Personal education/
professional information
个人教育工作信息
	

	
	
	· 

	
	
	· 

	☐
	Personal biometric information
个人生物识别信息
	

	☐
	Online identity information
网络身份标识信息
	

	
	
	

	☐
	Personal healthy and physiology information
个人健康生理信息
	

	☐
	Information of often used equipment
个人常用设备信息

	

	
	
	

	
	
	

	
	
	

	☐
	Personal location  information
个人位置信息
	

	☐
	Personal property information
个人财产信息

	

	☐
	Personal Communication Information
个人通信信息
	

	☐
	Contact Information
联系人信息
	

	
	Personal Web Surfing Records
个人上网记录
	

	☐
	Others
其他信息

	

	
	
	

	
	
	

	
	
	

	☐
	
	



Special Notes: Personal information that constitutes sensitive personal information according to Information security technology- Personal information security specification (GB/T 35273-2020) in the table above are underlined for your reference. 
特别说明：上表中根据《信息安全技术-个人信息安全规范》（GB/T 35273-2020）属于敏感个人信息的个人信息以下划线进行显示，供参考。
Types of Important Data
重要数据类型
	Important Data Involved
涉及重要数据
	Data categories
数据类别
	List of Important Data
重要数据清单

	☐
	Personal information of more than 100,000 persons as the subjects of personal information is involved
涉及个人信息主体超过10万人的个人信息
	

	☐
	Geographic information, passenger flow, vehicle flow and other data of important sensitive areas such as military administrative zones, entities of science, technology and industry for national defense, and Party and government organs at the county level or above;
军事管理区、国防科工单位以及县级以上党政机关等重要敏感区域的地理信息、人员流量、车辆流量等数据
	

	☐
	Data reflecting economic operation such as vehicle flow, logistics, etc.
车辆流量、物流等反映经济运行情况的数据
	

	☐
	Operational data of the automobile charging network
汽车充电网的运行数据
	

	☐
	Video and image data outside the vehicles that contain face information, license plate information, etc.
包含人脸信息、车牌信息等的车外视频、图像数据
	

	☐
	Other data that may endanger national security, public interests or the legitimate rights and interests of individuals or organizations as determined by the Cyberspace Administration of China ("CAC") and the authorities of development and reform, industry and information technology, public security and transport, etc., under the State Council.
国家网信部门和国务院发展改革、工业和信息化、公安、交通运输等有关部门确定的其他可能危害国家安全、公共利益或者个人、组织合法权益的数据。
	



7. Categories of Data Subjects:
数据主体类别
	
	Data subject
数据主体
	Description
描述
	Examples
示例

	☐
	Employees
雇员
	Employees of the Group Company (in terms of the responsible unit)
集团公司的雇员（以责任单位为准）
	e.g. jobholder, trainee, former employees
例如，在职人员、实习生、前雇员

	☐
	Group Employees
集团雇员
	Employee of another Group Company (in terms of a member of the Volkswagen Group, but not of the responsible unit)
另一个集团公司的雇员（就大众集团的成员而言，但不是负责单位的雇员）
	e.g. from Volkswagen AG point of view: Employees of AUDI, FSAG, PORSCHE etc
例如，从大众汽车公司的角度来看：AUDI、FSAG、PORSCHE等公司的员工

	☐
	Partner Companies Employees
合作公司雇员
	Employees of a supplier, service provider, Joint-Venture, temporary employment agency
供应商、服务提供者、合资企业、临时就业机构的雇员
	e.g. employees of IT service providers, suppliers, employees of Joint-Ventures, temporary workers
例如，IT服务提供商的雇员、供应商、合资企业的雇员、临时工等

	☐
	Customers
客户
	Each person that has a business relationship (with the respective responsible unit)
每个有业务关系的人（与各自的责任单位）
	e.g. purchasers of cars, bank customers, policyholders, renters
例如:汽车购买者、银行客户、投保人、租客

	☐
	Other Business Partners
其他商业伙伴
	Each (natural or legal) person that has a business relationship (with the respective responsible unit), except customers)
每个（自然人或法人）与（各自负责的单位）有业务关系的人，但客户除外
	e.g. suppliers, importers, or service partners themselves; intermediator, shareholders, freelancers, etc.
例如，供应商、进口商或服务伙伴本身；中介机构、股东、自由职业者等

	☐
	Outsiders
外部人员
	Each person that has no business relationship with the respective Group Company (responsible unit)
与各集团公司（负责单位）没有业务关系的每个人
	e.g.visitors, guests, interested persons, applicant
例如：参观者、客人、感兴趣的人、申请人

	☐
	Children
儿童
	Minors under 14 years of age
未满14岁的未成年人
	


8. 
9. Reference to the service agreement / main agreement between the Parties (if any)
参考双方之间的服务协议/主协议（如有）
……………………………………………………………………………………………..
(Agreement name, number, date)
（协议名称、号码、日期）





Appendix 2-2 Description of the Project/Matter and Data Processing (VCIC as Provider) 
附录2-2 项目/事项描述和数据处理（VCIC作为数据提供方）
EXPLAINATORY NOTE: It must be possible to clearly distinguish the information applicable to each transfer or category of transfers and, in this regard, to determine the respective role(s) of the Parties as Data Provider(s) and/or Data Receiver(s) and processing purposes, processing method, data categories and etc. in correspondence to ensure sufficient clarity to description of related processing activities.
解释性说明：必须能够清楚区分适用于每项传输或传输类别的信息，并在这方面确定双方作为数据提供方和/或数据接收方的各自角色、处理目的、处理方式、数据类别等，以确保相关处理活动的描述足够清晰。
1. Role of Parties
缔约方角色
	Data Provider: 
数据提供方：
	Volkswagen China Investment Company, Limited
大众汽车（中国）投资有限公司

	Data Receiver: 
数据接收方：
	Volkswagen (Anhui) Digital Sales and Services Co., Ltd
大众汽车（安徽）数字化销售服务有限公司


2. The project/matter
项目/事项
(Description of the project/matter for and in relation to which Data is provided by the Data Provider to the Data Receiver for further Processing)
（描述数据提供方向数据接收方提供数据供进一步处理的项目/事项以及与之有关的项目/事项）

…………………………………………………………………………………………….
3. Purpose of the Data Processing:
数据处理的目的：


……………………………………………………………………………………………..
4. Method of the Data Processing:
数据处理的方式：
· Data shall be used only for processing purposes as stated in subsection 3 above.
数据仅可以被用于上述第3点所述的处理目的。
· Data will be processed and stored only within the territory of PRC.
相关数据将仅在中国境内进行处理和保存。
· Data processing adopts following the technical measures outlined in Appendix 3- 
数据处理采用附录3中相关技术措施的要求。
· Data may be provided to/entrusted to process by third parties upon written agreement by both Parties pursuant to Article 4.1 or Article 4.2 of this Agreement (where applicable).
经双方依据本协议第4.1条或第4.2 条书面确定第三方后（如适用），数据可能被提供给第三方/委托第三方处理。
· Subject to relevant laws and regulations or relevant internal policies, Data will be stored only for the minimum period necessary for the processing purpose referred to in subsection 3. After the expiration of the storage period, relevant Data will be deleted or anonymized.
受限于相关法律法规或相关内部政策，数据存储期限为第3点处理目的所必需的最短时间；存储期限届满后，相关数据将被删除或匿名化处理。


Intra-group Data Protection Agreement (Used for Data Exchange between VGC Entities)
集团间数据保护协议（适用于VGC实体间的数据交互）



5. 
INTERNAL

INTERNAL
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6. Types of Data:
数据类型：
Types of Personal Data
个人数据类型
	Personal Information Involved
涉及个人信息
	Data categories 
数据类别 
	List of Personal Data
个人数据清单
	Sub-Data categories
子数据类别
	Example for Data
数据示例

	
	Basic personal information
个人基本资料
	
	Private information and contact 
私人信息和联系方式
	Surname, given name, sex, address, email-address, phone number, mobile phone number, date/place of birth, nationality etc.
姓氏、名字、性别、地址、电子邮箱地址、电话号码、手机号码、 出生日期/地点、国籍等

	
	
	
	Data regarding personal circumstances & characteristics
个人情况和特点数据
	Data of spouse or children, marital status, portrait photo,  entry and exit data etc. 
配偶或子女数据、婚姻状况、肖像照片,出入境数据等

	
	Personal identity information
个人身份信息
	
	Private identification data
私人身份数据
	Identification numbers, passport, driver’s license, work permit, assess permit, social security card, resident certificate etc. 
身份证号码、护照、驾驶证、工作证、出入证、社保卡、居住证等

	
	Personal education/
professional information
个人教育工作信息
	
	Job-related contact and (work) organization data
与工作有关的联络和（工作）组织数据
	Company,  area, department, cost center, personnel number/staff code, responsibilities, functions, work related contact information etc.
公司、地区、部门、成本中心、职员编号/员工号、职责、职能、工作相关联系方式等


	
	
	
	Data regarding education/professional circumstances & characteristics
个人教育/职业情况和特点数据
	Honorary post, job title, career, period of employment, tasks、activities, qualifications, measurements / assessments, work experience, educational background, academic degree, educational experience, training records, transcript etc.
荣誉职务、职称、职业、工作年限、工作任务、活动、资格、测评/评估、工作经验、学历、学位、教育经历、培训记录、成绩单等

	
	
	
	Time management data
时间管理数据
	Daily attendance times, absence reasons, presence record (yes/no), etc. 
日常出勤时间、旷工原因、出勤记录（是/否）等

	☐
	Personal biometric information
个人生物识别信息
	
	Personal biometric information
个人生物识别信息
	Personal genes, fingerprints, voiceprints, palm prints, auricle information, iris information, facial recognition features, etc. 
个人基因、指纹、声纹、掌纹、耳廓、虹膜、面部识别特征等

	
	Online identity information
网络身份标识信息
	
	IT usage data
IT 使用数据
	UserID, roles, rights, log-in-times, computer name, IP address, GID, Legic-no. log-file analyses etc.
用户名，角色，权利，登录时间，电脑名称，IP地址，GID，Legic号码、日志文件分析等

	
	
	
	Network Identity information
网络身份信息
	Personal information subject account, System account, email address supplemented by the corresponding password, personal digital signature, personal digital certificate, etc.
个人信息主体账号、系统账户、补充相应密码的电子邮件地址、个人数字签名、个人数字证书等

	
	Personal healthy and physiology information
个人健康生理信息
	
	Personal healthy and physiology information
个人健康生理信息
	Relevant records generated by personal medical treatment due to illness, such as illness information, hospitalization records, medical orders, test reports, surgical and anesthesia records, nursing records, medication records, drug and food allergy information, fertility information, medical history, diagnosis and treatment information, family medical history, history of present illness, infectious disease history, etc., as well as information concerning personal health such as weight, height, lung capacity and etc.
个人因生病医治等产生的相关记录，如病症、住院志、医嘱单、检验报告、手术及麻醉记录、护理记录、用药记录、药物食物过敏信息、生育信息、以往病史、诊治情况、家族病史、现病史、传染病史等，以及与个人身体健康状况相关的信息，如体重、身高、肺活量等

	
	Information of often used equipment
个人常用设备信息

	
	Vehicle usage data with VIN / license plate number.
车辆使用数据和车辆识别号码 （VIN）/车牌号
Guarantee, warranty, product liability, safe vehicle operation
保证、保修、产品责任、车辆安全运行
	Vehicle usage data associated with VIN/license plates and associated with workshop repairs, guarantee and, warranties or product liability, or whose availability is required for safe operation of the vehicle.
车辆使用数据和VIN号码/车牌号，以及工作间修理，保证，保修或者产品责任，或者安全操作车辆需要在场的人员

	
	
	
	Vehicle usage data with VIN / license plate number
车辆使用数据和车辆识别号码（VIN）/车牌号
Comfort settings, multimedia, navigation
舒适性设置、多媒体、导航
	Vehicle usage data associated with VIN / license plates and related comfort settings, such as seat adjustment, preferred radio stations, climate settings, navigation Data, email / SMS contact information etc.
与车辆识别号码（VIN）/车牌号相关的车辆使用数据以及相关的舒适性设置，例如座椅调整、首选电台、空调设置、导航数据、电子邮箱/短信联系信息等

	
	
	
	Vehicle usage data with VIN / license plate number
车辆使用数据和车辆识别号码（VIN）/车牌号
driving behavior, assistance systems
驾驶行为、辅助系统
	Vehicle usage data associated with VIN / License plates and related to driving behavior or the use of assistance systems and their specific operational data, etc.
与车辆识别号码 （VIN）/车牌号相关的车辆使用数据，以及与驾驶行为或辅助系统的使用及其具体操作数据有关的车辆使用数据等

	
	
	
	Other information describing the basic information of personal often-used equipment
其他描述个人常用设备基本情况的信息
	Hardware serial number, device MAC address, software listing, unique device ID (if applicable IMEI/Android ID/IDFA/OpenUDID/GUID/SIM IMSI Information, etc.)
硬件序列号、设备MAC 地址、软件列表、唯一设备识别码（如IMEI/Android ID/IDFA/OpenUDID/GUID/SIM 卡IMSI 信息等）

	
	Personal location  information
个人位置信息
	
	Position Data
位置数据 
	GPS, accommodation information, whereabouts and tracks, etc.
GPS、住宿信息、行踪轨迹等

	
	Personal property information
个人财产信息

	
	Data of reliability and payment/finance data
可信度和支付/财务数据
	Data of commercial agency, scorings, wage group, payroll accounting, special payments, garnishment, payment behavior, balance sheets, financial circumstances, bank account, credit card number, authentication information (password), deposit information (including the number of funds and payment and collection records, etc.), real estate information, credit records, credit information, transaction and consumption records, flow records, as well as virtual property information such as virtual currency, virtual transactions, and game redemption codes and etc.
商业征信机构数据、评分、工资组、工资核算、专项付款、扣发、支付行为、资产负债表、财务状况、银行账户、信用卡号码、鉴别信息（口令）、存款信息（包括资金数量、支付收款记录等）、房产信息、信贷记录、征信信息、交易和消费记录、流水记录等，以及虚拟货币、虚拟交易、游戏类兑换码等虚拟财产信息

	
	Personal Communication Information
个人通信信息
	
	
	Communication records and contents, SMS, multimedia message, e-mail, and data describing personal communication (metadata), etc.
通信记录和内容、短信、彩信、电子邮件，以及描述个人通信的数据（通常称为元数据）等

	
	Contact Information
联系人信息
	
	
	Address book, friends list, group lists, email address list and ect. 
通讯录、好友列表、群列表、电子邮件地址列表等

	
	Personal Web Surfing Records
个人上网记录
	
	
	Records of a personal information subject’s operations stored in the logs, including web browsing records, software use records, click records, and favourites’ list.

通过日志储存的个人信息主体操作记录，包括网站浏览记录、软件使用记录、点击记录、收藏列表等

	
	Others
其他信息

	
	Contract Data
合同数据
	Purchased products, (financial) services, date of contract, purchase price, extras, warranties, etc.
采购的产品、（财务）服务、合同日期、采购价格、额外费用、质保等

	
	
	
	Special category: picture of the employee 
特殊类别：
雇员照片
	Portrait photo voluntarily published by the employee (intranet, telephone book, social media platform etc.)
员工自愿发布的肖像照片（内部网、电话簿、社交媒体平台等）

	
	
	
	Crimes / Offenses
犯罪/违法
	Data relating to criminal offences or the suspicion of criminal offences
有关刑事犯罪或涉嫌刑事犯罪的数据

	
	
	
	Others
其他
	Marriage history, religious convictions, sexual orientation and etc.
婚史、宗教信仰、性取向等

	
	
	
	Personal Information of Minors under 14 years old
14岁以下（含）儿童的个人信息
	Personal Information of Minors under 14 years old
14岁以下（含）儿童的个人信息



Special Notes: Personal information that constitutes sensitive personal information according to Information security technology- Personal information security specification (GB/T 35273-2020) in the table above are underlined for your reference. 
特别说明：上表中根据《信息安全技术-个人信息安全规范》（GB/T 35273-2020）属于敏感个人信息的个人信息以下划线进行显示，供参考。
Types of Important Data
重要数据类型
	Important Data Involved
涉及重要数据
	Data categories
数据类别
	List of Important Data
重要数据清单

	
	Personal information of more than 100,000 persons as the subjects of personal information is involved
涉及个人信息主体超过10万人的个人信息
	

	
	Geographic information, passenger flow, vehicle flow and other data of important sensitive areas such as military administrative zones, entities of science, technology and industry for national defense, and Party and government organs at the county level or above;
军事管理区、国防科工单位以及县级以上党政机关等重要敏感区域的地理信息、人员流量、车辆流量等数据
	

	
	Data reflecting economic operation such as vehicle flow, logistics, etc.
车辆流量、物流等反映经济运行情况的数据
	

	
	Operational data of the automobile charging network
汽车充电网的运行数据
	

	
	Video and image data outside the vehicles that contain face information, license plate information, etc.
包含人脸信息、车牌信息等的车外视频、图像数据
	

	
	Other data that may endanger national security, public interests or the legitimate rights and interests of individuals or organizations as determined by the Cyberspace Administration of China ("CAC") and the authorities of development and reform, industry and information technology, public security and transport, etc., under the State Council.
国家网信部门和国务院发展改革、工业和信息化、公安、交通运输等有关部门确定的其他可能危害国家安全、公共利益或者个人、组织合法权益的数据。
	



7. Categories of Data Subjects:
数据主体类别
	
	Data subject
数据主体
	Description
描述
	Examples
示例

	
	Employees
雇员
	Employees of the Group Company (in terms of the responsible unit)
集团公司的雇员（以责任单位为准）
	e.g. jobholder, trainee, former employees
例如，在职人员、实习生、前雇员

	
	Group Employees
集团雇员
	Employee of another Group Company (in terms of a member of the Volkswagen Group, but not of the responsible unit)
另一个集团公司的雇员（就大众集团的成员而言，但不是负责单位的雇员）
	e.g. from Volkswagen AG point of view: Employees of AUDI, FSAG, PORSCHE etc
例如，从大众汽车公司的角度来看：AUDI、FSAG、PORSCHE等公司的员工

	
	Partner Companies Employees
合作公司雇员
	Employees of a supplier, service provider, Joint-Venture, temporary employment agency
供应商、服务提供者、合资企业、临时就业机构的雇员
	e.g. employees of IT service providers, suppliers, employees of Joint-Ventures, temporary workers
例如，IT服务提供商的雇员、供应商、合资企业的雇员、临时工等

	
	Customers
客户
	Each person that has a business relationship (with the respective responsible unit)
每个有业务关系的人（与各自的责任单位）
	e.g. purchasers of cars, bank customers, policyholders, renters
例如:汽车购买者、银行客户、投保人、租客

	
	Other Business Partners
其他商业伙伴
	Each (natural or legal) person that has a business relationship (with the respective responsible unit), except customers)
每个（自然人或法人）与（各自负责的单位）有业务关系的人，但客户除外
	e.g. suppliers, importers, or service partners themselves; intermediator, shareholders, freelancers, etc.
例如，供应商、进口商或服务伙伴本身；中介机构、股东、自由职业者等

	
	Outsiders
外部人员
	Each person that has no business relationship with the respective Group Company (responsible unit)
与各集团公司（负责单位）没有业务关系的每个人
	e.g.visitors, guests, interested persons, applicant
例如：参观者、客人、感兴趣的人、申请人

	
	Children
儿童
	Minors under 14 years of age
未满14岁的未成年人
	


8. 
9. Reference to the service agreement / main agreement between the Parties (if any)
参考双方之间的服务协议/主协议（如有）
……………………………………………………………………………………………..
(Agreement name, number, date)
（协议名称、号码、日期）





Appendix 3- Technical and Organisational Measures
附录3-技术和组织措施 	Comment by Wu, Jianxiong (Jeff) (C|GG): To VWA: CARIAD CN is internally checking the requirements. Will update next round.
To VWA: if you can provide the documents (e.g. GB/T?) that being quoted, please kindly provide the name, it will accelerate the process.
This Appendix 3 describes the minimum technical and organisational measures to be taken by the Parties, including measures for the protection of Sensitive Personal Information. The measures apply to each of the transfers or categories of transfers described in Appendix 2.
本附录3描述了双方应采取的最低限度的技术和组织措施，包括保护敏感个人信息的措施。这些措施适用于附录2中所述的每项传输或传输类别。

The Parties undertake to implement these measures prior to the start of the Processing and thereafter on an ongoing basis, and to adapt them adequately (in general or in relation to specific transfers) to the extent necessary to ensure an adequate level of data security at all times having regard to the nature, scope, context and purposes of the processing and the risks to the rights and freedoms of natural persons.
双方承诺在处理开始之前和之后持续实施这些措施，并在考虑到处理的性质、范围、背景和目的以及对自然人的权利和自由的风险的情况下，在必要的范围内充分调整这些措施，以确保任何时候都有足够的数据安全水平

	Measure
措施
	Detailing
细节

	Organisational control
组织控制
	The internal organisation shall be designed in such a way that it ensures compliance with the requirements of Data protection in accordance with Relevant Laws and Regulations. 
内部组织的设计应确保符合相关法律法规对数据保护的要求。
The Parties shall appoint a Personal Data protection officer and/or Responsible personnel for Important Data security if this is legally required under the laws it is subject to. The Parties shall take appropriate organisational measures to ensure the lawful processing of Data, such as the internal appointment of a contact person for Data protection, the implementation of processes to ensure the cooperation of the Personal Data protection officer and /or Responsible personnel for Important Data security the establishment of clear internal rules on Data protection. 
如果这是适用法律要求，各方应任命一名个人数据保护官员和/或负责重要数据安全的人员。各方应采取适当的组织措施，确保数据的合法处理，如在内部指定一名数据保护联系人，实施程序以确保个人数据保护官员和/或重要数据安全负责人员的合作，并制定明确的数据保护内部规则。
The Parties shall continuously train and sensitise its employees with regard to the requirements of Data protection and the implementation of technical and organisational measures.
各方应不断对其雇员进行培训，使其了解数据保护的要求，并实施技术和组织措施。

	Access control
访问控制
	Buildings and rooms in which Data processing takes place shall be secured against unauthorised access. 
进行数据处理的建筑物和房间应确保其安全，防止未经授权的访问。
Measures such as the installation of systems and terminals in secured rooms, that are only accessible to authorised persons, or measures of object security are taken into account. In principle, IT systems are protected against access by unauthorised persons.
诸如将系统和终端安装在安全的房间里，只有被授权的人才能进入，或者物体安全的措施都被考虑在内。原则上，IT系统受到保护，不会被未经授权的人访问。

	Access control
访问控制
	The actual use of Data processing equipment by unauthorised persons shall be prevented. This is ensured by user administration and ensuring an adequate password security.
应防止未经授权的人实际使用数据处理设备。这将通过用户管理和确保足够的密码安全来保证。
User administration requires the establishment of a central point for user administration and the associated identity and access authorisation, as well as regular checking of the validity of user access.
用户管理需要建立一个中心点来进行用户管理和相关的身份和访问授权，以及定期检查用户访问的有效性。
Adequate password security requires at least the presence of a basic password strength and securing passwords via login storage systems with hashing functions.
充分的密码安全要求至少需要有基本的密码强度，并通过具有散列功能的登录存储系统确保密码安全。
In addition, the underlying processing activity may require extended password strength through cross-system password policies up to multi-factor authentication (e.g. magnetic card and PIN) and cryptographic procedures (e.g. AES-128, AES-256) or asymmetric encryption procedures.
此外，底层处理活动可能需要通过跨系统密码政策扩展密码强度，直至多因素认证（如磁卡和密码）和加密程序（如AES-128、AES-256）或非对称加密程序。
Hardware components and physical Data storage devices will be protected against misuse, e.g. through Data carrier encryption, instructions to lock away notebooks and careful handling of mobile devices and confidential paper documents. The Parties shall record the measures in a Data security concept and oblige its employees to comply with the Data security concept.
硬件组件和物理数据存储设备将受到保护，以防止滥用，例如通过数据载体加密、指示锁好笔记本以及谨慎处理移动设备和机密纸质文件。各方应在数据安全概念中记录这些措施，并责成其员工遵守数据安全概念。

	Access control
访问控制
	Access to Data processing systems shall be restricted to authorised users. The authorised users shall only have access to the Data that is necessary for the specific fulfilment of their tasks.
对数据处理系统的访问应限于经授权的用户。经授权的用户只能访问为具体完成其任务所需的数据。
This is implemented through a mandatory authorisation concept (differentiation between types of users) by setting time limits and logging unauthorised activities.
这是通过一个强制性的授权概念（区分用户类型），通过设置时间限制和记录未经授权的活动来实现。

	Transmission control
传输控制
	Integrity and confidentiality in the transmission of Data shall be guaranteed. Personal information shall be secured against inspection or modification by unauthorised persons both during its transmission and its transport.
应保证数据传输的完整性和保密性。在传输和运输过程中，应确保个人信息不被未经授权的人检查或修改。
To ensure the integrity and confidentiality of Data, each Data Receiver shall take into account, inter alia:
为确保数据的完整性和保密性，各数据接收方应特别考虑到：
· Central issuance, management and locking of Data carriers; 
数据载体的集中发放、管理和锁定；
· Documentation of the transmission of Data;
数据传输的文件记录；
· Classification of Data according to the degree of confidentiality;
根据保密程度对数据进行分类；
· Introduction of technical measures to restrict the unauthorised loss of Data; 
引入技术措施，限制未经授权的数据丢失；
· Use of encrypted ways of transport;
使用加密的传输方式；
· Encryption of transmitted Data using a high-quality cryptographic procedure.
使用高质量的加密程序对传输的数据进行加密。

	Input control
输入控制
	The Parties shall take appropriate measures, depending on the processing, to be able to review details such as the time and duration of an access to Data. The Parties shall ensure, on the one hand, that Data is processed for the intended purpose and, on the other hand, that complete and accurate Data is always available.
双方应根据处理情况采取适当措施，以便能够审查细节，如访问数据的时间和持续时间。双方应确保一方面为预期目的处理数据，另一方面始终提供完整和准确的数据。
The Parties shall take into account measures such as logging login and logout operations as well as input, modification and deletion access.
双方应考虑到登录和注销操作以及输入、修改和删除权限等措施。

	Deletion control
删除控制
	The Parties have implemented all necessary measures to enable deletion / restriction of Data. 
双方已采取一切必要措施，以便能够删除/限制数据。
This is ensured by: 
通过以下方式保证：
· Work instructions on deletion / restriction / storage limitation;
关于删除/限制/存储限制的工作指示；
· Implementation of technical and automated deletion concepts;
实施技术和自动删除的概念；
· Ensuring the appropriate disposal of Data carriers or documents, e.g. by commissioning specialised disposal companies.
确保对数据载体或文件进行适当的处理，例如委托专门的处理公司。

	Availability control
可用性控制
	The Parties have taken technical and organisational measures to ensure the availability of Data and systems as quickly as possible, even in the event of damage.
各方已采取技术和组织措施，以确保数据和系统的可用性，即使在发生损坏的情况下也能尽快使用。
This includes measures such as a backup and recovery plan and the creation of backup copies. 
这包括诸如备份和恢复计划以及创建备份副本等措施。
Synchronous and / or asynchronous physical mirroring of hard disks at separate Data centre locations as well as certification of a major incident process (ISO9k) are generally expected. 
通常期望在单独的数据中心位置对硬盘进行同步和/或异步物理镜像，并对重大事故过程（ISO9k）进行认证。
The protection of Data carriers against elementary influences such as fire, water and electromagnetic radiation must be ensured. This includes measures such as the installation of smoke detectors and sprinkler systems, fire doors and an independent power supply. 
必须确保保护数据载体免受火灾、水和电磁辐射等基本影响。这包括安装烟雾探测器和喷水灭火系统、防火门和独立的电源等措施。
Protective measures are used to combat malware. To ensure the correct functioning and integrity of IT systems, protection against malware (malware, viruses, etc.) is a mandatory requirement. 
保护措施用于打击恶意软件。为了确保IT系统的正确运行和完整性，必须对恶意软件（恶意软件、病毒等）进行保护。
To ensure regulated and correct access to the entire system environment and the integrity of the IT systems, the Data importer will continuously implement the following technical facilities and ensure their operation:
为确保对整个系统环境的规范和正确访问以及IT系统的完整性，数据输入方将持续实施以下技术设施并确保其运行：
· Use of a firewall for effective protection against unauthorised access; and
使用防火墙，以有效防止未经授权的访问；以及
· Use of a proxy server for access to resources outside the Volkswagen network.
使用代理服务器来访问大众汽车网络以外的资源。

	Separation control
分离控制
	The purpose-related processing of the Data shall be ensured.
应确保对数据进行与目的相关的处理。
The Parties shall take the following methods into account:
双方应考虑到以下方法：
· Use of multi-client capable systems;
使用具有多客户能力的系统；
· access concepts;
访问概念；
· Work instructions for purpose limitation;
目的限制的工作指令；
· Encryption of Data records;
数据记录的加密；
· Logging of events
事件的记录
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